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®EOEPANIbHAA CNTYXBA NO TEXHUYECKOMY U SKCIMOPTHOMY KOHTPOIHO
NMPUKA3
ot 18 cheBpans 2013 roga N 21
06 ytBepxxaeHun CoctaBa u cogepxaHusA OpraHM3aumMoHHbIX U TEXHUYECKUX Mep No obecnevyeHuo
6e30nacHOCTU NepCcoHarnbHbIX AaHHbIX MPU UX 06paboTKe B MH(POPMALMOHHBLIX CUCTEMAX

nepcoHarnbHbIX AaHHbIX
(c usmeHeHuamun Ha 14 masa 2020 roga)

[OKyMEHT C U3MEHEHUSAMUN, BHECEHHBIMM:

npukazoM ®CTIK Poccum ot 23 mapTa 2017 roga N 49 (OdmumnanbHbii MHTEPHET-NOpTan NpaBoBon
nHdopmMaLmMm www.pravo.gov.ru, 26.04.2017, N 0001201704260010);

npukazoM ®CTOK Poccum ot 14 mas 2020 roga N 68 (OdmumanbHbIi MHTEPHET-NOPTan nNpaBoBOW
nHdopmaumm www.pravo.gov.ru, 10.07.2020, N 0001202007100002) (Bctynun B cuny ¢ 1 aHBaps 2021
roga).

B cooTtBeTcTBUM C YacTbio 4 ctatbn 19 denepanbHoro 3akoHa ot 27 uonga 2006 roga N 152-903 "O
nepcoHaneHbIX AaHHbIX" (CobpaHne 3akoHogaTtenbctBa Poccunckon depepaumn, 2006, N 31, c1.3451;
2009, N 48, c1.5716; N 52, c1.6439; 2010, N 27, c1.3407; N 31, cT.4173, c1.4196; N 49, c1.6409; 2011, N 23,
cT.3263; N 31, c1.4701) n lNNonoxeHnem o PepepanbHON cnyxbe MO TEXHUYECKOMY M 3IKCMOPTHOMY
KOHTpOIto, yTBepXaeHHbIM Ykasom lNpesngeHta Poccuiickon ®epepaummn ot 16 asrycta 2004 roga N 1085
(CobpaHue 3akoHopaTenscTBa Poccuiickon ®eaepauun, 2004, N 34, c1.3541; 2006, N 49, c1.5192; 2008, N
43, c1.4921; N 47, c1.5431; 2012, N 7, c1.818),

NpUKa3sbIBalo:

1. Y1Bepantb npunaraemble COCTaB U COOEPXKAHWE OPraHU3aUMOHHBLIX UM TEXHUYECKMX Mep Mo
obecneyveHnto 6€30MacHOCTM NEPCOHanbHbIX AaHHbIX NpU ux 06paboTke B MHAOPMALMOHHBIX CUCTEMax
nepcoHarnbHbIX AaHHbIX.

2. MNpwusHate yTpatuBwum cuny npukas PCTOK Poccum ot 5 despana 2010 roga N 58 "O6
yTBEpxaeHun MNonoxeHms o metogax M cnocobax 3awmTbl MHPOpMaLUMM B MHPOPMALMOHHBLIX CUCTEMAX
nepcoHanbeHbIX AaHHbIX" (3apeructpupoBaH MuHioctom Poccun 19 despans 2010 roga, permctpaunoHHbIn
N 16456).

LupekTop

depnepanbHoM cry0bl No
TEXHUYECKOMY 1
3KCMOPTHOMY KOHTPOJSIHO
B.CenuH

3apeructpmpoBaHo

B MyHUCTEpCTBE HOCTULMUK
Poccunckon degepaunn
14 mas 2013 roga,
pernctpaunoHHbii N 28375

CocTtaB M1 copgepxaHue opraHM3auymMoOHHbIX U TeEXHNYEeCKUX Mep no obecneyeHUto 6e3onacHOCTH
nepcoHalsibHbIX AAHHbIX NMPU UX 06p360TKe B I/IH(*)OpMaLWIOHHbIX cuncremMmax nepCcoHalibHbIX AaHHbIX
(c usmeHeHusamMu Ha 14 mas 2020 roga)

. O6LwmMe nonoxeHus
1. HacTtosawmin gokymeHT paspaboTaH B COOTBETCTBMM C YacTbio 4 ctatb 19 denepanbHOro 3akoHa
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ot 27 niong 2006 ropa N 152-®3 "O nepcoHanbHbix AaHHbIX" (CobpaHne 3akoHogaTenscTBa Poccunckomn
depepaumu, 2006, N 31, c1.3451; 2009, N 48, c1.5716; N 52, ¢1.6439; 2010, N 27, c1.3407; N 31, c1.4173,
cT.4196; N 49, c1.6409; 2011, N 23, c1.3263; N 31, c1.4701) n ycraHaBnMBaeT COCTaB U cogep)xaHue
OpraHu3aumMoHHbIX U TEXHUYECKMX Mep Mno obecrneyeHno ©e30nMacHOCTU MepCOoHarnbHbIX AaHHBLIX MPU KUX
00paboTke B WMHMOPMALMOHHbIX CUCTEMAxX MNepcoHalnbHbIX AaHHbIX (Qanee - Mepbl No obecnedeHuto
©e30nacHOCTU NepcoHanbHbIX AaHHbLIX) ANSA KaX4oro 13 YpoBHEW 3alUMLLEHHOCTU NepcoHarbHbIX OaHHbIX,
YCTaHOBMEHHbIX B TpeboBaHMAX K 3aliMTe NepCcoHarnbHbIX AaHHbIX NpU UX 00paboTke B MHAOPMALMOHHBLIX
cuctemMax MepcoHanbHbIX AaHHbIX, YTBEPXAEHHbIX MocTaHoBneHnem [lpaButensctBa Poccunckom
®epepaumm ot 1 Hos6pa 2012 roga N 1119 (CobpaHue 3akoHogaTenscTBa Poccuiickon depepaumm, 2012,
N 45, c1.6257).

Mepbl no obecneyeHnto 6Ge30NaCHOCTM NEPCOHAamNbHbLIX AaHHbIX MNPUHUMMAKOTCSA ANA  3aWuTbl
nepcoHarnbHbIX AaHHbIX OT HENMpPaBOMEPHOrO MMM CIy4alHOro AOCTyna K HUM, YHUYTOXEHUS, U3MEHEHMS,
GrNOKMPOBaHUS, KOMUPOBaHWS, MpeaoCTaBeHnsl, pacnpoCTpaHeHUsl NepcoHanbHbiX AaHHbIX, a Takke OT
WHbIX HEMPaABOMEPHbIX AeNCTBMI B OTHOLLEHUWN NEePCOHarnbHbIX AaHHbIX.

B Hactoswem OokymeHTe He paccMmaTpuBaloTcs  Bonpockl  obecneuyeHus  GesonacHocTu
nepcoHanbHbIX AaHHbIX, OTHECEeHHbIX B YCTaHOBMEHHOM MOpsAKe K CBeAeHMsSM, COCTaBMSAOLMM
rOCyAapCTBEHHYI0 TalHy, a Tawkke Mepbl, CBfA3aHHble C MpUMEHeHVeM  WndpPOoBarbHbIX
(kpynTOrpaduyeckmx) cpeacTs 3awmuTbl MHGOOPMAaLUK.

2. besonacHOCTb MepcoHanbHbIX AaHHbIX MNpu KX obpaboTke B MHPOPMAaLMOHHOW cucTeME
nepcoHanbHbIX AaHHbIX (danee - WHQOpMaUMOHHasi cuctema) obecnedmBaeT onepaTtop WM nuuUo,
ocyuwlectBnsaowee obpaboTKy nepcoHanbHbIX AaHHbIX MO MOPYYEHUI0 onepatopa B COOTBETCTBUM C
3akoHogaTtenbcTBoM Poccunckon ®egepauun.

[ns BbINONHEHNs1 paboT no obecnedeHnto 6e30NacHOCTM NepcoHarnbHbIX AaHHBLIX NpU X 0bpaboTke B
WH(POPMaLIMOHHON cuUcTeMe B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccuitickon Pepepaumm MoryT
npvBnekaTbCs Ha [OOrOBOPHOW OCHOBE KOPUOMYECKOE NULO WU WHAMBUAOYANbHbIA MpeanpuHUMaTenb,
NMetoLLME NULEH3NIO Ha OeATENbHOCTb MO TEXHUYECKON 3almTe KoHUAeHUnanLHom nHgopmauuu.

3. Mepbl no obecneyeHnto 6e30MacHOCTN NepPCOHarnbHbIX OAHHBLIX PeannsyloTcs B pamKkax CUCTEMb
3alUTbl NEPCOHArbHbIX AAHHbIX, CO34aBaEMON B COOTBETCTBMU C TpeboBaHUAMM K 3alumUTe NEePCOHanbHbIX
OaHHbIX Mpu Mx 06paboTke B MHAOPMALMOHHBIX CUCTEMAx MNEPCOHAmNbHbIX AaHHbIX, YTBEPXOAEHHBIMM
noctaHosneHneM lNpasuTtensctea Poccuiickon ®egepaumm ot 1 Hoabps 2012 roga N 1119, u gonmkHb! BbITb
HanpasneHbl Ha HEMTPanu3aunio akTyarnbHbIX Yyrpo3 6€30nacHOCTM NepPCOHanbHbIX AAHHbIX.

4. Mepbl no obecneyeHuto 6e30MacHOCTU MEPCOHANbHbIX OAHHLIX pPeanuaylTcss B TOM 4ucne
NOCpPeAcTBOM MPUMEHEHUS B MH(POPMALMOHHON CUCTEME CPEACTB 3aluTbl MHOpMaLMM, npolieawmnx B
YyCTaHOBMEHHOM Nopsake npouenypy OLEHKU COOTBETCTBUS, B Criyyasx, Koraa npuMeHeHue Takux cpecTs
HeobXx04MMO AN HENTpanu3aunm akTyanbHbIX Yrpo3 6e30nacHOCTU NepCoHanbHbIX A4aHHbIX.

6.* OueHka appeKTMBHOCTU peanu3oBaHHbIX B paMKax CUCTEMbI 3aLUTbl NePCOHarnbHbIX AaHHbIX Mep
no obecnevyeHnto 6€30MaCHOCTU NEpPCOHAsbHbLIX AaHHBIX MPOBOAUTCS ONEpaTopoM CaMOCTOSTESNIbHO UMK C
npuBneYeHneM Ha [OOrOBOPHOW OCHOBE HPUANYECKUX N, W WMHAMBUAYaNbHbIX nNpegnpuHuMmartenenu,
UMEIOLLNX JIMLEH3NI0 Ha OCyLLUeCTBNEeHue OeATEeNbHOCTU MO TEeXHUYECKOW 3awmTe KOoHmaeHumanbHOn
MHpopmMaunn. YkazaHHasa oueHka NPoBOANTCH He pexe ogHOoro pasa B 3 roga.

* Hymepau,vlﬂ COOTBETCTBYET OpurnHarny. - I'IpwmeanVle nsrotoButens 6asbl JaHHbIX.

7. Mepbl no obecneyeHnto ©e30MaCHOCTU MEpPCOHanbHbIX AaHHbIX Mpu ux obpaboTke B
rocygapCTBeHHbIX MHOPMALMOHHBIX CUCTEMAX NPUHMMAKOTCA B COOTBETCTBUMMU C TpeboBaHUAMN O 3alumTe
WHGOpMaLMK, codepXallencss B ToCyOapCTBEHHbIX MHM(OPMAUMOHHBIX CUCTEMAaX, YCTaHaBMUBaEMbIMU
OCTOK Poccum B npegenax cCBOMX MOSIHOMOYMIA B COOTBETCTBUM C 4YacTbto 5 crtatbm 16 PepepanbHOro
3akoHa ot 27 utonsa 2006 roga N 149-03 "O6 nHdbopmaumm, MHPOPMALMOHHBIX TEXHOIOTUAX M O 3aluTe
nHpopmaumn" (CobpaHne 3akoHogaTenbcTBa Poccuiickon ®egepaumn, 2006, N 31, c1.3448; 2010, N 31,
cT.4196; 2011, N 15, ¢1.2038; N 30, c1.4600; 2012, N 31, cT1.4328).

Il. CocTtaB 1 cogepkaHme Mep nNo obecneyeHn0 6e30MacHOCTU NepCcoHarbHbIX AAaHHbIX
8. B coctaB mMep no obecneveHntio 6e30MacHOCTN NepcoHanbHbIX OAaHHbIX, peanu3yeMblX B pamkax
CUCTEMbI 3alUMTbl NEPCOHAnbHbIX [AaHHbIX C YY4EeTOM aKTyamnbHbIX Yrpo3 6e30nacHOCTM MepcoHanbHbIX
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[AaHHbIX N NPUMEHSIEMbIX MH(DOPMALIMOHHBLIX TEXHOMOMMIN, BXOOAT:
naeHTUdMKaUmUs 1 ayTeHTUMKauus cybbekToB AoCTyna M 06 BEKTOB AOCTYNa;
ynpaBreHne JocTyrnom cybbekToB AOCTyna K oGbekTaM 4oCTyna;
orpaHuyeHne NporpaMmHON cpeabl;

3almMTa MallMHHBIX HOocuTenem wuHdgopmaumm, Ha KOTOpbiX XpaHaTcs v (unu) obpabaTbiBatoTcs
nepcoHanbeHble AaHHbIE (Janee - MallWHHbIE HOCUTENW NePCOHarbHbIX AaHHbIX);

permctpauns cobbiTuii 6e3onacHocTu;

aHTMBMPYCHas 3aLmTa;

obHapyXeHue (NpegoTBpaLLEeHNE) BTOPXKEHWIA;

KOHTPOSb (aHanu3) 3alUMLLEHHOCTN NEPCOHarbHbIX AaHHbIX;

obecneyeHne LenocTHOCTU NHAOPMALMOHHON CUCTEMBI U MEPCOHANBbHbLIX AaHHbIX;
obecneyeHne JOCTYMHOCTU NePCOHarbHbIX AaHHbIX;

3almTa cpeabl BUpTyanusaumu;

3almuTa TEXHNYECKUX CPEACTB;

3awmTa NHOPMaLMOHHOW CUCTEMBI, €€ CPeACcTB, CUCTEM CBA3W U Nepeaayn AaHHbIX;

BbISIBNIEHUE WHUMAEHTOB (OQHOMO COBLITUA UMK rPyMnbl COBLITUI), KOTOPbIE MOTYT NPUBECTU K COOAM
UM HapyLeHnio YHKUMOHMPOBAHMSA MHMOPMALNOHHON CUCTEMbI M (MNM) K BO3HUKHOBEHMWIO Yrpo3
6e30MacHOCTM NepcoHarnbHbIX AaHHbIX (Aanee - MHUUAEHTHI), U pearnpoBaHne Ha HUX;

ynpaBneHne KoHdurypaumen WHPOPMALMOHHON CUCTEMBI W CUCTEMbI 3aLUTbl NEepcoHarbHbIX
OaHHbIX.

CoctaB un coaepxxaHune Mep no obecneveHnto 6e3onacHoOCTH nepcoHasibHbIX AaHHbIX, HeobxoaMMbIX
ans obecneveHns Kaxxgoro m3 ypOBHeVI 3alMNLWLEHHOCTN NepCcoHarbHbIX AaHHbIX, NMpuBeaAeHbl B NMPUNoXXeHnn
K HacTodAWeMy NOKYMEHTY.

8.1. Mepbl No ngeHTMdmMKauMn n ayTeHTudmKaumm cybbekToB gocTyna u o6beKToB 4OCTyNa AOIKHbI
obecneunBaTb NpucBOoeHuWe cybbekTam U obbekTaM AOCTyna YHWMKanbHOro npusHaka (uaeHtudukatopa),
CpaBHEeHWe npeabsaABnsemMoro cydobektom (06bekToM) gocTyna ngeHtudmkatopa ¢ nepeyHeM NpUCBOEHHbIX
NOeHTNMKaATOPOB, a TaKkke NPOBEPKY NMPUHAAMNEXHOCTN cyObekTy (06bekTy) AocTyna NpeabsBNEHHOIO UM
naeHtTudmkatopa (NoaATBepPXKAEHUE NOANTMHHOCTHN).

8.2. Mepbl no ynpaBrneHuto [OCTYNoMm CcyObekToB poctyna K o6bekTam [ocTyna [OMKHbI
obecneunBaTb YynpaBlieHWe npaBamMy W MNpPUBMNErMSMU CyObLEKTOB [OCTyna, pasrpaHuyeHue p[octyna
cybbekToB gocTyna k obbekTam 4OCTyna Ha OCHOBE COBOKYMHOCTU YCTAHOBMEHHbLIX B MHGOPMAaLMOHHOWN
cucTeMe npaBun pasrpaHMyeHns 4oCcTyna, a Takke obecrneymBaTbh KOHTPOb 3a cObNoaeHeM STUX NpaBus.

8.3. Mepbl No orpaHMYeHnIO NPOrpaMMHON cpeabl OOMKHbI 06ecneyYnBaTb YCTaHOBKY U (MNnun) 3anyck
TOMbKO Pa3peLleHHOro K MCNofb30BaHWI0 B MH(POPMAaLMOHHOW cucTeMe nporpaMMHOro obecneyeHus unu
NCKIIoYaTbh BO3MOXXHOCTb YCTAHOBKM M (MrK) 3amycka 3anpeLueHHOro K UCNomb30BaHWIO B MHPOPMaLIMOHHOW
cMcTeMe NporpamMmmHoOro obecneveHus.

8.4. Mepbl MO 3aWMTE MaLLUMHHBbIX HOCUTENEN MnepcoHanbHbIX AaHHbIX (cpeactB 0b6paboTkM
(XpaHeHuMs1) nepcoHanbHbIX OAHHbLIX, CbEMHbIX MALUMHHBIX HOCUTEMEN MepCOHaNbHbIX OaHHbIX) AOIDKHbI
UCKMoYaTb BO3MOXHOCTb HECAHKLVMOHMPOBAHHOIO AOCTYMa K MaLVMHHBIM HOCUTENAM U XPaHSLUMCS Ha HUX
nepcoHanbHbIM AaHHBIM, @ Takke HeCaHKLMOHMPOBAHHOE UCMONb30BaHUE CbEMHbIX MALUUHHbIX HOCUTENEen
nepCcoHarnbHbIX JaHHbIX.



06 yTBepxaeHun CoctaBa 1 COAEPXaHUA OPraHN3aLMOHHBIX U TEXHUYECKMX Mep Mo obecneveHnto 6e30nacHOCTN NepcoHanbHbIX
[OaHHbIX Npu nx 06paboTke B UHOPMALIMOHHBIX CUCTEMAaX NEPCOHAarbHBLIX AaHHbIX (C U3MeHeHusiMU Ha 14 masi 2020 roaa)
lMpuka3 ®CTOK Poccuu om 18.02.2013 N 21

CtpaHuua 4

8.5. Mepbl no pernctpauun cobbiTuin 6esonacHOCTN AOMKHbI obecneumBaTb cOOp, 3anncb, XpaHeHue
N 3aWwmTy nHdopmaumm o cobbiTuax 6e3onacHoOCTM B MHAPOPMALMOHHOW CUCTEME, a TaKKe BO3MOXHOCTb
NpoOCMOTpa 1 aHanu3a nHHOoOpMaLMm O Taknx CoBbITUSIX 1 pearMpoBaHNe Ha HUX.

8.6. Mepbl NO aHTUBMPYCHOW 3aliuTe OOJMPKHbI obecneuymBaTb OOHaApy)XeHWe B MHAOPMaLNOHHOM
cMCTEME KOMMbIOTEPHBIX MporpaMM INMBo WHOWM KOMMbIOTEPHOW WHGOPMaUMK, NpedHasHa4YeHHoOW Ans
HECAHKLUMOHMPOBAHHOIO YHUUYTOXEHUs, OGrnokumpoBaHus, mMoamndukauum, KONMpPOBaHUS KOMMbHOTEPHOMN
WHpopMaLm nnNn HenTpanu3auumn cpeacTB 3awuTel MHPOPMAaLMK, a Takke pearMpoBaHue Ha obHapyxeHue
3TUX Nporpamm 1 nHopmMaLmm.

8.7. Mepbl no obHapyxeHuo (NpeaoTBpaLLEHMIO) BTOPXKEHUA OO0MKHbI obecneymBaTte obHapyxeHune
Oe’CTBUA B MHAPOPMAaLMOHHON CUCTEME, HanpaBfeHHbIX Ha HECaHKLMOHNPOBAHHbLIA AOCTYN K MHpopmauuw,
cneumnarnbHble BO3OEWCTBMA Ha WHMOPMALMOHHYK CUCTEMY W (MNn) nepcoHanbHble OaHHble B Lensx
[OObIBaHUSA, YHUYTOXEHWS, UCKaKeHUs WM OrokupoBaHus [OCTyna K MepcoHallbHblM AaHHbIM, @ Takke
pearvpoBaHuWe Ha 3TV OENCTBUS.

8.8. Mepbl N0 KOHTpOMIO (aHanuay) 3alULLEeHHOCTM NepcoHarnbHbIX AaHHbIX AOIMKHbI obecneymBaTthb
KOHTPOIb YPOBHS 3aLUMLLEHHOCTM NEPCOHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbix B MHPOPMALIMOHHON cUCTEME,
nyTemM npoBeAeHNs CUCTEMATUYECKMX MEPOMPUATUIA MO aHanu3y 3aluleHHOCTM WHGOPMAaLMOHHOM
CUCTEMbI M TECTUPOBAHUIO PabOTOCNOCOBHOCTM CUCTEMBI 3aLLUTbLI NEPCOHANbHBLIX AaHHbIX.

8.9. Mepbl no obecneyeHnio LENOCTHOCTU WMH(OPMALMOHHOW CUCTEMbI U MEPCOHAaNbHbIX AaHHbIX
JOmkHbl  obecneumBaTb OOHapyxeHue (aKTOB HECaHKLMOHUMPOBAHHOIO HapyLUEHWs1  LeNIOCTHOCTM
MHOPMALIMOHHOW CUCTEMbI U COAEPXALUUXCA B HEW MNepcoHanbHbIX AaHHbIX, @ Takke BO3MOXHOCTb
BOCCTaHOBIEHUSI UH(POPMALIMOHHON CUCTEMBI U COAEPXKALLUMXCS B HEW NEPCOHAaNbHbLIX AaHHbIX.

8.10. Mepbl no obGecrneyeHnto [OOCTYMHOCTU MNepcoHarnbHbIX AaHHbIX [OOMKHbI 0becrneyvBaTtb
aBTOPW30BaHHbLIA [OCTYN ronb3oBaTeneid, MMeWMUX npaea Mo AOCTyny, K MNepcoHanbHbIM [aHHbIM,
cofepXxalumMmcst B MHPOPMALIMOHHOW cUCTEME, B LUTATHOM pexunMe (PYHKLUMOHMPOBAHUS MHCpOPMAaLIMOHHOM
CUCTEMBI.

8.11. Mepbl No 3awWwmTe cpeabl BUPTyanM3auum SOSHKHbI UCKMYaTb HECAaHKLUMOHMPOBaHHbLIN AOCTYN K
nepcoHancHbIM  AaHHbIM, obpabaTbiBaeMblM B BUPTYarnbHOM WHGPACTPYKType, U K KOMMOHEHTam
BMPTyanbHOW WMHPACTPYKTYypbl U (Mnn) BO3AEWCTBME Ha HMX, B TOM YWUCME K CpeacTBaM ynpaBneHus
BMPTyanbHOW WHPACTPYKTYpPOW, MOHUTOPY BUPTYasibHbIX MaluvH (TMNEepBU30OPY), CUCTEME XpPaHEHUs!
[AaHHbIX (BKMOYasi cucTemy xpaHeHusi obpasoB BUPTyanbHOW MHPACTPYKTYpbl), CETU Nepedayvn AaHHbIX
Yyepe3 SMeMeHTbl BUPTyarbHOW UMK (OU3NYECKON MHAPACTPYKTYpbl, FOCTEBLIM OMEPALIMOHHLIM CUCTEMAM,
BMpPTyanbHbIM MallMHaMm (KOHTelMHepam), CUCTEME W CeTU pennukauuu, TepMUHANbHLIM U BUPTYarbHbIM
YCTPOMCTBaM, a TakkKe CUCTEME PE3EPBHOO KOMUPOBAHUS 1 CO3JaBaAEMbIM €10 KOMUSIM.

8.12. Mepbl No 3aWmnTe TEXHNUYECKNX CPEACTB AOIMKHBI UCKNI0YaTb HECAHKLUMOHUPOBAHHBIN JOCTYN K
CTauMoHapHbIM TEXHUYECKUM CpedcTBaMm, obpabaTbiBalowMM MepcoHarnbHble AaHHble, CPeacTBam,
obecneunBarWM  (PYHKUMOHMPOBaHME WHGOPMALUMOHHON cucTeMbl (ganee - cpeactBa obecnedveHus
PYHKLMOHMPOBAHUS), U B MOMELLEHUS, B KOTOPbIX OHU MOCTOSIHHO PAaCMOSfIOKEHbl, 3aWUTY TEXHUYECKNX
CPEeACTB OT BHELUHUX BO3AEWCTBMMW, @ Takke 3almTy MepcoHarbHbIX AaHHbIX, MPeACTaBrieHHbIX B BuAe
NHPOPMATUBHBIX 3MIEKTPUYECKUX CUrHANOB U (PU3UYECKNX NONEN.

8.13. Mepbl no 3awmte MHOOPMaLMOHHOW CUCTEMBI, €e CPEACTB, CUCTEM CBSA3N U Nepedadn gaHHbIX
OOIMKHbI obecneymBaTth 3aLUMUTY NEPCOHAmNbHbBIX AaHHbIX MPU B3anMoOenCcTBUM MHEPOPMALMOHHON CUCTEMBI
unm ee OTAENbHbIX CerMeHToB c WUHBbIMU NHOPMAaLIMOHHBLIMK cuctemamu "
NHGOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU ceTamMmn nocpeacTBoM NpPUMeEHeHUs APXUTEKTYPbI
MHOPMALMOHHON CUCTEMbI M MNPOEKTHbIX PELUEeHUI, HanpaBfeHHbIX Ha obecneyeHne 6Ge30MacHOCTU
NepCcoHarsbHbIX OAHHbIX.

8.14. Mepbl MO BbISBIIEHUIO WMHUWOEHTOB M pearMpoBaHUI0 Ha HUX [OIMKHbI obecneuvvBaTb
oOHapyxeHue, naeHTUdmKaumo, aHanms MHUMAEHTOB B MHOOPMALMOHHOW CUCTEME, a TaKKe NMPUHATUE Mep
Mo YCTPaHEHUIO U NPeaynpeXxaeHnio MHUUOEHTOB.

8.15. Mepbl no ynpaBneHuo KoHpUrypauuen UHADOPMALMOHHOW CUCTEMbI U CUCTEMbI 3aLUUTHI
nepcoHanbHbIX  [aHHbIX  JOIMKHbI  obecneuvMBaTb  yrpaBneHWe  U3MEHEeHUsIMU  KOHdurypaumm
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MHOPMALMOHHON CUCTEMbI U CUCTEMbI 3alUTbl MNEPCOHAasbHbIX [OaHHbIX, aHanu3 MnoTeHUManbHOro
BO34ENCTBMSA NMNaHMpyeMblX M3MEHEeHUn Ha obecneyeHne Ge30NacHOCTU NepcoHarnbHbIX AaHHbIX, @ Takke
OOKYMEHTUPOBAHNE 3TUX U3MEHEHUN.

9. Bbl60p mMep no obecneyeHnto 6e3onacHOCTU nepcoHalibHbIX OaHHbIX, nognexawux peann3aumn B
VIHCpOpMaLJ,VIOHHOVI CucTemMe B paMkKax CUCTEMbI 3aLUnTbl NepPCOoHAalbHbIX AaHHbIX, BKITHOYaEeT:

onpeaeneHue 6asoBoro Habopa mep no obecnedeHnio 6e30MaCHOCTM MEPCOHANbHbLIX AAaHHbIX ANs
YCTaAHOBJIEHHOIO ypOBHA 3alULEHHOCTU NMepCOoHallbHbIX AaHHbIX B COOTBETCTBUU C 0a3oBbIMU Ha60paMV|
Mep no obecrneyvyeHunto besonacHocTH nepcoHarnbHbIX AaHHbIX, NpUBEeAEHHbIMU B NMPUINOXEHNUN K HacToALleMYy
OOKYMEHTY;

apanTtauuio 6a3oBoro Habopa mep no obecneyeHmnio 6€30MacHOCTU NepPCOHanbHbIX AAHHbLIX C YY4ETOM
CTPYKTYPHO-DYHKLMOHAMBHBIX XapakTepucTuk MHPOPMaLMOHHON CUCTEMbI, MHADOPMALIMOHHBIX TEXHOMOIMN,
ocobeHHocTeln (OYHKUMOHNPOBaAHNA WHMOPMALMOHHON CUCTEeMbl (B TOM 4YMCrie UCKMoYeHne us 6a3oBoro
Habopa mep, HenocpeaCTBEHHO CBA3aHHbIX C MHAOPMALUMOHHBIMWU TEXHOMOrMAMMU, HE UCMONb3yeMbiMU B
NHAOPMALIMOHHOW CUCTEME, UM CTPYKTYPHO-(PYHKUMOHANbHBIMW XapaKkTepuUCTUKamMn, He CBOWCTBEHHbIMU
NMH(OPMALIMOHHON CUCTEME);

YyTOYHEHNE afjanTupoBaHHOro 6asoBoro Habopa mep no obecneveHno 6e30MacHOCTN NePCOHarbHbIX
AaHHbIX C y4eTOM He BblOpaHHbIX paHee Mep, NPUMBEOEHHbIX B MPUMOXEHUN K HACTOSLLEMY LOKYMEHTY, B
pe3ynbTate u4ero onpeaenslTcs Mepbl No obecneveHuto 6e30nacHOCTM MNepPCOHanbHbIX  AaHHBbIX,
HanpaBneHHble Ha HeMTpanu3auuio BCeX aKkTyarbHbIX yrpo3 6e30MacHOCTU NEepCOHarbHbIX AaHHbIX Af1S
KOHKPETHOW MH(OPMALIMOHHOW CUCTEMBI;

O0NOoJfIHeHne yTO4YHeHHOro aganTnpoBaHHOIo 6asoBoro Ha60pa mMep no obecneyveHnto 6eszonacHoOCTH
nepcoHalibHbIX OaHHbIX MepaMy, obecneunBaOWMMK BbIMOSTHEHUE Tpe6OBaHVIIZ K 3alnte nepcoHalbHbIX
OaHHbIX, YCTaHOBJIEHHbIMW WHbIMW HOPMATMBHbIMW MpPaBOBbIMM aKTamMun B obnactn obecnevyeHus
Ge3onacHocTn nepcoHanbHbIX AaHHbIX N 3aLlLUThI I/IHq)OpMaLI,VIVI.

10. Mpn HEBO3MOXHOCTU TEXHWYECKOW peanu3aumm oTAenbHbIX BblBpaHHbLIX Mep no obecnedyeHuto
6e3onacHOCTV NepcoHanbHbIX AaHHbIX, @ Takke C y4eTOM 9KOHOMUYECKOW Lenecoobpas3HoCTM Ha aTanax
agantauum 6asoBoro Habopa mep u (MnNKM) YTOYHEHWs aganTupoBaHHOro GasoBoro Habopa mep MoryT
pa3pabaTtbiBaTbCs MHble (KOMMNEHCUPYIOLLME) MepPbl, HanpaBrneHHble Ha HeNTpanu3aumio akTyanbHbIX Yrpo3
6e30MacHOCTM NepcoHarnbHbIX AaHHbIX.

B atom cny4yae B Xopje pa3pa60TK|/| CUCTEMbI 3allnTbl MepCoHalibHbIX OaHHbIX OOJIKHO ObITb
npoBegeHo 000CHOBaHWe NnpUMEHEeHNA KOoMMNeHCcupyrwmnx mep and obecneyeHnss 6HesonacHOCTU
nepcoHalbHbIX OAaHHbIX.

11. B cnyuyae onpegeneHus B COOTBETCTBMM C TpebOoBaHMsAMU K 3alliMTe MNepcoHanbHbIX MpU UX
06paboTke B MHGOPMALMOHHBIX CUCTEMAx MNEpPCOHarnbHbIX AaHHbIX, YTBEPXAEHHbIMW MOCTaHOBMNEHWEM
MpaBuTtenbctBa Poccunckon ®egepaunm ot 1 Hoa6pa 2012 roga N 1119, B kayecTBe akTyanbHbIX Yrpo3
6e3onacHOCTV MepcoHanbHbIX AaHHbIX 1-r0 M 2-r0 TMNOB JOMOMHUTENBbHO K Mepam no obecneyeHumio
6e3onacHOCTV NepcoHanbHbIX AaHHbIX, YKa3aHHbIM B MYHKTE 8 HACTOALEro AOKyMEeHTa, MOryT NPUMEHSATLCS
criefyloLine Mepsil:

npoBepka CUCTEMHOrO M (Unu) NPUKNagHOro MPOrpaMMHOrO obecneyeHusl, BKMYas NporpamMHblii
Ko, Ha OTCYTCTBME HeeKnapypoBaHHbIX BO3MOXHOCTEN C UCMONb30BaHNEM aBTOMaTU3MPOBAHHbIX CPEeACTB
1 (Mnn) 6e3 MCNoNb30BaHUS TAKOBBIX;

TecTnpoBaHune MH(*)OpMaLlMOHHOVI CUCTEeMbl Ha NPOHNKHOBEHUA;

ucrnonb3oBaHne B WHAPOPMALMOHHOW CUCTEME CUCTEMHOTO M (MNW) MPUKMNagHOro MNpPorpammHOro
obecneyeHusi, paspaboTaHHOro C UCNOSb30BaHNEM METOAOB 3aLLMLLEHHOMO NPOrpamMMMPOBaHNS.

12. TexHnYeckMe Mepbl 3alUMTbl NEPCOHAaNbHbIX AaHHbIX PeanusyrTcs MOCPeACTBOM MPUMEHEHWs
CPEACTB 3aluTbl MHPOPMALMK, B TOM YKCHE NPOrpaMMHbIX (MPOrpaMMHO-annapaTtHbIX) CPEACTB, B KOTOPbIX
OHV pearnn3oBaHbl, UMelLWNX Heobxoaumble pyHKLUM Ge3onacHOCTY.

Mpy MCMNONb30BaHUM B MHGOPMALMOHHBLIX CUCTEMAX CepTUAULMPOBAHHLIX Mo TpebGoBaHMAM
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Be3onacHoCTu nHopmaumm CpeacTs 3aLuTbl MHGOPMaLUK:

B MHGOPMAUMOHHBIX cucTemMax 1 ypOBHS 3alMLLEHHOCTU MepCoHarbHbIX AaHHbIX MPUMEHSIOTCS
cpeacTtBa 3awuTbl MHGOPMaUMM He Hmke 4 knacca M 4 ypoBHA [OBepusl, a Takke cpeacTtea
BbIYMCNUTENBHOW TEXHUKM HE HWXe 5 knacca;

(A63au B pegakumu, BBeaeHHoW B gencteue ¢ 1 sHBapsa 2021 roga npukasom ®CTIK Poccum ot 14
mas 2020 roga N 68. - CMm. npeablayLLyto pegakumio)

B MH(OPMALMNOHHBIX CUCTEMAX 2 YPOBHSA 3aLLMLLEHHOCTW MEepPCOHarbHbIX AaHHbIX MPUMEHSIOTCS
cpeactBa 3awmTbl MHGOpPMaLMM He Hmke 5 knacca M 5 ypoBHA [0OBepus, a Takke cpeacrtsa
BbIYNCNUTENBHON TEXHUKM HE HUXe 5 Kknacca;

(A63aL B penakumu, BBeaeHHon B gencteue ¢ 1 auBapa 2021 roga npukazom ®CTIK Poccuu ot 14
mas 2020 roga N 68. - CMm. npebiayLLyio pegakumio)

B MH(OPMALMNOHHBLIX CUCTEMaxX 3 YPOBHS 3alMLEHHOCTU MepCcoHarbHbIX AaHHbIX MPUMEHSIOTCS
cpeacTtBa 3awuTbl MHGoOpMauMM 6 krnacca U 6 YpOBHS O0OBepusi, a Takke cpeacTBa BblMUCIUTENbHOM
TEXHUKN He HWKe 5 knacca;

(AB3ay B pegakuun, BBegeHHon B aewncteue ¢ 1 auBapsa 2021 roga npukasom ®CTIK Poccun ot 14
mas 2020 roga N 68. - CM. npeabioyLlyto peaakumio)

B MH(MOPMALMOHHbIX cucCTeMax 4 YpOBHSA 3aLUMLLEHHOCTU NEepCOHarbHbIX AaHHbIX MPUMEHSAITCS
cpeacTtBa 3awuTbl MHGopMauMm 6 krnacca u 6 ypOBHSA O0Bepusi, a Takke CpeacTBa BblYUCIMTENbHOW
TEXHUKM He HuKe 6 knacca.

(AB3ay B pepgakunn, BBegeHHon B Aewnicteue ¢ 1 guBapsa 2021 roga npukasom ®CTIK Poccun ot 14
mas 2020 roga N 68. - CM. npeablayLyto peaakumio)

Knaccbl 3almThbl onpegensitoTcs B COOTBETCTBMU C HOPMAaTUBHBLIMI MPaBOBLIMW aKTaMU, N34aHHbIMU B
cooTBeTCTBMM C noanyHkToMm 13.1 nyHkta 8 [lMonoxeHus o PepepanbHoi cnyxbe Mo TEXHWYECKOMY U
3KCMOPTHOMY KOHTPOMIO, yTBepxaeHHoro Ykasom [NpeaungeHta Poccuiickon ®epepaunm ot 16 asrycra 2004
r. N 1085.

YpoBHM [OoBepusi yCTaHaBnMBaKTCA B COOTBETCTBMM C TpeboBaHusmMu no ©HesonacHOCTU
nHOPMaLMK, YyCTaHaBNUBAOLWMMY YPOBHM OOBEpPUSA K CpeacTBaM TEXHUYECKOW 3aluuTbl MHdOopMaumun u
cpegctBam obecnevyeHnss 6e3onacHOCTM WMHAPOPMALMOHHBLIX TEXHOMOMMN, YTBEPXOEHHBIMA MPUKa30oM
®CT3K Poccum ot 30 mona 2018 r. N 131 (3apeructpupoaH MuHioctom Poccun 14 Hosbps 2018 r.,
pernctpaunoHHbin N 52686).

(AB3ay gononHuTenbHO BKMtodeH ¢ 1 gHBapsa 2021 roga npukasom PCTOK Poccun ot 14 masa 2020
roga N 68)

AG3aubl BOCbMOW - JecATbii npegplaywen pegakumm ¢ 1 saHBapa 2021 roga cuuTaroTcs
COOTBETCTBEHHO ab3auamMu OeBATbIM - OAVMHHAAUATbIM HacToswen pegakuumn - npukad PCTIK Poccum ot
14 mas 2020 roga N 68.

Mpv wucnonb3oBaHUM B WMHADOPMALIMOHHLIX ~ CUCTEMAxX CPeacTB  3aluThl  MHGOpMauuu,
cepTUdUUMPOBaHHbIX NO TpeboBaHMsAM 6e30MacHOCTM MHpopMaLMK, yKasaHHble cpeacTBa AOSMKHbI ObITb
cepTuMUMpoBaHbl Ha COOTBETCTBME 0bsizaTenbHbIM TpebGoBaHWaM Mo 6e3onacHocTM MHopmaumu,
YCTaHOBMEHHLIM HOPMATUBHbLIMW MNPaBOBbLIMU akTaMu, WUNU TpebGoBaHUSIM, YKa3aHHbIM B TEXHUYECKMX
ycnoBusix (3agaHusix no 6e3onacHocTu).

q)yHKLI,I/II/I ©e3onacHocTU cpencTB 3allunTbl MH(bOpMaLI,I/lI/l OOIMKHbI 06ecneynBaThb BbINOMHEHWE mMep no
obecneyeHnto 6eszonacHoOCcTn nepcoHarnbHbIX AaHHbIX, COoAepXKalnXCA B HACTOALLEM OOKYMEHTe.

A63au ytpatun cuny ¢ 1 sHeapst 2021 roga - npukas PCTIK Poccum oT 14 masa 2020 roga N 68. - Cwm.
npeablayLLyo pegakumio.

(MyHKT B pemakuumun, BBeAeHHon B gewnctBue ¢ 7 mas 2017 roga npukasom ®CTOK Poccum ot 23
mMapTa 2017 roga N 49. - CM. npegblayLlyo pegakuuio)

13. MMpn ncnonb3oBaHUN B NH(OPMALMOHHBIX CUCTEMAaxX HOBbIX WMHOPMAUMOHHBIX TEXHOMOTMNN U
BbISIBNEHNN OOMNOMNHUTENBHbLIX Yrpo3 6e30nacHOCTM NepcoHarnbHbIX OaHHbIX, ANs KOTOPbIX HE onpeaeneHbl
Mepbl obecneveHms nx 6e3onacHOCTH, AOMKHbI pa3pabaTtbiBaTbCs KOMNEHCUPYIOLLME MePbl B COOTBETCTBUM
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¢ nyHkTom 10 HacTosLWwero AOKyMeHTa.

MpunoxeHue
k CocTtaBy

CocTaB u cogepxaHue Mmep nNo obecnevyeHno 6€30MNacHOCTU NepCcoHarnbHbIX AaHHbIX, HEOOXO0AUMbIX
Ansa obecneYyeHUs KaXxaoro U3 ypoBHemn 3aLULLEHHOCTU NepPCOHanbHbIX AaHHbIX

YcnoBsHoe CopaepxaHue mep no obecnedeHunto 6e3onacHoOCTH YPOBHM 3aLLMLLEHHOCTU
obo3HavyeHue n nepcoHanbHbIX AaHHbIX nepcoHanbHbIX AaHHbIX
HoMep Mepbl

4 3 2 1

|. NopeHTUdMKaLmMSA 1 ayTeHTUdUKaLmMa cyGbekToB gocTyna n 06bektoB goctyna (MAD)

NASD.1 NaeHTndpmkauma n ayteHTudmkaumsa nonb3osartenen, + + + +
ABnSALWMXCA paboTHMKaMu onepaTopa

NAD.2 WaeHTndmkauma n ayteHTudmkaumsa yecTpomucTs, B TOM Yncne + +
CTauUMOHapHbIX, MOBUIBHBIX U MOPTaTUBHBLIX

NA®.3 YnpaBneHve ngeHtudumkatopamm, B TOM YMCre Co3faHuve, + + + +
NPUCBOEHME, YHUYTOXEHNE NOEHTNNKATOPOB

NAD .4 YnpaBneHve cpeactBaMmm ayTeHTMdmKaumm, B TOM Yyucne + + + +
XpaHeHue, Bblgava, nHMUuanm3aums, 6rokmpoBaHue cpeacTs
ayTeHTUdUKaLum n NpuUHATME Mep B Criydae yTpaTbl n (1nm)
KOMMpoMeTaumn cpeacTs ayTeHTudmKaumm

NA®.5 3awmTa obpaTHON CBS3N Npy BBOAE ayTEHTUDUKALMOHHON + + + +
nHopMauum

NAD.6 NaeHTndpmkauma n ayteHTudmkaums nonb3oBaTtenen, He + + + +
ABNAOLWMXCA paboTHMKaMy onepaTtopa (BHELLUHNX
nonb3oBaTenen)

Il. YnpaBneHne goctynom cybbekToB Aoctyna k oobektam goctyna (YMA)

yra.A YnpaBneHue (3aBegeHue, akTuBauums, bnokuposaHve n + + + +
YHUYTOXEHNE) YYETHBIMM 3aNnCsIMK NONb30BaTENeit, B TOM
yuncre BHELLHMX Nonb3oBaTenemn

yrna.2 Peanu3sauus Heo6xoanMbIX METOOOB (AMCKPELMOHHbIN, + + + +
MaHOaTHbIW, PONEeBOW UMW MHON MeToA), TUMNOB (YTeHWe, 3anuchb,
BbINOSIHEHUE UM MHOW TWM) U NpaBui pasrpaHU4eHns goctyna

yna.3 YnpasneHue (punbTpaums, MapLipyTusauus, KOHTPOb + + + +
coeaVHEeHWI, OfHOHaNpaBneHHasi nepegaya u nHble cnocobbl
ynpaBneHust) MHOPMaLMOHHBIMY NOTOKaMU MEXAY
yCTPOWCTBaMu, CErMeHTaMn MHOPMaLIMOHHOW CUCTEMBI, a
Takke Mexay MHPOPMaLUOHHBIMU CUCTEMaMU

yna.4 PasgeneHne nonHomMouuni (pornen) nonb3oBartenen, + + + +
aAMUWHMCTPATOPOB 1 Nuu, obecnevnBaLLnX QYHKLMOHMPOBaHNE
WHOPMaLMOHHON CUCTEMBI

yna.5 HasHauyeHne MMHMManbLHO HEOOXOAMMBIX NPaB U NPUBUIIErMN + + + +
nonb3oBaTensm, agMUHMCTpaTopam u nuuam, obecnevymsaroLum
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YHKLMOHUPOBaHNE HOPMAaLIMOHHON CUCTEMBI

Yna.e

OrpaHunyeHre HeycrneLlHbIX NMOMbITOK BXOAA B UH(OPMAaLIMOHHYHO
cucTemy (JocTyna K MHGhOPMAaLMOHHOW cucTeme)

yna.7

MpenynpexaeHve nonb3oBaTens Npu ero Bxoae B
MHDOPMAaLMOHHYI0 CUCTEMY O TOM, YTO B MHGYOPMALMOHHOM
cucTeMe peanvaoBaHbl Mepbl Mo obecrneyeHmnto 6e30MacHOCTM
nepcoHarnbHbIX AaHHbIX, 1 0 HEOGXOAMMOCTH cobnoaeHUs
YCTaHOBIEHHbIX OrnepaTopoM npaeui 06paboTku NepcoHanbHbIX
OaHHbIX

yna.s

OnoselleHne nonb3oBaTtens nocne ycrnewHoro Bxoga B
NHOPMAaLMOHHYIO CUCTEMY O ero npeablayLieM BXoae B
NHOPMALMOHHYIO CUCTEMY

yna.o

OrpaHunyeHune Yncna napannenbHbIX CeaHcoB JoCcTyna Ans
KaXX4oW y4eTHOM 3anucu nonb3oBaTtens MHMOPMaLMOHHON
cucTeMBI

yrg.10

BnokupoBaHue ceaHca goctyna B MHPOPMALUNOHHYO CUCTEMY
nocne ycTaHOBIEHHOro BpemeHn 6e3aencTems (HeakKTUBHOCTK)
nonb3oBaTens unu no ero 3anpocy

yng.11

PaspelueHue (3anpeT) 4eWCTBMIN NONb30BaTENEN, pa3peLleHHbIX
00 ngeHtTudmkaumm n ayteHTudmkaumm

yrng.12

Moaoaepxka n coxpaHeHwe aTpnbyToB 6e3onacHOCTM (METOK
6e3onacHoCTH), CBA3AHHBLIX C MHOPMaLMen B npoLlecce ee
XpaHeHust n 06paboTkm

yrng.13

Peanusauus salmLeHHOro yaaneHHoro 4ocTyna cyobekToB
JocTyna Kk o6bekTaM 4oCcTyna Yyepes BHELUHWE
MHPOPMaLIMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yrg.14

PernameHTaumsi n KOHTPONb UCNONb30BaHNA B
MHOPMALMOHHON CUCTEME TEXHONOMMN GECI'IpOBO,D,HOFO poctyna

yrng.15

PernameHTaumsi n KOHTPONb UCNONb30BaHNA B
WH(OPMALMOHHON cucTeMe MOBUNBHBIX TEXHUYECKNX cpencte

yrg.16

YnpaBneHvne B3anMoaencTenem ¢ UHOpMaLMOHHbIMU
CUCTEMaMM CTOPOHHUX OpraHu3auuii (BHeLLHue
MHEOPMaLMOHHbIE CUCTEMDI)

yng.7

ObecneyeHune [OBEPEHHOMN 3arpy3ku cpeacts BblYMCANTENBHON
TEXHUKN

Ill. OrpaHnyeHune nporpammHow cpegbl (Or1C)

oncaA

YnpaBneHve 3anyckoM (06paLleHnsiMu) KOMMOHEHTOB
nporpaMmmHoro obecneveHusi, B TOM Ynicrne onpeaeneHne
3anyckaemMblX KOMMOHEHTOB, HAaCTPOIKa NapamMmeTpoB 3anycka
KOMTMOHEHTOB, KOHTPOJ1b 3@ 3anyCKOM KOMMOHEHTOB
nporpaMmmHoro obecneyeHusi

oric.2

YnpaBneHve yCTaHOBKOW (MHCTanmsiunen) KOMNOHEHTOB
nporpaMMHoro obecneveHusi, B TOM Y1crne onpegeneHue
KOMMOHEHTOB, MNoAnexalyux yCTaHoBKe, HacTpoiika napaMeTpoB
YCTaHOBKM KOMMOHEHTOB, KOHTPOSb 3a YCTaHOBKOW KOMMOHEHTOB
nporpaMMHoro obecneveHus

orc.3

YcTaHoBKa (MHCTannAuus) TonbKo paspeLleHHoro K
MCNONb30BaHMIO NPOrpPaMMHOro oGecneyeHus u (Mnu) ero
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KOMMNOHEHTOB

orc.4

YnpaBreHvue BpeMeHHbIMU charinamu, B TOM Yuchne 3anpeT,
paspeLlleHne, nepeHanpaBneHme 3annucu, yaaneHne BpeMeHHbIX
¢annos

IV. 3awmTa MalLnHHBIX HOCUTENEN NepcoHanbHbIX AaHHbIX (3H)

3HN.1

Y4yeT MalMHHbBIX HOCUTENEN NepcoHarbHbIX AaHHbIX

3HN.2

YnpaBneHne JOCTYNOM K MalUMHHBIM HOCUTENSIM NePCOHarbHbIX
OaHHbIX

3HN.3

KoHTponb nepemeLLeHnst MalMHHBIX HOCUTENEN NePCOHanbHbIX
[AaHHbIX 3a Npeaernbl KOHTPONMPYEMOW 30HbI

3HN.4

VcknoyeHne BO3MOXHOCTH HeCaHKLMOHNPOBAHHOIO
O3HaKOMJITeHNA C coaepxaHmem nepcoHalbHbIX OaHHbIX,
XpaHALWKNXCcAa Ha MalNUHHbIX HOCUTENAX, N (I/IJ'IVI) ncnonb3oBaHnA
Hocutenemn nepcoHanbHbIX AaHHbIX B UHbIX VIHq)OpMaLLVIOHHbIX
cucrtemax

3HN.5

KoHTponb ncnonb3oBaHus MHTEpdENCoB BBoAa (BbIBOAA)
NHMOPMaLMM Ha MaLLWHHBIE HOCUTENW NePCOHAanbHbIX AAHHbIX

3HWN.6

KoHTponb BBOAA (BbIBOAA) MHPOPMALIMM HA MALUMHHbIE
HOCUTENW NepcoHarbHbIX AaHHbIX

3HN.7

KoHTponb NoaKnioYeHns MallMHHBIX HOCUTENEeN NepcoHanbHbIX
OaHHbIX

3HN.8

YHUUTOXEHWNE (CTUPaHUE) unn o6e3nmunmBaHne nepcoHanbHbIX
[JaHHbIX Ha MaLUMHHBIX HOCUTENSIX NpU UX nepeaade Mexay
nonb3oBaTensiMK1, B CTOPOHHME OpraH1M3auun Ans peMoHTa Unm
YyTUNU3auun, a Takke KOHTPOSb YHUUTOXEHUS (CTMPaHUS) UK
obe3nnymBaHns

V. Peructpaums cobbitumn 6esonacHocTn (PCB)

PCB.1

OnpegeneHune cobblTuin 6Ge3onacHoCTM, noanexawmx
perucTpauun, u CPOKOB UX XpaHeHus

PCB.2

OnpepaeneHne coctaBa 1 cogepxaHus MHpopmauumn o cobbITUSX
6e3onacHOCTU, noanexawmnx pernctpaunum

PCB.3

C6op, 3an1chb 1 XpaHeHue HopMaLmmn 0 CoBbITUAX
6e30MnacHOCTU B TeYeHNe YCTaHOBIEHHOMO BPEMEHWN XpaHeHUs

PCB.4

PearnpoBaHve Ha cbon npu permctpauum cobbiTuii
6e30nacHOCTM, B TOM YMCrie annapaTtHbie 1 NporpaMMHble
owmnbkn, cbon B MexaHuamax cbopa nHdopmaumm n JOCTMKEHNEe
npegena unv nepenonHeHns obbema (EMKOCTW) NaMATH

PCB.5

MOHUTOPUHT (NMPOCMOTP, aHanu3) pesynbLTaTtoB perucrpauum
cobbITUIN Ge30MacHOCTU U pearnpoBaHne Ha HUX

PCBE.6

leHepUpoBaHME BPEMEHHbBIX METOK U (M) CUHXPOHMU3aLUS
CUCTEMHOrO BPEMeHM B MHGYOPMALMOHHON cucTeMe

PCB.7

3awuTa nHpopmaLmm o cobbiTnsix 6e3onacHoOCTu

VI. AHTUBMpYCcHas 3awuta (AB3)
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AB3.1

Peanusauus aHTUBMPYCHON 3aLymTbl

AB3.2

O6HoBneHNe 6a3bl AaHHbIX MPU3HAKOB BPeAOHOCHbIX
KOMMbIOTEPHBIX MPOrpaMm (BUPYCoB)

VII. O6HapyxeHne BTOopXeHUin (COB)

COB.1

OGHapy>xeHe BTOPXXeHUI

COB.2

O6HoBneHne 6a3bl peLaroLmx npasun

VIIl. KoHTponb (aHanus) 3awuiweHHOCTM NepcoHarnbHbIX AaHHbIX (AH3)

AH3.1

BblsiBneHve, aHanus yassMmMocTen MHOPMaLNOHHOW CUCTEMBI U
onepaTMBHOE YCTpaHEHWEe BHOBb BbISIBIIEHHbIX YSI3BUMOCTEN

AH3.2

KoHTposb ycTaHOBKM 0GHOBNEHUI NporpaMMHOro obecreyeHus,
BKMovas o6HOBMNEeHMe NporpamMmMHoOro obecneyeHs cpeacTs
3aWuThl MHpopMaLmm

AH3.3

KoHTponb paGoTocnocoGHOCTH, MapaMeTpoB HACTPOWKM U
NpPaBUIIbHOCTU (PYHKLIMOHMPOBAHKSA NPOrpamMMHOro oGecneyeHus
¥ CcpeacTB 3aluThl MHGOpMaLK

AH3.4

KoHTponb cocTaBa TEXHUYECKUX CPEACTB, NPOrpaMMHOro
obecneveHuns n CpeacTB 3alumTbl MHpopmaLmm

AH3.5

KoHTponb npaBun reHepaummn 1 CMeHbl Mapornen nonb3oBartenen,
3aBefeHus 1 yaaneHus y4eTHbIX 3anuncei nonb3oBartenen,
peanusauun NnpaBun pasrpaHnyYeHns 4OocTyna, MoTHOMOYMN
nonb3oBaTenen B UHpOpMaLUNOHHOM cucteme

. ObecneyeHune LenoCcTHOCTM UHOPMALIMOHHON CUCTEMbI N MepPCOoHanbHbIX AaHHbIX (OLLIT)

oun.1

KOHTpOnb LenocTHOCTM NpOorpamMmMHOro oGecneyeHns, BKoYas
nporpaMmMHoe obecrneyeHve CPeaCcTB 3allnTbl MHGOopMaLum

+

oun.2

KOHTpOnb LienocTHOCTM NepcoHanbHbIX AaHHbIX, COAEPXKaLLNXCS
B 6a3ax AaHHbIX MHPOPMALIMOHHONW CUCTEMBI

oun.3

O6ecneyeHne BO3MOXHOCTM BOCCTAHOBMNEHNSI MPOrPaMMHOIO
obecneyeHuns, BKMNoYas nporpammHoe obecneyeHne cpeacTs
3aWmTbl MHpopmauun, Npy BO3HUKHOBEHUUN HELUTaTHbIX
cutyaummn

oun.4

OGHapy>xeHne 1 pearmpoBaHue Ha NocTynseHne B
NMHMOPMALMOHHYO CUCTEMY He3anpallnBaeMblX ANTEKTPOHHBLIX
coobLeHnn (Nnncem, JOKYMEHTOB) M UHOW MHpopMaLuun, He
OTHOCALLMXCS K (PYHKLMOHMPOBAHWNIO MHPOPMALIMOHHON CUCTEMBI
(3awwuTta ot cnama)

oun.s

KoHTponb coaepaHus MHdopmaumm, nepegaBaemMon n3
NHMOPMAaLMOHHON CUCTEMBI (KOHTEWHEPHBIVA, OCHOBaHHbIW Ha
cBovicTBax obbekTa 4OCTyna, U (MNK) KOHTEHTHbBIA, OCHOBAHHbIN
Ha noucke 3anpeLyeHHON K nepegaye MHopmaumm ¢
MCNonb30BaHNEM CUTHaTYpP, MacOK U UHbIX METOA0B), U
UCKNIOYEeHNe HenpaBoOMepHON nNepeaayn nHdopmaumm n3
WHOPMALMOHHOWN CUCTEMBI

oun.e

OrpaHuyeHue npas nonb3oBaTeneii No BBogy MHdopMaLum B
MHCOPMAaLIMOHHYIO cUCTeMyY

oun.7

KOHTpOrnb TOYHOCTH, NOMHOTbI U NPaBUMNBHOCTY AaHHbIX,
BBOAUMbIX B UH(POPMALIMOHHYIO CUCTEMY
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oun.s

KoHTpornb owmnboyHbIX AeNCTBUIA NONb3oBaTenen no BBogy u
(nnn) nepegade nepcoHarnbHbIX AaHHbIX U NpeaynpexaeHne
nonb3oBaTenen 06 oWNBOYHbLIX AENCTBUSIX

X. ObecneyveHne JOCTYNHOCTU NepcoHanbHbIX AaHHbix (OOT)

oAaTA

Vcnonb3oBaHue 0TKa30yCTONYMBLIX TEXHUYECKUX CPEACTB

OofT.2

Pe3sepBurpoBaHmne TEXHUYECKIUX CPEACTB, NPOrpamMMHOro
obecneyeHusi, kaHanoB nepenayn MHGoOPMaLUmM, CpeacTs
obecneyeHnst PyHKLMOHMPOBAHNSA MHOPMALMOHHOM CUCTEMBI

oAT.3

KoHTponb 0e30TkasHoro (byHKLI,VIOHMpOBaHVIF! TEXHNYECKNX
CpeAacrTs, 06Hapy>KeHV|e M Nokannsauna oTKka3oB
beHKLI,VIOHMpOBaHVIﬂ, NpUHATNE MepP NO BOCCTAHOBNEHUIO
OTKa3aBLUMX CcpencTB N UX TeCtupoBaHune

oaT.4

MNepunogunyeckoe pesepBHOE KONMPOBaHME NEPCOHANbHbIX
AaHHbIX Ha pe3epBHble MalUNHHblIE HOCUTESTN NEePCOHalrbHbIX
AaHHbIX

OAOT.5

ObGecneveHne BO3MOXHOCTM BOCCTAHOBIEHMS nepcoHanbHbIX
OaHHbIX C pe3epBHbIX MaLUMHHBLIX HOCUTENEN NEPCOHarnbHbIX
AaHHbIX (pe3epBHle KOI'IVIVI) B Teé4eHne yCtaHOBJIEHHOIro
BpeMeHHOro nHtepBsana

XI. 3awmTa cpeabl BupTyanusauum (3CB)

3CB.1

WaeHTndmrkauma n ayteHTudmrkauma cybbekToB goctyna un
06bEKTOB AOCTYNa B BUPTYyaribHOW UHGPACTPYKType, B TOM
yucne agMMHUCTPATOPOB yNpaBeHNs CPeAacTBaMm
BMpTyanu3auum

3CB.2

YnpaBneHue AOCTyNoM cyGbeKToB A0CTyNa K 06bekTaM AocTyna
B BUPTYasbHON MHGPACTPYKType, B TOM YuCre BHYTPU
BUPTYasbHbIX MaLUWH

3CB.3

Pernctpaums cobbiTit Ge3onacHoOCTU B BUPTYarnbHO
UHPaCTpyKType

3CB.4

YnpaBneHve (unbTpaums, MapLIpyTM3aums, KOHTPOIb
coefVHeHus, ogHoHanpaeneHHas nepegaya) NoTokamm
MHDOPMaLMN MeXOy KOMMOHEHTaMU BUPTyarbHOM

MHDPACTPYKTYPLI, @ TakKe No NepumMeTpy BUPTYarbHOM

MHDPACTPYKTYpbI

3CB.5

[oBepeHHas 3arpy3ka cepBepoB BUPTyanu3auuu, BUpTyarnsHON
MalUVHbI (KOHTeHepa), CepBEPOB yrpaBrneHus BUpTyanusawumen

3CB.6

YnpaBneHve nepemelleHneM BUpTyarbHbIX MaLUvH
(koHTeHepOoB) U 06pabaTbiBaEMbIX HA HUX AaHHbLIX

3CB.7

KOHTpOrnb LenoCcTHOCTU BUPTYanbHOW MHAPACTPYKTYphI U ee
KOHGUrypaumm

3CB.8

PesepBHoe konupoBaHue AaHHbIX, pe3epBMpoOBaHMe
TEXHUYECKNX CPEACTB, NPOrpamMmMHOro obecneyeHus
BUPTYyarnbHOW MHAPACTPYKTYpPbl, @ TakKe KaHarnoB CBS3W BHYTPY
BUPTYarnbHOM UHPaCTPYKTYpbI

3CB.9

Peanusauus v ynpasneHne aHTMBUMPYCHOW 3aLLMTON B
BUPTYanbHON UHAPACTPYKType

3CB.10

Pa3bueHune BUPTYyasibHOM MH(PACTPYKTYPbl HA CErMEHTbI
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(cermeHTMpOBaHUe BUPTYyanbHON MHAPAaCTPYKTYpbl) ANd
06paboTkM NepcoHanbHbIX AaHHbIX OTAEMbHBLIM Nofb3oBaTenem
n (Mnn) rpynnon nonb3oBaTtenen

XIl. 3awuTta TexHnyeckunx cpeacts (3TC)

3TC.1

3awuTta nHdopmaLun, obpabaTbiBaeMon TEXHUHECKUMM
cpeacTBamu, OT ee YTeYKU Mo TEXHUYECKUM KaHanam

3TC.2

OpraHu3aums KOHTPONMPYEeMOW 30HbI, B NpeAenax KoTopown
MOCTOSIHHO pa3MeLLalTCs CTauMoHapHbIe TEXHUYECKue
cpepacTea, obpabaTbiBatoLme MHPOPMaLUnio, N CpeacTsa 3aLmnTbl
nHpopmMaLmu, a Takke cpeacTsa obecneyeHmst
YHKLMOHNPOBaHNS

3TC.3

KoHTponb 1 ynpaeneHve hr3nyeckim AOCTYMOM K TEXHUYECKUM
cpefcTeBam, cpecTBam 3almTbl MHOpMaummn, cpeacTsam
obecneveHns pyHKUMOHMPOBAHUS, a Takke B NOMELLEHNS 1
COOpPYXXEHWs, B KOTOPbIX OHW YCTaHOBMEHbI, UCKITIOYatoLwmne
HeCaHKLMOHNPOBaHHbIN U3nM4eckunii 4OCTYN K cpeacTsam
06paboTkn MHdopmMauuK, cpeacTBaM 3aLnTbl MHOPMaLun 1
cpeacTteam obecneveHns PyHKLUMOHMPOBaHNSA MHDOPMALMOHHOMN
CUCTEMbI, B MOMELLEHNS 1 COOPY>KEHWS!, B KOTOPbIX OHM
yCTaHOBIEHbI

3TC.4

Pa3sMelLieHre yCTpOICTB BbiBoAa (0TOGpakeHUs) HbopmaLmu,
UCKNioYatoLlee ee HeCaHKLMOHMPOBaHHbIN NPOCMOTP

3TC.5

3awmTa OT BHELHMX BO3OENCTBMI (BO3OENCTBMIN OKPYXKatoLwen
cpefbl, HeCTabUNbLHOCTN ANEKTPOCHABXeHS,
KOHAMLUMOHMPOBAHWS U MHbIX BHELLHWX (haKTopoB)

XII. 3awwmta nHOpMaLMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBA3MN U Nep

efavyn JaHHbIX

(31C)

31C.1

PaspgeneHue B nHopmaUmMoHHOW cucteme yHKUMI No
yrnpaBneHuio (aaMVHUCTPUPOBAHNIO) MHEPOPMALIMOHHOW
CMCTEMOM, yNpaBreHuio (aaMVHNCTPUPOBAHUIO) CUCTEMOW
3aLWMThI NepCoHarnbHbIX AaHHbIX, PyHKUMIA No obpaboTke
nepcoHanbHbIX AaHHbLIX U UHBIX PYHKLMIN MHAOPMALMOHHOWN
cucTemsl

31C.2

MpenoTBpaLleHne 3agepXKkn UnNu NpepbiBaHNS BbINONTHEHNS
npoueccoB C BbICOKMM NPUOPUTETOM CO CTOPOHbLI NpoLieccoB C
HU3KUM NPUOPUTETOM

31C.3

ObGecneyeHune 3alnUTbl NepCoHanbHbIX AaHHbLIX OT PacKPbITUS,
Moaudmkaumn 1 HaBa3biBaHWA (BBOAA NOXHOW MHpopMauun)
npu ee nepegade (NOAroTOBKE K NepeaaYe) no KaHanam cesA3u,
VUMEILLMM BbIXOZ 32 Npeaerbl KOHTPONUPYEMOW 30HbI, B TOM
yucrne 6ecnpoBoAHLIM KaHanam CBsA3u

31C.4

ObecneyeHrie 4OBEPEHHbIX KaHana, mapLupyTa Mexay
agMWHUCTPATOPOM, Mofb3oBaTeNeM 1 CpeacTBaMm 3aLmnTbl
nHdopmMaumm (hyHkumsmmu 6esonacHOCTU CpeacTB 3anThbI
nHopmaumm)

31C.5

3anpeT HecaHKUMOHNPOBAHHOW yaaneHHON akTuBaLumm
BMaeokamep, MUKPOOHOB U UHbIX NepndepuinHbIX YCTPOUCTB,
KOTOpblE MOTyT aKTMBMPOBATLCS YAalNeHHO, U OMOBELLEHME
nonb3oBaTenen 06 akTMBauMmn TakMx YCTPOWCTB

31C.6

Mepenayva v KOHTPONb LLENOCTHOCTU anVI6yTOB ©Ge3onacHocTu
(MeTOK 6630I'IaCHOCTVI), CBA3aHHbIX C NepCoHalnbHbIMW OAaHHbIMU,
npu obMeHe UMK C MHbIMK MHOPMaLMOHHBIMU CUCTEMaMM
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3nC.7

KOHTpOrnb CaHKLMOHMPOBAHHOIO U UCKINIOYEHNE
HeCaHKLUVOHMPOBAHHOIO MCNONb30BaHUS TEXHOMOMMIA
MOBUNBHOrO KoAa, B TOM YMCne perncrpauus cobbiTui,
CBSI3aHHbIX C UCMONb30BaHNEM TEXHOMNOMMIM MOBMMNBLHOroO Koada, Ux
aHanu3 1 pearmpoBaHne Ha HapyLUEHUs], CBA3aHHbIE C
NCMonb30BaHUEM TEXHOMOMIN MOOUIBHOIO Koaa

31C.8

KOHTPOmb CaHKLMOHMPOBAHHOIO U UCKIOYEHNE
HeCaHKLMOHNPOBAHHOIO UCMOMb30BaHNS TEXHOMOMMIA Nepegayn
peyn, B TOM YMCne pernctpaums cobbiTui, CBA3AHHbIX C
MCMoMb30BaHNEM TEXHOMNOMUI Nepeaayn peymn, Ux aHanms un
pearmpoBaHne Ha HapyLUEHWs, CBA3aHHbIE C NCNOMb30BaHNEM
TEXHOMOrnM nepegadn peyn

31C.9

KOHTpOnb CaHKLMOHMPOBaAHHON U UCKINIOYEHNEe
HecaHKLMOHNPOBaHHOW nepejayn BUAeOMHMOPMaLum, B TOM
yncne pernctpauusi cobblTUiA, CBA3aHHBIX C Nepeaaden
BMAEOMHOpMaLMn, X aHanu3 u pearMpoBaHne Ha HapyLLEeHUS,
CBS3aHHbIE C nepeaaden BugeonHdopmauum

31C.10

MoaTBepXaeHe NPOUCXOXOEHNS UCTOYHMKA MHdopMaLmK,
nony4yaemMon B NpoLiecce onpeaeneHns ceTesblX agpecos Mo
ceTeBbIM UMeHaM UK ornpeneneHnst CETEBLIX MMEH MO CeTEBbIM
agpecam

31C.11

ObecneyveHne NOANMMHHOCTM CETEBBLIX COEAUHEHUN (CeaHCcoB
B3aVMOLAENCTBUSI), B TOM YMChe ANS 3alnTbl OT NOAMEHbI
CeTeBbIX YCTPOWCTB U CEPBUNCOB

3nC.12

WckntoveHne BO3MOXHOCTM OTpULI@HKS Nonb3oBaTternem dakra
OTNPAaBKNU NEPCOHanbHbIX AaHHbIX APYrOMY NONb30BaTemNto

31C.13

VckniodeHne BO3MOXHOCTHU OoTpunuaHuA nonb3oBaTteniemMm (baKTa
nony4vyeHna nepcoHasbHbIX AaHHbIX OT APYroro nojib3oBartend

31C.14

VMcnonb3oBaHue yCTpOVICTB TepMUHanbHOro Aoctyna angd
06p860TKVI nepcoHanbHbIX OaHHbIX

31C.15

3almTa apxmBHbIX haiinos, NapaMeTpPoB HAaCTPOWMKY CPeacTB
3aLWMTbl MHCOPMALMM U NPOrPaMMHOIo obecneyeHmns U UHbIX
JaHHbIX, He NoAnexallmx M3MeHeHuo B npouecce 06paboTku
NepPCOHarnbHbIX AaHHbIX

31C.16

BbisiBneHue, aHanus 1 6rokupoBaHne B MHOOPMaLMOHHOM
cUCTEME CKpbITbIX KaHaNoB nepeaayn nHgopmMaumm B o6xoq
peanusoBaHHbIX Mep U BHYTPY paspeLLeHHbIX CEeTeBbIX
NPOTOKOJIOB

3NC.17

Pa3bueHune MHHOpMaLMOHHON CUCTEMbI HA CErMEHTbI
(cermeHTMpoBaHne MHOPMALIMOHHOM CUCTEMbI) U 0becneyeHne
3aLUTbI NTEPUMETPOB CEMMEHTOB MHPOPMALIMOHHOM CUCTEMBI

31C.18

ObecneyeHue 3arpy3ku n ucnosiHeHna nporpamMmmMmHoro
obecnevyeHns ¢ MalMHHbIX HOCUTENEN nepcoHanbHbIX AAaHHbIX,
OOCTYNHbIX TOJIbKO ANA YTEeHUA, U KOHTPOJb LIEJTOCTHOCTU
AaHHOro nporpaMmmMmHoro obecneyeHunst

31C.19

M3onsumus npoLeccoB (BbINOMHEHWE NPOrpaMM) B BblOENeHHO
obnacTtu namaTtu

31C.20

3awmTa 6ecnpoBoaHbIX COEANHEHWIA, MPUMEHSIEMbIX B
WH(OPMALMOHHON cucTeme

XIV. BbisiBrneHve MHUMAEHTOB 1 pearpoBaHue Ha Hux (UHLL)
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MHLL.1 OnpegeneHune nuu, OTBETCTBEHHbIX 3a BbISIBNIEHWNE UHLMAEHTOB + +
W pearmpoBaHmne Ha HUX

MHLU.2 OGHapyxeHune, naeHTUdMKaLuus n pernctTpaumsa MHUUAEHTOB + +

MHLU.3 CBoeBpeMEHHOe MHPOPMMPOBaAHUE NNLL, OTBETCTBEHHbIX 3a + +
BbISIBNIEHWE MHLUMAEHTOB U pearMpoBaHue Ha HuX, O
BO3HMKHOBEHWM MHLUUAEHTOB B MHAOPMAaLMOHHON crcteme
nonb3oBaTensMu 1 agMUHUCTPaTOpamMu

MHLU.4 AHanua3 NHUNOEHTOB, B TOM YnChe onpeaeneHne NCTOYHUKOB U + +
NPUYMH BO3HUKHOBEHUSA MHUMAEHTOB, a TakKe OLeHKa MX
nocneacTeumn
MHLU.5 MpuHATME Mep NO yCTpaHEHMIO NOCNEACTBUIA UHUNOEHTOB + +
MHL.6 [MnaHnpoBaHWe 1 NPUHATNE MepP NO NpeOoTBPaLLEHMIO + +

NOBTOPHOIo BO3HMKHOBEHUA NHLUMNOEHTOB

XV. YnpaeneHnue KoHurypauuen HHOPMaLMOHHON CUCTEMBI U CUCTEMbI 3aLLUTbl MEPCOHANbHBLIX AaHHbIX
(YKD)

YK®.1 Onpepenexue nuu, KOTOPbIM paspeLleHbl 4eNCTBUS MO + + +
BHECEHMIO U3MEHEHWIN B KOHpUrypaLumuio MHHopMaLMoHHON
CUCTEMbI Y CUCTEMbI 3aLLUTbI NEPCOHanbHbIX AaHHbIX

YK®.2 YnpaBneHne nsmMeHeHnsiMm KoHUrypaumm nHGMOpMaLnoHHON + + +
CUCTEMbI M CUCTEMbI 3aLLUTbI NEPCOHaNbHbIX AaHHbLIX

YK®.3 AHanus noTeHumanbHOro BO3AeNCTBUS NNaHnpyembix + + +
N3MEHEeHU B KOHUIypaumm NHOPMaLMOHHOW CUCTEMbBI U
CMCTEMbI 3aLUWTbI NEPCOHAarbHbIX AaHHbLIX Ha obecneyeHne
3aLWMThI NePCOHAanbHbIX AaHHbIX U COrflacoBaHNE U3MEHEHUI B
KOHdUrypaumm nHpopMaLMOHHON CUCTEMBI C AOMMKHOCTHBIM
nvuom (paboTHMKOM), OTBETCTBEHHbLIM 3a obecneveHve
6e30MacHOCTM NepcoHasbHbIX AaHHbIX

YK®.4 [okymeHTUpoBaHne MHdopMaLnm (gaHHbIX) 06 N3MEHEHMSAX B + + +
KOHdUrypaumm nHpopMaLMOHHON CUCTEMBI U CUCTEMBI 3aLLUThI
nepcoHanbHbIX AaHHbIX

"+" - Mepa no obecneyeHmnio 6e30MacHOCTV NepcoHarbHbIX AaHHbIX BKMoYeHa B 6a30Bbli HaGop Mep
[N COOTBETCTBYIOLLENO YPOBHS 3aLUMULLEHHOCTU NePCOHarnbHbIX AaHHbIX.

Mepbl no obecnevyeHnto Ge30MaCHOCTU MEPCOHAamNbHbIX OAHHbIX, He O0O03HayeHHble 3HakoM "+,
NpUMeHSITCA Npy aganTauum 6a3oBoro Habopa Mep 1 YTOYHEHUW aganTupoBaHHoro 6azoBoro Habopa mep,
a Takke npu paspaboTke KOMNEHCUPYIOLLKMX Mep Nno obecneveHnto 6e30nacHOCTN NEPCOHANbHbIX AaHHbIX.



