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OEOEPAIIbHAA CITYXBA MO TEXHUYECKOMY U SQKCMOPTHOMY KOHTPOIJIIO
NMPUKA3
ot 11 ¢heBpans 2013 ropa N 17
06 ytBepxxaeHun TpeboBaHui o 3awmTe nHhopmaLlmm, He COCTaBNSAOLWEN rOCyJapCTBEHHYO

TalHy, cogepKalwenca B rocyaapCcTBeHHbIX UHOPMALMOHHbLIX CUCTEMAX
(c nasmeHeHumamn Ha 28 asrycta 2024 ropa)

[OKyMEHT C NU3MEHEHWAAMU, BHECEHHBIMM:

npukazom ®CTIK Poccum ot 15 depansa 2017 roga N 27 (OdwuumanbHbii MHTEpPHET-NopTan
npaBoBOW MHopMaLum www.pravo.gov.ru, 15.03.2017, N 0001201703150010);

npukazoM ®CTIK Poccum ot 28 masa 2019 roga N 106 (OdpmumanbHbii HTEPHET-NOPTAN NpaBoOBOW
nHdpopmaumm www.pravo.gov.ru, 16.09.2019, N 0001201909160007) (o nopsigke BCTYMIEHUS B CUMY CM.
nyHKT 2 npukaza ®CTIK Poccum ot 28 mas 2019 roga N 106) (C M3MEHEHUAMN, BHECEHHLIMU NPUKA30M
®CT3K Poccum ot 27 anpensa 2020 roga N 61);

npukazom PCTIK Poccum ot 28 asrycta 2024 roga N 159 (OdwuumanbHbIn MHTEpPHET-NopTan
npaBoBOW MHOpMaLun www.pravo.gov.ru, 25.10.2024, Ne 00012024 10250022).

B cootBeTcTBUM C YacTbio 5 cTaTtbk 16 PepepanbHoro 3akoHa ot 27 mnonsa 2006 roga N 149-03 "O6
nHdopmaumm, MHPOPMALIMOHHBIX TEXHOMOMMAX M 0 3awmTte uHdopmaumn" (CobpaHne 3akoHogaTenbCcTBa
Poccunckon ®egepaunn, 2006, N 31, c1.3448; 2010, N 31, c1.4196; 2011, N 15, c1.2038; N 30, cT1.4600;
2012, N 31, c1.4328) n MNMonoxeHnem o PefepanbHOi cryx6e nNo TEXHNYECKOMY U 3KCMOPTHOMY KOHTPOSIIO,
yTBEpPXAEHHbIM Yka3om lMpeangeHTta Poccuickon ®eaepaunm ot 16 aBrycta 2004 roga N 1085 (CobpaHue
3akoHogartenbctBa Poccuiickon depepaunn, 2004, N 34, c1.3541; 2006, N 49, c1.5192; 2008, N 43,
cT.4921; N 47, c1.5431; 2012, N 7, c1.818),

npuKasbiBato:
1. YTtBepauTb npunaraemble TpeboBaHus o0 3awmTe UWHMOPMaUUW, He COCTaBMsoLLEN
rocygapCTBEHHYIO TanHy, CoaepKallencs B rocygapCcTBEHHbIX MH(POPMaLMOHHbBIX CUCTEMAX.

2. YCcTaHOBWUTb, YTO YyKasaHHble B MyHKTe 1 HacTosiwero npukasza TpeboBaHMs NPUMEHSOTCS Ans
3aLUMTbI MHPOPMaLUK B roCy4apCTBEHHbIX MHPOPMAaLMOHHBIX cucteMax ¢ 1 ceHTsiopsa 2013 roga.

LupekTop

PepepanbHoi cnyxbbl No
TEXHUYECKOMY 1
3KCMOPTHOMY KOHTPOJSIHO
B.CenuH

3apeructpmpoBaHo

B MyHUCTEpCTBE HOCTULMUK
Poccunckon degepaunn

31 mast 2013 roaa,
pernctpaumoHHbin N 28608

Tpeb6oBaHusa o 3awmTe NMHhopMaLum, He COCTABNAKLIEN FOCYAAaPCTBEHHYO TallHy, coaepKallenca
B rocyaapCTBeHHbIX I/IHdI)OpMaLWIOHHbIX cucrtemax
(c nsmeHeHuamu Ha 28 aBrycta 2024 roga)

. O6LwmMe nonoxeHus
1. Hactosawmwme TpeboBaHus paspaboTaHbl B cOOTBETCTBMM C deaepanbHbIM 3aKOHOM OT 27 uiongd
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2006 roga N 149-903 "O6 wuHdbopmaumm, MHPOPMALMOHHBLIX TEXHOMOrMsX M o 3awute uHdopmaummn'"
(CobpaHnwne 3akoHogaTenbcTBa Poccuickon ®epepauymm, 2006, N 31, c1.3448; 2010, N 31, ¢1.4196; 2011, N
15, ¢1.2038; N 30, cT1.4600; 2012, N 31, c1.4328), a Takke C Yy4eTOM HaUMOHAlbHbIX CTaHAApPTOB
Poccuiickon ®epepauumn B obnactm 3awuTbl MHOpMauun n B 06ractv co3gaHus aBTOMaTU3MpOBaHHbIX
CcuUCTeM (Oanee - HauWoOHarsbHble CTaHA4APThI).

2. B pokymeHTe ycTaHaBnuBawTca TpeboBaHuMs K obecneveHuto 3awmTbl  MHGOPMaLMu
OrpaHMYEeHHOro A0CTyna, He CoAaepXallen CBedeHWs, COCTaBnslolMe rocyaapCTBEHHY0 TanHy (ganee -
nHpopmaums), OT YTEYKM MO TEXHUYECKMM KaHanam, HeCaHKUMOHMPOBAHHOIO AOCTyna, crneumnanbHbIX
BO3OEWCTBUIN Ha Takylo MHMOpMaUMIo (HOcUTenu MHdopMauun) B uensax ee obblBaHUA, YHUYTOXEHUS,
nckaxeHunst nn 6NokMpoBaHuA JocTtyna K Hen (ganee - 3awmta nHdopmaumm) npu obpaboTke ykaszaHHOWM
nHdopMaLMKn B rocyAapCTBEHHbIX MHPOPMAaLMOHHBLIX CUCTEMAX.

B nokymeHTe He paccmaTpuBatoTcs TpeGoBaHUsA O 3aluTe MHOPMaLUK, CBA3aHHbIE C NMPUMEHEHNEM
Kpuntorpadnyecknx MeTOAOB 3aliMTbl MHGOPMaUUM M LWKdpPoBanbHbIX (KpUNTorpaduyeckux) cpeacts
3aLWnTbl MHbopMaLMW.

3. Hactoswme TpebGoBaHusa sBnsoTca obsasatenbHbiMM  npu  obpaboTke uHoOpMauum B
rocygapCTBEHHbIX MHAOPMAaLMOHHBLIX CUCTEMaX, (PYHKUMOHMPYOWMX Ha Tepputopun Poccuickon
depepaumn, a Takke B MyHUUMNANbHbIX WMH(OPMALMOHHBIX CUCTEMAX, €CMNW WMHOE He YCTaHOBMEHO
3akoHogaTtenbcTBoM Poccunckon ®egepaumm 0 MECTHOM CamMoyrnpaBneHun.

HacTtosawue TpeboBaHuA He pacnpoCTpaHSATCA Ha rocyaapCTBEHHble MHOPMALMOHHbIE CUCTEMbI
ApmuHucTtpauum lNpesngeHta Poccuiickon ®enepaunn, CoseTta besonacHoctu Poccuickon depepauuu,
depepanbHoro  Cobpanusa Poccuiickon  ®epepauun, [paButenbctBa Poccuiickon  degepaumm,
KoHctuTtyumoHHoro Cypaa Poccuiickon ®epgepauun, BepxosHoro Cyaa Poccuiickon ®depepaumm v
depnepanbHom cnyxbbl 6e3onacHocTn Poccuiickon ®enepauun.

(AB3ay B pemakumu, BBegeHHon B gericteue ¢ 26 mapta 2017 roga npukaszom ®CTIK Poccun ot 15
despans 2017 roga N 27. - CM. npeabiayLuyto pefakuuio)

4. Hactoswme TpeboBaHua npegHa3HayeHbl Ans obnagatenen MHQOpMauuW, 3aka3yuKoB,
3aKNIOYMBLLUNX FOCYAAPCTBEHHBIN KOHTPAKT Ha co3faHwe rocyapCTBEHHOW WHMOPMAaLMOHHOW CUCTEMBI
(banee - 3aka3uynkM) U oNepaTopoB rocyaapCTBEHHbIX MHADOPMALMOHHBIX CUCTEM (fanee - onepaTopsl).

Jlnuo, obpabatbiBalowee UWHGOPMaALMIO, SABMSIOLWYCSA rOCygapCTBEHHbIM  MHAOPMALMOHHBIM
pecypcoMm, no nopyyeHuto obnagatensa wuHgopmaumm (3akasyuka) wunu  onepatopa u - (Mnu)
NpefoCTaBnAoLEE UM BbIYMCIIMTESNBHBIE pecypChbl (MOLLHOCTU) Anst 06paboTkmn MHpopMauum Ha OCHOBaHUK
3aKMYEHHOrO [J0OroBopa (Janee - yYMNoNHOMOYEHHOe nuuo), obecneuvmBaeT 3awmTty WHgopmauun B
COOTBETCTBMM C 3akoHogaTenbcTBOM Poccuiickorn ®Pegepaumm 006 uHGopMaumu, WMHAOPMALNOHHBLIX
TEXHOMOrMAX M O 3awute uHpopmauun. B poroBope pomkHa ObiTb npegycMoTpeHa 0653aHHOCTb
YMONMHOMOYEHHOrO  Nnunua obecneuvBaTtb  3awWwuUTy  UHGOPMaUMK, SABMAIOWENCA  rOCy4apCTBEHHbLIM
NMH(OPMALIMOHHBIM PECYPCOM, B COOTBETCTBMM C HACTOALWMMU TpeboBaHUAMMN.

5. MNpn obpaboTke B rocyfapCTBEHHOW WMHGOPMALMOHHOW CUCTEME MHGOPMaLUKN, COAEpXKaLlen
nepcoHanbHble [aHHble, HacTosilme TpeboBaHWs MPUMEHSOTCA Hapsigy C TpeboBaHusiMM K 3awute
NMepCcoHarnbHbIX AaHHbIX NpPU uX 00paboTke B WMHMOPMALMOHHBbIX CUCTEMAX MNEepPCOHANbHbIX AaHHbIX,
YTBEPXAEHHbIX NocTaHoBNeHnem lMpasutensctea Poccuiickon ®egepaumm ot 1 Hos6pa 2012 roga N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuickon ®enepauun, 2012, N 45, c1.6257).

6. Mo peweHuto obnagatens MHdopMaLuu (3akas3ymka) Mnu onepartopa HacTosiwme TpeboBaHus
MOTYT MPUMEHSITLCS ANst 3alWMTbl MHOPMAaLMK, CoaepXKallencs B HerocyaapCTBEHHbIX MHOPMALMOHHBIX
cucTemax.

7. 3awmTa nHdbopmMaumm, cogepallenca B rocynapcTBeHHOM MHOpMaLMOHHON cucteme (panee -
MHpopMaUMoHHass cuctema), obecnedvMBaeTcs MyTeM BbINOMHEHUA obnagatenem  MHgopmMauun
(3aka3umkom) n (unum) onepaTopom TpeboBaHMI K OpraHM3auuu 3almTbl MHpOpMauuM, cogepxallencsa B
WHpopMaUMOHHOM cucTteme, UM TpeboBaHMM K Mepam 3awWuTbl WHGOpPMauMK, coaepxalwencs B
MHOPMAaLIMOHHON cUCTEME.

Il. TpeboBaHUA K opraHu3auumn 3awmTbl MH(popMaLumn, cogepxawiencs B MUH(popMmauMOHHON cucTeme
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8. B uHdopmaumoHHon cucteme obbekTamm 3awuThl SABNAKTCA MHGOpMauMs, copepallasacs B
WH(POPMALIMOHHON cCUCTEME, TeXHWYeckme cpeactsa (B TOM yucre CpPeAcTBa BblYUCIUTENBHONM TEXHUKM,
MalUWHHbIE HOCUTENU WHGOpPMauMK, cpeacTBa M CUCTEMbI CBA3W WM Mepedayn AaHHbIX, TEXHUYEecKue
cpeactBa 006paboTkm  OyKBEHHO-UMGPOBOW, rpadnyveckon, BUOEO- U peyvyeBol  MHopmauun),
obLulecncTemMHoe, NpuKNagHoe, cneumanbHoe nporpaMmmHoe obecneyeHme, NHPOPMAaLMOHHbIE TEXHOIOMNN,
a TaKKe CpeAcTBa 3alnTbl MHOpMaLmn.

9. [Ona o6GecnedeHua 3awuTbl WHGOpMauuW, copepxallenca B MHAPOPMALUOHHOW CUCTEME,
onepaTopoM HasHayaeTCcsl CTPYKTypHOe nogpasfiefneHve wnu [OMMKHOCTHOe nuuo  (paboTHUK),
OTBETCTBEHHbIE 3a 3aLUTy MHOpMaLUN.

10. Ona nposegeHua paboT no 3awuTe uWHGOpMauMM B Xo4e CO34aHuMs UK 3KchnyaTauum
NMHOPMALIMOHHOW cucTeMbl obnagatenem uHgopmauum (3aka3dymkom) M OnNepaTtopoM B COOTBETCTBUM C
3akoHogaTtenbcTBoM Poccuiickorn ®egepaumm npn Heo6XoANMMOCTU NMPUBIEKAKOTCSA OpraHM3aummu, nveLlmne
NMLEH3MIO Ha OeATeNbHOCTb MO TEXHUYECKOWN 3almuTe KoHuaeHunanbHom nHpopmaumm B COOTBETCTBUN C
depepanbHbiM  3akoHoM oT 4 Mas 2011 roga N 99-®3 "O nuueH3MpoBaHWM OTAENbHLIX BUOOB
aesatenbHocTn" (CobpaHune 3akoHopaTenbctBa Poccuickon Pepepaummn, 2011, N 19, cr.2716; N 30,
cT.4590; N 43, c1.5971; N 48, c1.6728; 2012, N 26, c1.3446; N 31, c1.4322; 2013, N 9, cT1.874).

11. Ons obecneveHns 3awutbl MHOPMaLMK, copepxawencd B WH(OPMAaLMOHHOW cucTeme,
NMPUMEHSITCA cpeacTBa 3almTbl MHOPMaUmMmM, NnpoLlledlne OLeHKy COOTBETCTBMSA B (hopme obs3aTensHowm
cepTudmkaumMm Ha cooTBeTCTBME TpeboBaHnsaM No 6e3onacHOCTN MHpopMaLmMn B COOTBETCTBMM CO CTaTbeWN
5 ®epepankHoro 3akoHa ot 27 gekabpsa 2002 roga N 184-d3 "O TtexHunyeckom perynuposaHun” (CobpaHue
3akoHogartenbctBa Poccuinckon depepaumn, 2002, N 52, c1.5140; 2007, N 19, ¢1.2293; N 49, c1.6070;
2008, N 30, c1.3616; 2009, N 29, c1.3626; N 48, c1.5711; 2010, N 1, c1.6; 2011, N 30, c1.4603; N 49,
cT1.7025; N 50, c1.7351; 2012, N 31, cT1.4322; 2012, N 50, c1.6959).

12. 3awmTta wnHpopmauumn, cogepxawenca B WMHPOPMaAUMOHHON cuUCTeMe, SABNAETCA COCTaBHON
YacTblo paboT Mo co3gaHuio U 3KchnyaTauum MHAOPMAaLMOHHOM cucTembl U obecnevmMBaeTcs Ha Bcex
cTagusax (9Tanax) ee cosfaHus, B XOA4e 3KChfyaTtauuM W BbiBOAA M3 3KCnnyatauum nyTem MpUHATUS
OpPraHu3auUMOHHBbIX U TEXHUYECKUX Mep 3aluTbl WHGOpMauunW, HanpaBneHHbIX Ha 6GrokupoBaHue
(HenTpanuaauuo) yrpo3 6es3onacHocTM UHopmaumm B MHEMOOPMALMOHHON CUCTEME, B paMKax CUCTEMbI
(mogcncTembl) 3awwmTbl MHpOpMaUMM MHAOPMALMOHHOM CUCTEMBI (Janee - cucTeMa 3awmTbl MHOpMaLnm
NHOPMALIMOHHOW CUCTEMBI).

(AB3ay B pegakuuun, BBegeHHoN B gencteue ¢ 26 mapta 2017 roga npukasom ®CTIK Poccun ot 15
despans 2017 roga N 27. - Cm. npeabigyLLylo pegakumio)

OpraHn3aunoHHble Y TEXHUYECKME Mepbl 3alMTbl MHpopMauun, peanusyemble B paMkax CUCTEMbI
3aWunTbl MHoOpMaLUUN MHADOOPMAaLMOHHON CUCTEMbI, B 3aBUCUMMOCTM OT WMHOpMauuu, coaepxallencs B
MHOPMAaLMOHHON cUcTeMe, LUenen co3gaHus MHAOPMALMOHHOM CUCTEMbI M 3adadv, pellaembiX 3TOW
MHOPMAaLIMOHHOW CUCTEMOW, AOMKHbI OblTb HanpaBreHbl HA UCKMNOYeHNe:

HenpaBOMepPHbIX A0CTyna, KOonMpoBaHUA, npenocrtaBlieHna WM pacnpocTtpaHeHUuda VIHCbOpMaLlMVI
(obecneyeHne koOHpMAEHUNANBHOCTM MHOpMaLUNn);

HENpPaBOMEPHBbIX YHUYTOXEHUSA unum moanduumpoBaHmsa MHdopmauun (obecneveHne LEnoCTHOCTU
nHdopmaumm);

HenpaBoMepHoro 6rokupoBaHus UHgopMaumm (obecnedeHre JOCTYNHOCTU UHOPMaLIK).

13. Ons obecnevyeHus 3awWwuTbl WHGOpPMaLUKM, cogepxallencss B MHAOPMALUOHHOM CUCTEME,
NPOBOAATCA CcreayoLlme MeponpusTus:

dopmupoBaHue TpeboBaHWI K 3amMTe MHpOpMaLMN, cogepKallencs B UH(OPMaLMOHHON CUCTEME;
pa3paboTka cucTeMbl 3aLWmTbl MHpOPMaLN NHHOOPMALIMOHHON CUCTEMBI;
BHeJpeHWe CcUCTeMbI 3alnTbl MHopMaLmm NHPOPMaLIMOHHON CUCTEMBI;

atTectauus UHGOPMaUMOHHON cuUcTeMbl NO TpeboBaHWsAM 3alinTbl UHGOpMauUun (Janee -
aTTecTauunsa nHPopMaLMOHHOW CUCTEMbI) U BBOJ €€ B EeNCTBUE;
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obecneyeHve 3awmTbl MHGOPMALMM B XOAE SKCnnyatauMum aTtTeCTOBaHHOW WMHAOPMaLUOHHOM
CUCTEMB;

obecneyeHne 3aWwnTbl VIHCbOpMaLI,VIVI npwu BbiIBOAE U3 3KCnyataunm aTTecToBaHHOMN VIHCbOpMaLI,VIOHH017I
CUCTEMDbI NN NOCINe NPUHATUA pelueHnsa 00 OKOHYaHUK 06p860TKVI VIH(bOpMaU,VIVI.

dopmupoBaHue TpeboBaHMM K 3awmuTe HOpMaLum, cogepxawencs B MH(popmauMoHHON cucteme
14. dopmupoBaHme TpeboBaHuM K 3awuTe uHPOPMaLMM, codepxalliencs B MHPOPMAaLMOHHON
cucTeme, ocyllectendaeTcs obnagarenem nHgopmMaLmm (3akasymkom).

dopmupoBaHme TpeboBaHUI K 3awwmTe nHopMaLmn, cogepxallencs B MHPOPMaLnoOHHON cnucTeme,
ocywectBnsietcs ¢ ydyetom [OCT P 51583 "3awuta uvHGopmauun. [lopsgok — cosgaHust
aBTOMATU3MPOBAHHBLIX CUCTEM B 3alLMLLEHHOM ucnonHeHn. O6wme nonoxenus" (aanee - FOCT P 51583) u
FOCT P 51624 "3awwuta uHdopmaumm. ABTOMATU3MPOBAHHbLIE CUCTEMbI B 3aLUMLLEHHOM WCMOSIHEHWMN.
O6wwe TpeboBaHusa" (ganee - TOCT P 51624) n B TOM 4ncne BKOYaeT:

NPUHATUE peLleHnsl 0 HeoBXoAMMOCTU 3aLuMTbl MHGOPMaLUUK, cogepkallencs B MHPOPMaLMOHHOIA
CUCTEME;

Knaccudukaumio UHMOPMAaLMOHHOW cucTeMbl No TpeboBaHuaM 3awutbl MHGOpmauun (ganee -
knaccndukaumsa MHPOPMaLMOHHON CUCTEMBI);

onpedeneHve yrpo3 6es3onacHOCTU WHoOpMaLMKN, peanu3aunss KOTOPbIX MOXEeT MNPUBECTM K
HapylleHutio Ge30nacHoCTM MHGOPMauuM B MHGOPMAaUMOHHOW cucTeMe, U pa3paboTKy Ha WX OCHOBeE
mMogaenu yrpo3 6esonacHoCcT! MHdopmauum;

onpegeneHue TpeGoBaHWii K cUcTeMe 3aLLMTbl MHOPMaLUM UHPOPMAaLIMOHHON CUCTEMBI.

14.1. Tlpu NpUHATUKM pelleHnss O HeobxoaumocT 3alwmnTbl WMHGOPMAaLMK, cogepxalencs B
MHOPMAaLIMOHHON CUCTeMe, OCYLLEeCTBNAETCS:

aHanu3 uenen cosgaHust MHPOPMAaLMOHHOM CUCTEMBI U 3ajad, pellaemMblX 3TOM MHAOPMALMOHHOMN
cucTemon;

onpeneneHne nHgopmaumm, noanexatien o6paboTke B MUHPOPMALIMOHHOW cUCTEME;

aHalnm3 HOPMAaTUMBHbLIX MNMPaBOBbIX akTOB, METOANYECKUX OOKYMEHTOB M HaUuMOHalIbHbIX CTaHOAPTOB,
KOTOPbIM OOJT)KHa COOTBETCTBOBATbL I/IH(bOpMaLI,I/IOHHaﬂ cucrtema;

NPUHATUE peLleHns 0 HeoBXOAMMOCTM CO3[AaHNA CUCTEMbI 3alnTbl MHOPMaLUMN MHAOPMALIMOHHOW
CUCTEMbI, @ Takke onpefereHve uenen 1M 3agady 3awuTtbl MHGOpPMaUUM B UHAOPMALMOHHOW cucTeme,
OCHOBHBbIX 3TanoB CO3[aHUA CUCTEMbl 3aluTbl MHAOPMaLMU MHAPOPMALNOHHON cucTtemMbl U OYHKLUUIA MO
obecneyeHno  3awmTbl  MHOPMaUUKM, Ccoaepxawencs B MHGPOPMAUWOHHOW cucTteme, obnagatens
nHdopmaLmm (3akas4duka), onepaTopa 1 ynormHOMOYEHHbIX fny,.

14.2. Knaccudumkaums WHPOPMaUMOHHON CUCTEMbI MPOBOAUTCA B 3aBMCUMOCTU OT 3HA4YMMOCTU
obpabaTtbiBaemMon B Hel uWHdopMauunm u MacwTtaba MHGOpPMaUUOHHOM cucTeMbl (dhedepanbHbli,
pervoHanbHbI, 06 LEKTOBEIN).

YcTaHaBnNuBaTCA TPU Kracca 3alMLLEHHOCTU MHPOPMALMOHHOM CUCTEMbI, ONPEAENSIOLME YPOBHU
3alUULLIEHHOCTM cofepxallenca B Hel nHdopmaumm. CaMblil HU3KMA KNacc - TPETUN, CaMblid BbICOKUW -
nepebin. Krnacc 3aWwueHHOCTU WH(OPMAaLMOHHON CUCTEMbI oOnpefensieTca B COOTBETCTBUM C
npunoxexHnem N 1 k HacTosawmum TpeboBaHUsM.

(A63au B pegakumu, BBeAeHHON B aenctene ¢ 26 mapta 2017 roga npukazom ®CTIK Poccum ot 15
deBpanst 2017 roga N 27. - CM. npeabiayLlyto pegakumio)

Knacc 3sawumweHHocTn onpegensetca Ans  WHQPOPMALWMOHHOM CUCTEMbI B LUENOM U, Mpu
HeobxoaMMOCTUY, ANs €€ OTAENbHbIX CErMEHTOB (COCTaBHbIX YacTen).
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TpeboBaHue K Knaccy 3allMLIEeHHOCTU BKIIOYAEeTCs B TEXHMYECKOe 3adaHuMe Ha cosfaHue
WH(POPMALIMOHHON CUCTEMBI U (UNK) TEXHUYECKOE 3afaHue (YacTHOe TeXHWYeCKoe 3a[aHue) Ha co3gaHue
CUCTEMbI 3alUTbl MHOpMaUUn NHPOPMAaLMOHHON cucTeMbl, paspadaTtbiBaemble ¢ yyeTom TOCT 34.602
"MndopmMaumoHHasa TexHonorusa. Komnnekc ctaHgapToB Ha aBTOMaTU3MPOBaHHbIE CUCTEMBbI. TexHudeckoe
3afjlaHue Ha cosfaHue aBTomaTtmampoBaHHou cuctembl”" (ganee - FTOCT 34.602), TOCT P 51583 u TOCT P
51624.

Knacc 3sawmiieHHOCTU WHOPMALMOHHOW CUCTEMbI MOANEXUT MNEepecMoTpy Mpu  U3MEHEHUM
mMacwTaba MHPOPMaLMOHHON CUCTEMBI UIKM 3HAYMMOCTN 0bpabaTbiBaeMoi B Hen nHdopMaLmm.

PesynbTaTthl knaccudukaumm MHHOPMaLMOHHON CUCTEMbI OCPOPMNAIOTCA akTOM Knaccudukaumn.

Knacc sawmweHHoOCT! MHEOPMaLNOHHON cucTemMbl, PYHKLMOHMPOBaHNE KOTOPOW nNpegnonaraeTcs Ha
6a3e MHOPMALIMOHHO-TENIEKOMMYHUKALIMOHHON MHAPACTPYKTYPbI LieHTpa 06paboTku AaHHbIX, | He JormkeH
ObiTb Bbile Kracca 3aluLLEHHOCTU WHGOPMALMOHHO-TENEKOMMYHUKALUMOHHON MHAPACTPYKTYpbl LeHTpa
00paboTkM AaHHbIX.

(AB3ay gononHWUTenbHO BkIoYeH ¢ 27 ceHTabps 2019 roga npukasom PCTIK Poccum ot 28 mas
2019 roga N 106)

I MyHkt 5.3 MeToaMyeckux ykasaHuil Mo OCYLUECTBIIEHWIO y4YeTa WHMOPMALMOHHBIX CUCTEM W

KOMMOHEHTOB  MHGOPMALMOHHO-TENEKOMMYHUKALMOHHON  MHMPACTPYKTYPbl, YTBEPXKAEHHbLIX MNPUKA30M
Munkomessasn Poceun ot 31 masa 2013 r. N 127 (3apernctpuposaH MuHioctom Poccun 5 Hoabps 2013 r.,
pernctpaumoHHbin N 30318), ¢ y4eTOM n3meHeHnI, BHECEHHbIX nNpukazom MuHkomceBasun Poccum ot 15 ntoHs
2016 r. N 266 (3apeructpmposaH MuHioctom Poccun 14 nons 2016 r., peructpaumoHHbin N 42853).

(CHocka pononHuTensHo BKMoyeHa ¢ 27 ceHTAbps 2019 roga npukasom ®CTIK Poccum ot 28 mas
2019 roga N 106)

14.3. Yrpo3bl 6e3onacHOCTM MHOpMaLuM onpeaensaTcs No pesynbTaTaM OLEHKM BO3MOXHOCTEN
(noTeHuunana) BHELUHMX U BHYTPEHHUX HapPYLUUTENEN, aHanM3a BO3MOXHbIX YS3BUMOCTEN MH(POPMaLMOHHOW
CUCTEMbI, BO3MOXHbIX cnocobos peanu3aumm yrpo3 6e3onacHOCTU MHdOpMauMnm U MNOCNEeACTBUA OT
HapyLeHuns cBoMCTB Be3onacHoCTV MHopMauun (KOHUAEHUNANbHOCTH, LLeNOCTHOCTU, OOCTYMHOCTHN).

(AB3ay B pegakuuun, BBegeHHoN B gencteue ¢ 26 mapta 2017 roga npukasom ®CTIK Poccun ot 15
despans 2017 roga N 27. - Cm. npeabigyLLylo pegakumio)

B kauecTBe MCXOOHbIX AaHHbLIX AN onpeaeneHns yrpo3 6e3onacHoCTU MHoOpMaLUn UCNonb3yeTcs
GaHK gaHHbIX yrpo3 6e3onacHocTy HgopMauum (bdu.fstec.ru), BeaeHune kotoporo ocyuwectensietcs PCTIOK
Poccun B cootBeTCTBMM ¢ noanyHKTOM 21 nyHkTa 8 MonoxeHusa o ®egepanbHon cnyxbe no TeXHUYeckomy
N 3KCMOPTHOMY KOHTPONIO, yTBepxaeHHoro Ykasom [NpesngeHta Poccuiickon depepaumm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHopatensctBa Poccuickon ®epepauun, 2004, N 34, c1.3541; 2006, N 49,
c1.5192; 2008, N 43, c1.4921; N 47, c1.5431; 2012, N 7, c1.818; 2013, N 26, c1.3314; N 53, c1.7137; 2014, N
36, c1.4833; N 44, c1.6041; 2015, N 4, c1.641; 2016, N 1, c1.211) (manee - GaHK OaHHbLIX Yrpo3
6esonacHocTn mHopmaumm PCTIK Poccum), a Takke MHble MCTOYHUKK, cogepXkalwime cBegeHus o0
YA3BUMOCTSAX M yrpo3ax 6e3onacHoCcTu nHgpopmaumu.

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukasom ®CTOK Poccun ot 15 dheBpans
2017 ropa N 27)

Mpn onpegeneHun yrpo3 6e30macHOCTM MHOPMaUMM YyUYNTLIBAOTCA CTPYKTYPHO-(YHKUMOHAMbHbIE
XapakTepuCcTUKM MHAOOPMALMOHHOW CUCTEMbI, BKITlOYaloLWMe CTPYKTYpy M cocTaB  WMHAOPMaLMOHHOW
cucTtembl, uandeckme, noruyeckne, @yHKLUMOHamNbHbIE W TEeXHONOrM4yeckMe B3aMMOCBA3M  Mexay
cerMeHTamMmM  MHGOPMALMOHHOM  CUCTEMbI, C  WHbIMU  MHAOPMALUUOHHBIMA  cucTemMamn  ”
WHPOPMaLIMOHHO-TENEKOMMYHUKALIMOHHBIMU ceTsamu, peXuMbI 06paboTku WHpopmauum B
WH(POPMALIMOHHON CUCTEME U B €€ OTAeNbHblX CerMeHTax, a TakKe WHble XapaKTepuCTUKU
WH(POPMALIMOHHON  CUCTEMBI, MPUMEHsiEMble  MHOPMALMOHHbIE TEXHONMOorMM U O0CoBeHHOCTU ee
PYHKLUMOHNPOBAHUS.

Mpn onpegeneHnn yrpo3 6GesonacHocTn uHGoOpPMaUMM B MHPOPMALMOHHOW  cucTeme,
(PYHKLUMOHMPOBAHNE KOTOpPOM Mpepgnonaraetca Ha ©0ase MHPOPMALMOHHO-TENEKOMMYHUKALMOHHON
MHMPACTPYKTYpbl LeHTpa 06paboTkM AaHHbIX, JOIMKHbI YYUTbIBATLCS Yrpo3bl 6e30nacHoCTV MHdopMauuu,
aKkTyanbHble 415 MHPOPMaLNOHHO-TENEKOMMYHMKALMOHHOW MHPPaCTPYKTYpbI LieHTpa 06paboTkn AaHHbIX.

(A63aL pononHUTEnbHO BKNoYeH ¢ 27 ceHTabps 2019 ropa npukazom ®CTIK Poccumn ot 28 mas
2019 roga N 106)
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Mo pesynbTatam onpegeneHus yrpo3 ©HesonacHocTM wuHopMauMmM npu HeobBXoaMMOCTU
paspabaTtbiBalOTCA peKkoMeHOauun Mo KOPPEKTUPOBKE CTPYKTYPHO-(PYHKUMOHANMBHBIX  XapaKTepUCTUK
MH(OPMALIMOHHOW CUCTEMBI, HanpaBfeHHble Ha OnokMpoBaHWe (HenTpanu3aumio) OTAENbHbIX Yrpo3
6e3onacHocTy MHpopmaumu.

Mogenb yrpo3 ©6e3omacHOCTM MHGOpPMaUuM [OMKHa codepxaTb onucaHue KHAOPMaLVNOHHON
CUCTEMbI M €ee CTPYKTYPHO-(DYHKUMOHAmbHbBIX XapaKTepuCcTuK, a Takke onucaHve yrpo3 6es3onacHocTu
nHOpMaLMK, BKIIOYaloLLEE OMMCaHne BO3MOXHOCTEWN HapywuTenen (Modenb HapywmTerns), BO3SMOXHbIX
YA3BUMOCTEN MHOPMALMOHHOM CUCTEMbI, CMOCOOOB peanu3auun yrpo3 6e3onacHoCTU UHdopmauum u
nocneacTBUN OT HapyLLEHUs CBOMCTB 6e30nacHOCTU MHpopmaumu.

[Ona onpepeneHns yrpo3 6e3onacHoOCTM MHoOpMaumm 1 paspaboTku mogenu yrpo3 GesonacHocTu
MHGOPMaLIMM NPUMEHSIOTCA MeToauYeckne OOKYMEHTbI, pa3paboTaHHble u yTBepxaeHHble PCTIK Poccun
B COOTBETCTBUM C MNoAanyHKTOM 4 nyHkta 8 [MonoxeHuss o PepepanbHon cnyxbe MO TEXHUYECKOMY WU
3KCNOPTHOMY KOHTpPON0, yTBEpXAeHHOro Ykasom lNpe3ngeHTta Poccuinckon ®epepaunmn ot 16 asrycta 2004
roga N 1085 (CobpaHue 3akoHopaTenbctBa Poccunckon ®epepauun, 2004, N 34, c1.3541; 2006, N 49,
cT.5192; 2008, N 43, c1.4921; N 47, c1.5431; 2012, N 7, c1.818).

14.4. TpeboBaHusa K cucteme 3awwmTbl MHpOpMauuM MHAPOPMAaLMOHHON CUCTEMbI ONPEAEnsioTCs B
3aBMCMMOCTM OT Kracca 3alULLEHHOCTU MH(POPMaLMOHHON CUCTEMBI U Yrpo3 6e30nacHOCTM MHOpMaLnK,
BKITHOYEHHbIX B MOAENb yrpo3 6e30nacHOCTM uHdopmaumm.

TpeboBaHus Kk cucteme 3awuTtbl MHDOPMaLUU WMHPOPMALMOHHOM CUCTEMbI BKMOYAKTCA B
TEXHMYECKOe 3afaHue Ha co3gaHume WHGOPMALMOHHON CUCTEMbI U (UNKM) TEXHUYECKOe 3afaHue (YacTHoe
TEXHUYECKOE 3aaHue) Ha co3JaHuMe CUCTEMbl 3aluTbl MHGopMauun WMHAPOPMALMOHHOW CUCTEMBI,
paspabaTtbiBaemble ¢ ydyeTtom FTOCT 34.602, TOCT P 51583 u T'OCT P 51624, v JOmMKHbI B TOM 4ucne
copepxartb:

uenb 1 3agaqm obecneyeHus 3awuTbl MHOpMaLun B MH(POPMAaLMOHHON CUCTEME;
Knacc 3aluLLeHHOCTM MHAOPMALIMOHHOW CUCTEMBI;

nepevyeHb HOPMATMBHbLIX NPABOBbLIX aKTOB, METOANYECKMX OOKYMEHTOB N HalUMOHallbHbIX CTaHO4apTOB,
KOTOPbIM OOJT1’)KHA COOTBETCTBOBATb I/IHCbOpMaLLI/IOHHaH cuctema,

nepeyeHb 00BHEKTOB 3aLLUMUThI MHd)OpMaLlMOHHOVI CUCTEMBbI;

TpeGoBaHNA K MepaM W cpedcTBaM 3aluTbl MHOpMaUMKU, NpUMEHSIeMbIM B WHGOPMaLMOHHON
cucTeme;

cTtaguu (atanbl paboT) Co3gaHUst CUCTEMbI 3aLLUTLI MHAOPMAaLIMOHHON CUCTEMBI;
(A63aL gononHMTenbHO BKMYEH ¢ 26 mapTta 2017 roga npukasom ®CTIK Poccum oT 15 dheBpans
2017 ropa N 27)

TpeboBaHMsI K MOCTaBMASIEMbIM TEXHUYECKMM CpeacTBaM, NMporpaMMHOMY ObecrnedeHuo, CpeacTBam
3aWmThl MHGOpPMaLuy;

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTIK Poccun ot 15 deBpans
2017 ropga N 27)

(YyHKLMN 3aKkasymka M ornepatopa Mo obecnevyeHuto 3awuTbl UHGOPMaUMM B UH(OPMaLMOHHOWM
cuUcTeMme;

(A63aL gononHUTEnNbHO BKMoYeH ¢ 26 mapTta 2017 roga npukasom ®CTIK Poccum oT 15 dheBpans
2017 roga N 27)

TpeboBaHMA K 3aluTe CPeacTB U cuctem, obecnedmBaroLmx pyHKLUMOHMPOBAHNE MHAOPMAaLMOHHON
cuctembl (0becneyvmBatoLLert MHAPPACTPYKTYpeE);

(A63aL gononHMTenbHO BKMOYEH ¢ 26 mapTta 2017 roga npukasom PCTIK Poccum oT 15 dheBpans
2017 roga N 27)

TpeboBaHns Kk 3awute wuHdOpMauMM Npu  MHAPOPMALUOHHOM  B3aUMOZAEWCTBUM C  UHBbIMU
NHOPMALIMOHHBIMK CUCTEMAMU U MHAOPMALMOHHO-TENEKOMMYHUKALNOHHBIMA CETSIMW, B TOM 4uChe C
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NHOPMALIMOHHBIMWU CUCTEMaMM YNONTHOMOYEHHOIO NMua, a TakKe Mpu NPUMEHEHUM BbIYUCIIUMTENbHbIX
pecypcoB (MOLLHOCTEN), NpeaoCcTaBnseMbiX YIONHOMOYEHHbIM NnULoM Ans obpaboTkm nHdopmauun.

Mpu onpepeneHun TpeboBaHWA K cucTemMe 3awWwmTbl MHOPMaLMN MHAOPMALMOHHON CUCTEMBI
YUUTBIBAKOTCA  MOMOXEHUA nNonuMTUK obecrneveHns uHGopmaumoHHon 6esonacHocTn obragatens
nHdpopmaumm (3akasuuka), a Takke nonuTuk obecneyeHmss MHpopmaunoHHoW GesonacHoCTM onepartopa u
YMOSTHOMOYEHHOrO fnLa B YacTu, He MpOoTUBOpeYaLLen NnonMTukam obnagarens nHdpopmaummn (3akas4vuvka).

(A63aL B pegakumun, BBegeHHON B aenctaune ¢ 26 mapta 2017 roga npukasom ®CTIK Poccum ot 15
deBpans 2017 roga N 27. - CM. npegbiayLuyto pegakuuio)

B cnyyae co3gaHua nMHGOPMaLMOHHON cucTeMbl, YHKLUOHUPOBaAHUE KOTOPOW npeanonaraeTcsl Ha
6ase  MHMOPMALMOHHO-TENEKOMMYHUKALMOHHON  WH(PPaACTPyKTypbl  LUeHTpa o06paboTku  OaHHbIX,
OONOMHUTENbHO onpeaensaTcs TpeboBaHust no 3awmte uHdopMauuuK, nognexaliue peanusaumm B
NMH(OPMALIMOHHO-TENEKOMMYHUKaLMOHHON MHAPACTPYKTYype LieHTpa 06paboTkn AaHHbIX.

(AB3ay gononHWUTenbHO BkIoYeH ¢ 27 ceHTabps 2019 roga npukasom PCTIK Poccum ot 28 mas
2019 roga N 106)

Pa3paboTtka cuctembl 3awmTtbl HOpMaLmm MHhOPMaLUMOHHON CUCTEMBI
15. PaspaboTka cuctembl 3awuTbl MHPOPMaUMUM WHPOPMALUMOHHOW CUCTEMbI OpraHusyeTcs
obnagatenem nHdopmauun (3aka3vnkom).

Paspabotka cuctembl 3awWuTbl MHPOPMAUMM UH(OPMALMOHHOW CUCTEMbl OCYLLECTBRSETCS B
COOTBETCTBMU C TEXHWYECKUM 3adaHueMm Ha co3gaHve UHMOPMAUMOHHOW CUCTEMbI U (MMKN) TEXHUYECKUM
3agaHveM (4aCTHbIM  TEeXHUYECKMM 3ajaHuMeM) Ha CO3[aHWe CUCTeMbl  3awmTbl  MHOpMaLmm
nHpopmaunoHHon cuctemsl ¢ ydyetom FOCT 34.601 "UHdopmaumoHHasa TexHonoruda. Komnnekc ctaHgapToB
Ha aBTOMaTM3UpOBaHHble cucTeMbl. ABTOMaTU3MpOBaHHble cucTtembl. CTaguu co3gaHus” (ganee - TOCT
34.601), TOCT P 51583 n TOCT P 51624 1 B TOM 4ncne BKMAOYaeT:

NPOEKTUpOBaHNE CUCTEMbI 3aLLNThI VIH(bOpMaLI,I/II/I I/IH(*)OpMQLI,VIOHHOVI CUCTEMbl;

pa3paboTky aKCcnryaTauuoHHON AOKYMEHTaUun Ha CUCTEMY 3almTbl MHGOPMAaLMK NHEOPMAaLMOHHON
CUCTEMBI;

MaKeTUpoBaHWe N TeCTUPOBaHME CUCTEMbI 3alUNTbl MHOPMaLUN MHPOPMaLNOHHON cucTeMbl (Mpu
HeobXx0AMMOCTH).

Cuctema 3awuTbl Vchbopmau,vwl VIH(*)OpMaLlMOHHOVI CUCTEMbl HE [O0JPKHA nNpenAaATcTtBOBaTb
OOCTWXXEHUIO Lienen co3gaHns MHd)OpMaLLMOHHOVII CUCTEMbI N ee (byHKLI,VIOHI/IpOBaHVIIO.

Mpu paspaboTke cuUCTeMbl 3alMTbl MHOpMaUMU UHEOPMALMOHHOW CUCTEMBbI YYUTLIBAEeTCs ee
MHpopMaLMoHHOE B3aMMofencTBure c WHBIMU MHOPMALMOHHBIMU cuctemamu n
MHPOPMALIMOHHO-TENIEKOMMYHUKALMOHHBIMIA  CETSMU, B TOM 4uclie C WHGOPMAaLMOHHBIMU CUCTEMaMU
YMNOMHOMOYEHHOTO  Nuua, a Takke TMNPUMEHEHUEe  BblYMCIIUTENbHbLIX  PEecypcoB  (MOLLHOCTEMN),
NpeaoCTaBnsieMblX YNOSIHOMOYEHHbIM NINLOM ANt 06paboTku HGopMaLmm.

15.1. Tpn NpoeKkTupoBaHUN cUCTEMbI 3aLLUTbl MHPOPMaLMKU MHPOPMALNOHHON CUCTEMBI:

onpeaensalTcsa TMNbl CyObeKToB AocTyna (nonb3oBaTtenu, Npouecchl U WHble CyObekTbl AocTyna) U
00bLEKTOB [OCTyna, SBNAWMXCA obbekTamu 3awuTtbl (ycTpoiicTBa, 06bekTbl aiifioBO CUCTEMBI,
3anyckaemble M WCMONHAeMble MoAynu, OObLEKTbl CUCTEMbl YnpasreHuss 6a3amy OaHHbIX, OGbEeKTH,
co3gaBaemble NPYKIagHbIM NPorpaMMHbLIM obecrnedeHneM, UHble 0GbEeKTbI AoCTyna);

onpeaensalTca MeToAbl ynpaBneHus OOCTYNOM (OWCKPELMOHHBIN, MaHOATHbIN, PONEBOW UMW WHble
MeToabl), TUMblI 4OCTYNa (Y4TeHWe, 3anncb, BbINOMHEHME UMW MHbIE TWUMbl 4OCTYNa) U NpaBuna pasrpaHnyeHust
gocTyna cybbekToB gocTyna Kk obbekTam gocTyna (Ha OCHOBE CMUCKOB, METOK 0€30MacHOCTU, POSien U UHbIX
npasun), nognexalume peanvsaumm B MHOPMaLMOHHOW CUCTEME;

BbIOMpaTCAa Mepbl 3awWuTbl MHGOPMauMM, noanexawue peanu3aumm B CUCTEME  3aluThl
WHpopmaLnm HHPOPMaLMOHHOW CUCTEMBI;
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onpenensTca BuAbl M TUNbl CpeacTB 3awuTbl uHdopMauuu, obecnedmBaloline peanunsaumio
TEXHUYECKNX Mep 3aLUMTbl MHopMaunK;

onpegensieTcss CTPyKTypa CUCTEeMbl 3aluTbl MHGOPMauuM MHGOPMALMOHHOW CUCTEMbI, BKIOYast
cocTaB (KONMMYEeCTBO) 1 MecTa pasMeLLEHUS ee 3TIEMEHTOB;

ocyllecTBnsieTcs BbIOOp cCpeacTB 3alnTbl MHOpMaLUKU, CEPTUMULMPOBAHHLIX Ha COOTBETCTBUE
TpebGoBaHusAM Mo 6GesonacHOCTM WHgopMauMu, C Y4eTOM WX CTOMMOCTM, COBMECTUMOCTU C
NHOPMALIMOHHBIMU TEXHOMNOTUSIMU U TEXHUYECKUMU cpeacTBaMu, DYHKLMIA Ge30nacHOCTM STUX CPeacTB U
0cobBEeHHOCTE X peanusaumm, a Takke knacca 3awmuweHHOCTM MHOPMaLMOHHOWN CUCTEMBI;

onpegenslTcs TpeboBaHMA K napaMeTpam HaACTPOWKM MporpaMmmMHOro obecneyeHus, BKIOYas
nporpaMmHoe obecnevyeHne CpeacTB 3alMTbl MHOpMaLmn, obecnevmBatolime peanusaumio Mep 3aluThbl
MHopMaumm, a Takke ycTpaHeHWe BO3MOXHbIX YS3BUMOCTEN MHAOPMALMOHHOW CUCTEMbI, NPUBOASALLMX K
BO3HMKHOBEHWIO yrpo3 6e3onacHOCTM MHGOopMaLuu;

(AB3ay B pegakuuu, BBegeHHoN B gericteue ¢ 26 mapta 2017 roga npukazom ®CTIK Poccun ot 15
despans 2017 roga N 27. - Cm. npeabigyLLylo pegakumio)

onpeaenalTca Mepbl 3awuTbl MHMOpMauuM npuv UHPOPMALMOHHOM B3aMMOAEWCTBUMU C MHLIMU
NHOPMALIMOHHBIMK CUCTEMAMU U MHAOPMALMOHHO-TENEKOMMYHUKALNOHHBIMA CETSIMWM, B TOM 4ucCie C
NHOPMALIMOHHEIMWU CUCTEMaMM YNOMTHOMOYEHHOIO NMua, a Takke Mpu NPUMEHEHUM BbIYUCIMTENbHbIX
pecypcoB (MOLLHOCTEN), NPeAoCTaBnseMbIX YTONMHOMOYEHHbIM NnLoM Ans o6paboTkm nHdopmauuun.

PesynbTatbl NPOEKTUPOBAHUA CUCTEMbI  3awuTbl  MHPOPMAUMM  UHAPOPMAaLMOHHON CUCTEMbI
OTpaxalTcAa B MNPOEKTHOM [AOKyMeHTauuMm (3CKM3HOM (TEXHWYECKOM) npoekte u (unu) B paboyen
OOKYMeHTaumn) Ha WHMOPMAaLUOHHYKD cucTteMy (cucTemy 3awmTbl MHGOpMaumm WHGOPMaLMOHHON
cuctembl), paspabatbiBaembix ¢ ydetom [OCT 34.201 "WHdbopmaumoHHas TexHonorus. Kommnnekc
CTaHOapTOB Ha aBTOMAaTU3UPOBaHHbIE CUCTEMbI. Buabl, KOMMNMIEKTHOCTb M 0603HAYEHNE AOKYMEHTOB Mpu
co3faHun aBToMaTU3MpoBaHHbIX cuctem" (danee - FOCT 34.201).

lMpoekTHas AokyMeHTauus Ha MHOPMaLMOHHYIO CUCTEMY U (MNKN) ee CUCTEMY 3almnTbl MHOPMaLMK
nognexat cornacosaHuWio C OrnepaTopoM WHMOPMALMOHHOW CUCTEMbI B Criydae, ecriv OH onpeaeneH
TakoBbiIM B COOTBETCTBMM C 3akoHogaTenoctBoMm Poccuickon ®Pegepaumm K MOMEHTY OKOHYaHWS
NPOEKTUPOBaAHUA CUCTEMBI 3aLUUTbl MHOPMaLMM NHPOPMAaLMOHHON CUCTEMBbI U HE SABMSETCH 3aKa34yuKom
AaHHOW MHAOPMAaLMOHHOW CUCTEMBI.

Mpy OTCYTCTBUM HeobXoOMMbIX CPeACTB 3aluTbl  MHGOpMauuM, CcepTUUUMPOBAHHBLIX Ha
cooTBeTCTBME TpeGoBaHMsM No 6e3onacHOCTU WHdopMauuu, opraHusyeTcss paspaboTka (gopaboTka)
CPeACTB 3alMTbl MHGOPMaLUM U UX cepTudMKaumusa B COOTBETCTBUM C 3akoHOoOAaTenbCTBOM Poccuiickoi
degepaummn NN NPOU3BOAUTCA KOPPEKTUPOBKA NPOEKTHbLIX pPeLleHunid No MHAOPMAaLMOHHOW cucTeme 1 (Mnu)
ee cucTeMe 3aliuTbl  WMHopMaUMM C  Y4eTOM  (PYHKLUMOHAmNbHbIX BO3MOXHOCTEN  MMeLMXCS
CepTUMULNPOBAHHBIX CPEACTB 3aLLMTbI MHJOPMAaLMN.

MpM  nNpoekTMpoBaHMM  CUCTEMbl  3awWmTbl  MHPOPMaLMM  UH(OPMALUMOHHOW  CUCTEMBI,
(PYHKLUMOHMPOBAHWE KOTOpPOM Mpepgnonaraetca Ha ©Oase  MHPOPMALMOHHO-TENEKOMMYHUKALMOHHON
MH(PaCTPYKTYpbl LieHTpa 00paboTkM AaHHbIX, AN GrOoKMPOBaHUSA akTyanbHbIX Yrpo3 6e3onacHocTv
MHpopMmaumm  MoryT  OblTb  MPUMMEHEHbl  Mepbl  3aWuTbl  WHGoOpmauun, peanusyemble B
NHOPMALIMOHHO-TENEKOMMYHUKALMOHHON MHAPACTPYKTYpE LieHTpa 06paboTkn AaHHbIX.

(AB3ay gononHUTEnbHO BKIOYeH ¢ 27 ceHTabps 2019 roga npukasom PCTIK Poccum ot 28 mas
2019 roga N 106)

15.2. PaspaboTka aKcnnyaTauMOHHOM OOKYMEHTaLuuMM Ha CcuUcTeMy 3awuTbl  MHOpMauuu
NH(OPMALIMOHHOMW CUCTEMbI OCYLLECTBIISIETCS B COOTBETCTBMM C TEXHUYECKMM 3adaHMEM Ha co3faHue
MH(OPMALMOHHOM CcUCTEMbI U (UNIM) TEXHUYECKMM 3adaHuMeM (YacTHbIM TEXHUYECKMM 3afaHuem) Ha
co3faHue cuctemMbl 3aWwmTbl MHGOpMauumn MHGPOPMaLMOHHON CUCTEMBI.

OkcnnyaTaumMoHHast AOKYMEHTaUUsi Ha CUCTEMY 3aluuTbl MHopMauum MHPOPMAaLUOHHON CUCTEMDI
paspabatbiBaetcs ¢ ydyetom [OCT 34.601, TOCT 34.201 u FOCT P 51624 w gormkHa B TOM 4ucrie
coaepxaTtb OnucaHue:

CTPYKTYpPbl CUCTEMbI 3aLLUTBI UHCPOPMAaLIMN MHAOPMALIMOHHOW CUCTEMBI;
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cocTaBa, MECT YCTaHOBKM, NapaMeTpoB U Mopsidka HacTPOWKM CPedcTB 3aluThl MHOpMauuu,
NporpaMmMHoOro o6ecrneyeHunst U TEXHUYECKUX CPeaCTB;

npasun 3KcrJjiyataumn CUCTeMbI 3alLNThbI VIH(*)OpMaLI,VIVI MHQ)OpMaLJ,VIOHHOVI CUCTEMBbI.

15.3. Tpn makeTMpoBaHUM M TECTMPOBAHMM CUCTEMbI 3aLUMTbl MHGOPMaUMN UHEOPMALMOHHON
CUCTEMbI B TOM Y/CIE OCYLLECTBSIOTCA:

npoBepka paboToCNOCOBHOCTU M COBMECTMMOCTM BbIOpPaHHbIX CPEACTB 3aluTbl UHGOPMauUMM C
NHOPMALIMOHHBIMW TEXHOMOMUSAMU U TEXHUYECKMMU CpeacTBaMu;

npoBepka BbIMNONHEHUS BblIOPaHHLIMW CpeacTBaMM 3awwmTbl MHopMaumm TpeboBaHMM K cucteme
3aWmThl MHGOpMaLMM MHHOOPMaLMOHHOM CUCTEMBI;

KOPPEKTMPOBKA MPOEKTHbIX pelleHunid, pa3paboTaHHbIX NMpU co3gaHnyM MHAPOPMALMOHHOW CUCTEMbI U
(Mnn) cucTembl 3aLLUTbI MHGOPMaLUM NHPOPMALIMOHHON CUCTEMBI;

absay uckntodeH ¢ 26 mapta 2017 roga - npukas PCTIK Poccum ot 15 deBpansa 2017 roga N 27 -
CM. MpeablayLLyto peaaKkLumio.

MakeTnpoBaHne cuctembl 3awnTbl MHPOPMALMM NMHPOPMALMOHHON CUCTEMbI N ee TeCcTUpOoBaHue
MOXeT npoBOAUTBCA B TOM 4YUCne C  UCMNOMb30BaHWEM CPEeACTB W METOAOB  MOLENMpOBaHMSA
NHOPMALIMOHHBIX CUCTEM N TEXHONOMMIA BUPTYanu3auum.

BHepgpeHue cuctembl 3awmuTbl MHopMauum MHPOPMaLMOHHON CUCTEMbI
16. BHegpeHune cuctembl 3awnTbl KHGOpMaUMM MHEPOPMALMOHHON CUCTEMBbI OpraHusyeTcs
obnagatenem vHgopmMauum (3aka3vynukom).

BHegpeHve cuctembl 3awmtbl  MHGOPMaLUMM  UH(OPMALMOHHOW CUCTEMbI OCYLLECTBNSAETCH B
COOTBETCTBMM C MPOEKTHOW W JKCNIyaTauMOHHOW [OKyMEeHTauuen Ha CuctemMy 3alimTbl WHopmauunm
WHPOPMALIMOHHON CUCTEMbBI U B TOM YMCIE BKINIOYaET:

YCTaHOBKY W HACTPOWKY CpeacTB 3aLmTbl nHopmMaLmm B UHPOPMaLMOHHOW CUCTEME;

pa3paboTky OOKYMEHTOB, OnpeAensownx npasuna v npoueaypbl, peanusyemble onepaTtopom AN
obecrneyeHns 3awmTbl UHGOpPMauMM B MHEOPMAaLMOHHON cucTeMe B Xode ee 3Kcnnyatauuu (panee -
OopraHM3aunoHHO-pacnopaanTerbHbIE JOKYMEHTHI MO 3alumTe nHdopmaumn);

BHeApeHWe opraHn3aLMoHHbIX Mep 3alUnTbl MHopMaLmu;

npeaBapuTeribHble UCMbITAHUS CUCTEMBI 3aLLUThI MHADOPMaLUN MHPOPMAaLIMOHHOW CUCTEMBI;

OMbITHYH 3KCNyaTaumio CUCTEMbI 3aLLUTbI MHGOPMALMN MHPOPMALIMOHHOW CUCTEMDI;

aHanua yassBMMocTen WMHPOPMAaLMOHHOW CUCTEMBbI U MPUHATME Mep 3alunTbl UHopMauun no ux
yCTpaHeHuio;

npueMoYHble ncnblTaHNA CUCTEMbI 3alLUTbI I/IH(*)OpMaLl,I/II/I I/IH(bOpMaLI,VIOHHOIZ CUCTEMBbI.

K BHegpeHuto cucTembl 3aWwmTbl MHGOPMaLMM MHOPMALMOHHOM CUCTEMBI NPUBIIEKAETCA onepaTop
WH(POPMAaLIMOHHON CUCTEMBI B CriyYae, ecrnv OH onpefeneH TakoBblM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickonn ®degepaumm K MOMEHTY BHEOPEHUS CUCTEMbI 3alMTbl MHGOPMaUMN MHPOPMALMOHHOWN
CUCTEMbI U HE SBASETCH 3aKa3yMKoM AaHHOW MHAOPMAaLMOHHON CUCTEMBI.

16.1. YcTaHOBKa U HacTpoMka cpeacTB 3almThl MHOpMaummM B MHGOPMALNOHHOW CUCTEME LOSMKHa
NPOBOAUTLCS B COOTBETCTBMM C 3KCMAyaTaLUUOHHOW AOKyMEHTauMen Ha cucTemy 3aluTbl MHopmMauun
MHOPMAaLIMOHHON CUCTEMbI U AOKYMEHTaUMeN Ha cpeacTBa 3alunTbl MHpopmMaumn.

Cpeﬂ,CTBa 3alnTbl MHd)OpMaLI,MI/I, yCTaHaBnMBaemble B MHCbOpMaLI,I/IOHHOVI cucrteme,



06 yTBepxaeHun TpeboBaHUiA 0 3awmTe MHOPMAaLMK, He COCTaBMALLEN rocyAapCTBEHHYHO TaliHy, coAepXallencs B
rocygapCTBeHHbIX MHPOPMaLMOHHBIX cucteMax (¢ nsmeHeHnsimum Ha 28 aBrycta 2024 roga)
lMpuka3 ®CTAK Poccuu om 11.02.2013 N 17

Ctpanuua 10

yHKUMOHMpPYIOLLEen Ha 6Gase WHMOOPMALMOHHO-TENEKOMMYHUKALMOHHON  WHPACTPYKTypbl  LeHTpa
006paboTkn [aHHbIX, OOMKHbI OblTb COBMECTUMbI Mexay CcoboW, a Takke CO CpeacTBaMy 3alluuThbl
MHopMaunm, YCTaHOBMEHHBIMM B MHGOPMALNOHHO-TENEKOMMYHUKALVMOHHOW MHQPACTPYKType LeHTpa
00paboTkM AaHHbIX.

(A63aL gononHuTenbHO BkIoYeH ¢ 27 ceHTAbps 2019 roga npukasom ®CTIK Poccum ot 28 mas
2019 roga N 106)

16.2. PaspabaTtbiBaemble OpraHu3aLmMoOHHO-pacnopsianTenbHble AOKYMEHTbI MO 3alute nHdopmaumm
OOIMKHBI onpeaenaTh npasuna un npoueaypsbl:

ynpaBneHuns (agMMHUCTPUPOBAHNS) CUCTEMOM 3aLLNTbl MHpOpMaLUM NMHPOPMAaLIMOHHON CUCTEMBI;

BbISIBNEHNST MHUMAEHTOB (OQHOr0 COObITUSA UNK rpynnbl COObITUI), KOTOPbIE MOTYT NPUBECTU K COOAM
UNM HapyweHuo (YHKUNOHMPOBAHUS MH(OPMaLNOHHON cucTembl M (MNN) K BO3HWKHOBEHWIO Yrpo3
6e3onacHocTn MHpopMauun (ganee - UHUMAEHTHI), U pearMpoBaHnst Ha HUX;

ynpaBneHnsi KoHdurypaumen aTrecToBaHHOM WHEAOPMALMOHHOW CUCTEMbI UM CUCTEMbI 3aLUMTHI
MHdopMaunmn MHPOPMaLMOHHON CUCTEMBI;

KOHTpOns (MOHUTOPUHra) 3a obecnevyeHnemM ypoBHS 3aLUMLLEHHOCTU MHAOPMaLMK, Coaepxallencs B
MHOPMALIMOHHON cucTeME;

3aWmThl MHopMauuyn npu BbiBOAE W3 3JKChnyaTauum MHMOPMALMOHHOW CUCTEMbI UMM Mocne
MPUHATMSA peLleHns 06 okoHYaHnM 06paboTkn nHopmMaLun.

16.3. MNpn BHegpeHUn opraHM3aunoHHbIX Mep 3aLlUTbl MHOPMAaLMU OCYLLLECTBIIAIOTCSA:

peanusaums npaBun pasrpaHuWYeHuns [[OCTyna, pernameHTUpYoWMX npaBa AocTyna cyGbekToB
Joctyna k obbekTaM [AocTyna, WU BBEAEHME OrpaHuMYeHWA Ha OelCTBUS Monb3oBaTenen, a Takke Ha
M3MEHEHNE YCMNOBWIA 3KCMslyaTaumu, coctaBa M KOHUrypauum TEXHUYECKUX CPEACTB WM MpOrpamMmHOro
obecneyveHus;

nposepKa NoNHOTbl U AeTanbHOCTN ONUCaHUS B OpraHn3aLMOHHO-pacnopsamMTerbHbIX JOKYMEHTax rno
3awute umHopmaumm OencTeBui nonb3oBaTternen U agMUHUCTPATOPOB MHAOPMALMOHHOW CUCTEMBLI MO
peanusaunyn opraHn3aumoHHbIX Mep 3aLnTbl MHOpMaLuu;

oTpaboTka OEeWCTBMI OOIMKHOCTHBLIX MWL, U noapasaeneHuid, OTBETCTBEHHbIX 3a peanus3auuio Mep
3aLUTbl MHopMaLIMK.

16.4. lNMpenBaputenbHble UCMbITAHUA CUCTEMbI 3alMTbl UHOPMALUN MHAOPMALMOHHON CUCTEMBI
nposogAatca ¢ ydyetom [OCT 34.603 "MHdopmauuoHHas  TexHonorns. Buabl  ucnbiTaHui
aBTOMaTM3MpPOBaHHbIX cuctem" (oanee - TOCT 34.603) u BknovaloT npoBepky paboTtocnocobHOCTU
cUCTeMbl 3aWwmnTbl MHGPOPMaLMM MHAOPMALMOHHOM CUCTEMbI, @ Takke MPUHATUE PELLEHUS O BO3MOXHOCTMU
ONbITHOM 3KCMyaTaunm cucTemMsbl 3amTbl MHpopMaum MHEHOPMaLMOHHON CUCTEMBI.

16.5. OnbiTHas aKkchnyaTauMsi CUCTEMbl 3awWuTbl  UHPOPMaUMM  MHAPOPMALMOHHON CUCTEMBI
nposoautca ¢ ydetom [OCT 34.603 u BkmovaeT npoBepKy (PYHKUMOHMPOBAHUA CUCTEMbI 3aLUUTHI
nHpopMaumm UHPOPMALMOHHON CUCTEMBbI, B TOM YUCME peanu3oBaHHbIX Mep 3alimTbl MHopmauuu, a
TakKe roTOBHOCTb MoOfb3oBaTenen U agMMHUCTPATOPOB K SKCMyaTauMnm CUCTEMbl 3alunTbl MHOpMaLmm
MHPOPMAaLIMOHHON CUCTEMBI.

16.6. AHann3 ya3BMMOCTEN UH(POPMALIMOHHON CUCTEMbI NPOBOAMUTCS B LIENAX OLIEHKM BO3MOXHOCTU
npeofoneHnss  HapyluuTenem CUCTeMbl  3alinMTbl  MHOPMAUUM  MHAOPMALUOHHOM  CUCTEMbI U
npeAoTBpaLLeHUs peanuaauun yrpo3 6e3onacHocTy MHopmauumn.

AHanua yassMmocTen MHPOPMaLMOHHON CUCTEMbI BKITlOMaeT aHanm3 ys3BUMOCTEN CpeacTB 3alumThl
nHdOpMaLMKM, TEXHUYECKMX CPeaCTB M NporpammMHoro obecneyeHmst MHPOPMaLMOHHON CUCTEMBI.

Mpn aHanuse ya3BMMoOCTE WHMOPMALMOHHOM CUCTEMbI MPOBEPHAETCA OTCYTCTBUME WU3BECTHbIX
YA3BUMOCTEN CPEACTB 3aluuTbl MHDOPMALUKN, TEXHUHECKMX CPEACTB U NpOrpaMMHOro obecneveHus, B ToM
yucne € y4eToM MHopmMauum, umetowwencs y pa3paboTymkoB M NOMy4YeHHOW U3 Apyrux obLienoCTymnHbIX
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MCTOYHMKOB, NPaBUNbHOCTb YCTAaHOBKM M HACTPOMKN CPEACTB 3aluThbl MHOPMaLIMK, TEXHUYECKUX CPeacTB U
nporpaMmMHOro oGecrnevyeHns, a TakkKe KOPPEKTHOCTb paboTbl CPeACTB 3aluMTbl MHGOPMaUUKU MpU UX
B3aMMOAEVCTBUN C TEXHUYECKUMI CPEeACTBaMMU U NMPOrpaMMHbIM obecrneyeHreM.

B Crny4yae BblABIIEHUA YHSBMMOCTGVI MHCbOpMaU,VIOHHOVI CuUctemMbl, npmBoaAlnNX K BO3HUKHOBEHUIO
AONOJIHNUTENTbHbIX YIpo3 ©es3onacHocTu VIHq:)OpMaLI,VIVI, npoBOAUTCA YTOYHEHME MOoOeNn yrpo3 ©esonacHocTn
VIHCpOpMaLJ,VIVI n npu HeobxooumMocTHn NPUHNMAKTCA [OONOJIHUTESIbHbIE Mepbl 3allnTbl MHd)OpMaU,VIVI,
HanpaslieHHble Ha YCTpaHeHue  BbIABJIEHHbIX yﬂ3BI/IMOCTeIZ nnm  uncknw4awuwine BO3MOXHOCTb
MCNnoNb30BaHMA HapyLnTenem BblABIIEHHbIX yFl3BVIMOCTel7I.

Mo pesynbTataMm aHanmMsa ys3BMMOCTEW AOMKHO ObITb NOATBEPXKAEHO, YTO B WMH(OPMAaLMOHHON
cUCcTeMe OTCYTCTBYIOT YS3BMMOCTU, cofepxalimecss B GaHke OaHHbIX yrpo3 6es3onacHoOCTM WHopmaumm
®CTIK Poccun, a Takke B MHbIX MCTOYHUKaX, MMM UX MCMONb3OBaHWe (dKCnnyatauus) HapymTenem
HEBO3MOXHO.

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTIK Poccun ot 15 depans
2017 ropa N 27)

16.7. TlpnemMoyHble WCNbITAHUA CUCTEMbI 3aWuTbl WHOPMaUUM WHPOPMALNOHHON CUCTEMDI
nposogaTcsa ¢ ydetom FOCT 34.603 n BKNtoYalOT NPOBEPKY BbINONHEHUS TpeboBaHUM K CcUCTEME 3aLUUTbI
nHdpopmaumm WHGPOPMALMOHHON CUCTEMbI B COOTBETCTBUM C TEXHMYECKMM 3ajaHuMeM Ha co3fgaHue
MHOPMALIMOHHOW cUCTEMbl U (MMM) TEXHWYECKMM 3adaHuMem (4acTHbIM TEeXHWYECKMM 3adaHueMm) Ha
cO34aHve CMCTeMbI 3aLUMTbl MHopMaLun NHAPOPMAaLMOHHON CUCTEMBI.

ATTectauma nHopmaLMoOHHOM CUCTEMBbI U BBOA €€ B OeNCTBUE
17. AtTectaumst "HPOPMALMOHHOWN CUCTEMbI OpraHm3dyeTcs obnagarenem MHgopmauum (3akasvymkom)
UnNu onepaTopoM M BKIOYAET NPOBeAEHME KOMMIEeKCa OpPraHM3auMOHHBIX U TEXHUYECKUX MEPONPUSTUN
(aTTecTauMOHHbIX UCMbITAHWI), B pe3ynbTaTe KOTOPbIX MOATBEPKOAETCH COOTBETCTBME CUCTEMbI 3aALLMUTHI
NMHopMaunm MHPOPMaLNOHHOM cUCTEMbI HacToAwMM TpeboBaHUsIM.

lMpoBefeHWe aTTeCcTauMOHHbIX MWCNbITAaHUA WHMOPMALMOHHOW CUCTEMBbI AOIMKHOCTHLIMU  nULaMM
(paboTHMKamMu), OCyLLECTBAOWUMU NPOEKTUPOBaHNE U (MnM) BHegPEeHVEe CUCTEeMbI 3aluTbl MHopMauun
WHPOPMALIMOHHON CUCTEMBI, HE [JOMNyCKaeTcs.

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTOK Poccun ot 15 dpeBpans
2017 ropga N 27; B pegakuuu, BBegeHHOW B Aencteue ¢ 27 ceHtabpsa 2019 roga npukasom ®CTIK Poccun
ot 28 masa 2019 roga N 106. - CM. npeaplayLLyto pegakuuio)

17.1. B kayecTBe UCXOAHbIX AaHHbIX, HEOOXOAMMbIX ONs aTTecTauunm MHGOPMALMOHHOW CUCTEMBI,
ncnonb3yTcss Mofenb Yyrpo3 6Ge3onacHOCTM WMHGOPMauMK, akT Knaccudukaumm MHGpopMaunoHHON
CUCTEMBI, TEXHMYECKOE 3ajaHue Ha co3faHne MHAOPMALMOHHONW CUCTEMBI U (MNIN) TEXHUYECKOE 3adaHue
(4acTHOe TexHMYeckoe 3afaHne) Ha co3gaHne cUcTeMbl 3aLmTbl MHGOopMaLMM MHOPMAaLMOHHON CUCTEMB,
NpOeKTHast M 3KchfyaTauuoHHas LOKYMEHTaUus Ha CUCTEMY 3alluTbl MHopMauum MHGOpPMaLUOHHON
CUCTEMBbI, OpraHn3aunoOHHO-pacnopsaanTerNbHbIE AOKYMEHTbI MO 3awnte nHdopMaLmmn, pesynbTaTthl aHanmaa
YyA3BUMOCTEN WMH(OPMALMOHHON CUCTEMbI, MaTtepuanbl NpeaBapuUTEnbHbIX U MPUEMOYHBIX WCMbITAHWUN
CUCTEMbI 3aWmnTbl MHOPMaLMM MHPOPMALMOHHOM CUCTEMbI, @ TaKKe UHbIE JOKYMEHTLI, pa3pabaTbiBaemble
B COOTBETCTBUM C HacTosawmmMmn TpeboBaHuamu.

17.2. AtTectaums WHMOPMaALMOHHOW CUCTEMbI NPOBOAUTCA B COOTBETCTBUW C MNPOrpaMmon wu
MeTOAMKaMM aTTeCTaUMOHHBIX UCMbITAHUMI 0O Hadvana obpaboTkM MHdopMauuu, noanexallen sawmrte B
WHpopmaunoHHon cucteme. [na npoBedeHus aTtTecTtauun WMHAPOPMALMOHHOW CUCTEMbI MPUMEHSIIOTCS
HauMoHarbHble CTaHAApThl, @ Takke MeToOUYEeCKME OOKYMEHTbI, pa3paboTaHHble n yTBepxaeHHble PCTIK
Poccun B cooTBeTCcTBUM C NoanyHKTOM 4 nyHkTa 8 MonoxeHns o PepepansHoi cnyxbe no TeEXHUYECKOMY U
3KCMOPTHOMY KOHTPO-MIO, yTBepXaAeHHoro Ykasom lNpeangeHta Poccuiickon ®enepaunm ot 16 asrycra 2004
roga N 1085.

Mo pelweHno 3akasyvka (onepaTopa) aTTeCTauUOHHbIE WCMbITaHUA MOryT OblTb COBMELLEHbI C
npoBegeHneM NpUeMOYHbIX UCMbITaHUA MHGOPMAaLMOHHOW CUCTEMBI.

(A63aL gononHUTEenbHO BkNoYeH ¢ 27 ceHTabpa 2019 roga npukazom ®CTIK Poccum ot 28 mas
2019 roga N 106)

Mo pe3ynbTataM aTtTeCTauMOHHbIX ncnbITaHUN O(bOpMJ'IFlI'OTCﬂ NPOTOKOJMbl aTTeCTaluMNOHHbIX
UCMbITAHUI, 3aKto4YeHNe O COOTBETCTBUU MH(bOpMaLI,I/IOHHOI;I CUCTEMBI TpeGOBaHMﬂM O 3auwute
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WHpopMmaumm w aTTectaT COOTBETCTBMS B Clyyae MOMNOXUTENbHbIX pPe3ynbTaToB aTTeCTauMOHHbIX
MCNbITaHUN.

Mpu NpoBeAeHMn aTTeCTaLUNOHHbBIX UCTbITAHWUI OOIMKHBI MPUMEHSTBCS Crneayolme MeToabl NPOBEPOK
(ncnbiTannn):

(A63au gononHMTenbHO BKMYeH ¢ 26 mapTta 2017 roga npukasom PCTIK Poccum oT 15 dpeBpans
2017 ropa N 27)

9KCMEPTHO-AOKYMEHTAarnbHbIN  MeTod, NpedycMaTpuBalolLMiA  NPOBEPKY COOTBETCTBUS CUCTEMbI
3aWuUTbl MHPOPMaLUN UHPOPMALIMOHHON CUCTEMBI YCTAHOBMEHHbIM TpeboBaHMAM MO 3almnTe MHdopmaLmu,
Ha OCHOBE OLIEHKM 3KCMNyaTaLMOHHOW JOKYMEHTaLUN, OpraHn3aLnoHHO-pacnopaanTenbHbIX ZOKYMEHTOB MO
3awute nHgopmaLmm, a Takke ycroBui (oyHKLMOHUPOBaHUSA MH(POPMAaLIMOHHON CUCTEMBI,

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTOK Poccun ot 15 dpespans
2017 ropa N 27)

aHanM3 ysiI3BMMOCTEN WH(OPMALMOHHOW CUCTEMbI, B TOM YMUCIE€ BbI3BAHHbIX HEMPaBUIbHOW
HaCTPOWMKON (KOHUIYpMpoBaHNEM) NporpamMmmHoro obecneyeHmns n cpeacTs 3alnTbl MHdopMaLmy;

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTIK Poccun ot 15 depans
2017 ropa N 27)

UCMbITaHWSA CUCTEMbI 3aLLMTbl UHOPMALMM MYyTEM OCYLLECTBNEHMS NOMbITOK HECaHKLMOHNPOBAHHOIO
goctyna (Bo3genctaus) K MHGPOPMaLMOHHON cucteme B 06xof ee CMCTeMbI 3aLmnTbl MHhopMaLuuu.

(AB3ay gononHuTenbHO BKMoYeH ¢ 26 mapta 2017 roga npukazom ®CTOK Poccun ot 15 dpespans
2017 roga N 27)

17.3. JonyckaeTtcs aTTectauus MHpOPMaLNOHHON CUCTEMbI HA OCHOBE pPe3yNnbTaToB aTTeCTaLMOHHbIX
UCMbITAaHWA BblgeneHHoro Habopa CermMeHToB WH(OPMALMOHHOW CUCTEMbI, Peanusylomx MOSHY
TeXHonoruo o6paboTkn nHdopmaumu.

B atom Ccny4ae pacnpocTtpaHeHue aTtTectata COOTBETCTBUA Ha Apyrne CerMeHTbl MHd)OpMaLlMOHHOVI
CUCTEeMbl OCyLleCTBIIAeTCA TMNpu YyCrnoBun WMX COOTBETCTBUMA CEerMeHTam VIH(*)OpM&U,VIOHHOI?I CUCTEMDbI,
npoweawnm atrectalMOHHbIe UCMNbITaHUA.

CermMeHT cuMTaeTcs COOTBETCTBYWOLUMM CErMeHTy WH(OPMaLMOHHOW CUCTEMbI, B OTHOLUEHMU
koToporo 6binM NpoBeAeHbl aTTeCcTauuoHHbIe UCNbITaHWS, eCnNn Ans yKasdaHHbIX CErMEeHTOB YCTaHOBIEHbI
OAMHAKOBbIE KIacCbl 3alUMLEHHOCTH, yrpo3bl 6e3onacHocTM nHOpMauuMK, peanusoBaHbl OAMHAaKOBbIE
NPOEKTHbIE peLleHns No NHPOPMaLMOHHON CUCTEME M ee cucTeMe 3aLuTbl MHdopMaLuuu.

CooTBETCTBME CErMeHTa, Ha KOTOpbIN pacnpoCTpaHseTcs artTecTarT COOTBETCTBUSA, CErMeHTy
WH(OPMALIMOHHOW CUCTEMBI, B OTHOLLUEHUW KOTOPOro ObiNMM NpoBedeHbl aTTeCTauMoHHbIE WUCMbITaHMWS,
NOATBEPXKOAAETCA B XO4€ MPUEMOYHbIX WCMbITAHUA WH(OPMALMOHHOW CUCTEMbI WM  CETMEHTOB
MHPOPMAaLIMOHHON CUCTEMBI.

B cermeHTax nHpopMaLMOHHON CUCTEMbI, Ha KOTOpbIE pacrnpoCTpaHseTcs aTtTecTtaT COOTBETCTBUSA,
onepatopoM obecneymBaeTcs cobniogeHne aKChnyaTauMoHHONW OOKYMEHTauum Ha cuctemy 3aluThbl
NMHpopMaunm MHPOPMaLIMOHHON CUCTEMBI U OpraHN3auMOHHO-PACNOPSANTENbHBIX AOKYMEHTOB MO 3aliute
NMHpopmaunu.

OcobeHHOCTM aTTecTaumm MH(bOpMaLlMOHHOVI CUCTEeMbl Ha OCHOBE pe3ylibTaTOB aTTeCTaunOHHbIX
UCMbITaHUI BblAENEeHHOro Ha60pa €e CerMeHTOB, a TakKkKe yCIroBud U nopAanokK pacnpocTtpaHeHna aTtrecTtara
COOTBETCTBUA Ha OpYyrne CerMmeHTbl VIH(bOpMaLI,I/IOHHOVI CUCTEMbI onpenenAarTCca B nporpaMmme n Mmetoamnkax
aTTECTALMNOHHbIX UCMbITaHWUN, 3aKNOYEHUN N aTTecTaTe COOTBETCTBUS.

17.4. ATTecTaT COOTBETCTBUS BbIOAETCS HAa BECb CPOK 3JKCMyaTaumm UHGOPMAaLMOHHOW CUCTEMbI.
Onepatop (obnagatenb WHgoOpMaumm) B Xoge IKcniyatauMum WHGOPMALMOHHOM CUCTEMbI  OOSDKEH
obecneunBaTb NOAAEPXKKY COOTBETCTBUSA CUCTEMbI 3aLLUTbI MHOPMAaUMM aTTecTaTy COOTBETCTBUSA B paMKax
peanusaumm MeponpuaTuin, NpeayCMOTPEHHbIX MYHKTOM 18 HacTosAwmx TpeboBaHuWiA.

(MyHKT B pegakuun, BBegeHHoOW B aenctene ¢ 27 ceHtabpsa 2019 roga npmkasom PCTOK Poccum ot
28 mast 2019 roga N 106. - CM. npeapiayLlyto pegakuuio)

17.5. Beog B penctBme WHPOPMALMOHHON CUCTEMbI OCYLLECTBRSIETCA B COOTBETCTBUM C
3akoHogaTtenscTBoM Poccuickon deanepavimm 06 nHopmauumn, MHPOPMaLMOHHBIX TEXHONOMMSAX 1 O 3aLiuTe
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nHcpopmaumm u ¢ ydetom NOCT 34.601 u npn HanM4Yum atTecrtata COOTBETCTBUS.

17.6. lHdopmMaunoHHbIE cUCTEMbI, PYHKLMOHUPYOLWMEe Ha 6ase obLien MHdpacTpyKTypbl (cpeacTs
BbIYMCIUTENBHOW TEXHWKWU, CEPBEPOB TENEKOMMYHUKaLMOHHOIO 000OpyAOBaHUA) B KayecTBe MPUKNagHbIX
CEpBMCOB, Noasiexar aTrecTalumn B COCTaBe yKazaHHOW UHDPaCTPYKTYpbl.

B cnyyae ecnum VHGOpMaLMOHHas cuctema cosgaetcsd Ha 6ase
WH(POPMaLIMOHHO-TENEKOMMYHUKALIMOHHON MHAPACTPYKTYPbI LieHTpa 06paboTkn AaHHBIX YNOMHOMOYEHHOro
nvua, Takasa mH@pacTpykTypa ueHTpa obpaboTkum AaHHbIX AOMKHA OblTb aTTecTtoBaHa Ha COOTBETCTBUE
HacTodawmM TpeboBaHMAM.

(A63aL B pegakumun, BBegeHHON B aenctaune ¢ 27 ceHtabpa 2019 ropga npukasom ®CTIK Poccun ot
28 mas 2019 roga N 106. - CM. npeapiayLuyto pegakuuio)

Mpu aTTectaumMm MHAPOPMALMOHHOM CUCTEMbI OOIMKHbI MCMONb30BaTbCA pe3ynbTaTbl aTrTecTauumn
obLen nHpacTpyKTypbl onepatopa MHPOPMaLMOHHOW CUCTEMBI.

(MyHKT gononHUTenbHO BKIoYeH ¢ 26 mMapTa 2017 roga npukasom ®CTIK Poccum ot 15 dheBpans
2017 ropa N 27)

O6ecneyeHue 3awnUThbl MH(POPMaLIMK B Xo4e IKCnJlyaTauum aTreCToBaHHOW MHopMaLMOHHOMN
cucTembl

18. ObBecneyeHre 3awuTbl MHOPMALMM B Xo4e 3Kchnyataunum MHAOPMaLMOHHON CUCTEMbl AOIDKHO
OCYyLLeCTBMNATbCA  OnNepaTtopoM B COOTBETCTBMM € 3KCMMyaTaumoOHHOW  OOKYMeHTauuen u
OpraHM3aunoHHO-pPacnopPAANTENbHLIMU AOKYMEHTaMy MNo 3awmTe MHopmauum n BKNoYaTb criegyrolime
MepOonpUSATUS:

nnaHMpoBaHue MeponpusaTUin No 3awuTe nHgopmMaumm B UHOOPMaLIMOHHON CUCTEME;

aHanma yrpo3 6e3onacHocT! MHopMaLun B MHPOPMAaLMOHHOW CUCTEME;

ynpaBsneHve (aAMUHUCTPUPOBAHNE) CUCTEMON 3aLUUTbl MHDOpMaLUN MHPOPMAaLIMOHHON CUCTEMBI;

yrnpasneHue KoHdurypaumen nHHopmMaLMOHHON CUCTEMbI U ee CUCTEMOWN 3aLUnTbl MHpopMauuu;

pearmpoBaHue Ha MHUMOEHTbI;

UHOopMUpoBaHme n obyyeHre nepcoHana MHPOPMaLMOHHON CUCTEMbI;

KOHTpONnb 3a obecnevyeHMeM ypoOBHS  3alUMLLEHHOCTU  UHdOpMauuu, copepxaiwenca B
MHOPMAaLIMOHHON cUCTEME.

(MyHKT B pegakumun, BBeAEHHOW B AelCTBUE C 27 ceHTAbps 2019 roga npukazom ®CTIK Poccum ot

28 mas 2019 roga N 106. - CM. npeabiayLuyto pegakuuio)

18.1. B xoge nnaHvpoBaHWA MeponpuaTui no 3awmTe uHdopmaumm B MHOOPMALNOHHOW CUCTEME
OCYLLEeCTBMNAIOTCH:

onpefgeneHne nuvu, OTBETCTBEHHbIX 3a MNIaHUPOBaHME U KOHTPOSlb MepOornpuATUA no 3awmTte
NMHpopmaunm B UHPOPMALIMOHHON CUCTEME;

onpegeneHne nuy, oTBeTCTBEHHbIX 3a BbiABIIEHNE MHLUMOEHTOB U pearmpoBaHne Ha HUX;

pa3paboTka, yTBepXAeHVWe W akTyanusauus nnaHa MeponpuaTUiA no 3awute MHgopMauum B
WHOPMaLIMOHHON CUCTEME;

onpeferneHve nopsiaka KOHTPOSS BbIMOSTHEHUSI MEPONPUSTUIA MO 06ecneyYeHnto 3aLmnTbl MHbopMaL
B MH(pOPMALIMOHHOM cUCTEME, NPeayCMOTPEHHbIX YTBEPXKAEHHbLIM MTaHOM.

MnaH meponpuaTui No 3awuTe uHopmMaunm B MHPOPMaLMOHHOW CUCTEME YTBEPXKOAEeTCA BMeCTe C
NMpaBOBbIM aKTOM OpraHa UCMOMHMTENBHOW BNiacT 0 BBOAE MHPOPMALIMOHHON CMCTEMBI B 3KCMyaTauuto.

KOHTpOJ‘Ib BbIMOJTHEHNA MepOI'IpMﬂTMVI, npeayCMOTPEHHbIX MNiiaHOM MepOI'IpI/IFlTMIZ no 3awute
MHd)OpMaLI,I/II/I B I/IH(*)OpMaLI,I/IOHHOﬁ cucrtemMe, OCyLLeCTBNAeTCA B CPOKK, onpenerieHHble yKa3aHHbIM MNiaHOM.
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(MyHkT B pegakumun, BBeAeHHOW B Aencteue ¢ 27 ceHTa6psa 2019 roga npukasom ®CTIK Poccun ot
28 mas 2019 roga N 106. - CM. npeapiayLuyto pegakuuio)

18.2. B xoge aHanmsa yrpo3 6esonacHocTy MHgopMaumm B MHGOPMALMOHHOM CUCTEME B Xo4e ee
aKcnyaTaumm ocyLLecTBAAKTCS:

BbISIBNIEHNE, aHanm3 1 ycTpaHeHue ysa3BuMocTen MHPOPMaLMOHHON CUCTEMBI;
aHanu3 uameHeHus yrpo3 6e3onacHoCcTu uHopmaumm B UHPOPMaLIMOHHON CUCTEME;

OLEeHKa BO3MOXHbIX MNOCMEeACTBMMA  peanu3auum  yrpo3  6es3onacHOCTM  MHopmauum B
WH(POPMAaLIMOHHON CUCTEME.

MepuogmnyHocTb nposeaeHust yKasaHHbIX pabot onpepgensietcs onepaTopom B
OpraHu3aunoHHO-pacnopsANTENbHbBIX AOKYMEHTax no 3awuTe nHdopmMaumm.

(MyHKT B pegakumun, BBeAEHHOW B Aencteue ¢ 27 ceHTabpsa 2019 roga npukasom ®CTIK Poccum ot
28 mas 2019 roga N 106. - CM. npeabigyLlyio peakumio)

18.3. B xoge ynpaBneHus (aAMUHUCTPUPOBAHUA) CUCTEMON 3aLLMTbl UHGOPMALMK MHAOPMAaLMOHHON
CUCTEMbI OCYLLIECTBSIOTCS:

onpegeneHve nuu, OTBETCTBEHHbIX 3a ynpasneHve (agMUHUCTPUPOBAHWME) CUCTEMOWN 3aluuTbl
nHdopmaLmm MHHOPMALMOHHOW CUCTEMBI;

ynpasneHne y4eTHbIMUN 3anncamm nonb3oBaTenemn u nogaepXaHme B aktyaribHOM COCTOAHUKU NpaBui
pa3rpaHn4eHuna oocTtyna B VIH(*)OpMaLI,VIOHHOVI CuUcTemMe;

ynpasneHune cpencresamin 3allnThbl MH(*)OpMaLI,VII/I I/IH(bOpM&LI,VIOHHOVI CUCTEMBbI;

ynpaBsrneHne OOHOBNEHMSAMM MPOrpaMMHbIX W MporpaMMHO-annapaTHbIX CPeacTs, B TOM u4ucne
CpeacTB 3alUMTbl MHpopMaL MK, C y4HeTOM 0COBEeHHOCTEN PYHKLNOHMPOBAHNS MH(POPMAaLIMOHHOW CUCTEMBI;

LEeHTpanu3oBaHHOe ynpasrfieHne CUCTEMOW 3awwuTbl MHPOPMaLMM MHADOPMAaLMOHHON CUCTEMBI (NMpU
HeobxooMmMocTN);

MOHUTOPUHI U aHanuM3 3aperucTpMpoBaHHbIX COObITUIA B MH(OPMALMOHHOM CUCTEME, CBSA3aHHbLIX C
obecneyeHneM 6e3onacHocTu (ganee - cobbiTus 6esonacHocTH);

obecneyeHve YHKLMOHMPOBAHUS CUCTEMbI 3alMTbl MHOpMaUUM UHEAOPMALMOHHOW CUCTEMbI B
xone ee akcnnyaTauum, BKNtoYyas BeaeHue 3KCnyaTaunoHHOM OOKYMeHTaLumm "
OpraHM3aunoHHO-pacnopSANTENbHBLIX JOKYMEHTOB MO 3alimMTe UHGOPMaLnK.

(MyHKT B pegakumun, BBeAeHHOW B AencTBue ¢ 27 ceHTabpsa 2019 roga npukasom ®CTIK Poccum ot
28 mas 2019 roga N 106. - Cm. npeabigyLLylo pegakumio)

18.4. B xoge ynpaBneHus koHdwurypauuen WMHPOPMaUMOHHON CUCTEM U ee CUCTEMbI 3aluThbl
MHOpPMaLINM OCYLLIECTBIISIOTCA:

onpegeneHne nuud, KOTOpPbIM pa3peLllueHbl DEenCcTBMs NO BHECEHUID W3MEHEHWA B KOH(bMpraLI,I/IPO
MHd)OpMaLI,VIOHHOIZ CUCTEMbI N ee CUCTEeMbI 3aLLUNTbI VIH(bOpMaLI,I/IM, N UX NONHOMOYUI;

onpefeneHne KOMMOHEHTOB WH(OPMALMOHHOW CUCTEMbI M €€ CUCTEMbl 3awuTbl MHopMauum,
noanexalwmx U3MeHeHNo B paMKkax yrnpaBrneHuss koHdurypaumen (MaeHTndukaums obbeKkToB ynpaBrneHus
KOHUrypauumen): nporpaMmmHo-annapartHble, MporpaMMHble CpeacTBa, BKNOYas cpeactsa  3aluThl
MHOpMaLNN, X HACTPOMKM U MPOrpaMMHbI KO, SKCnyaTaunmoHHaa JOKYMeHTaums, nHtepdencsl, dannbl
W VHble KOMMOHEHTbI, MoANeXallme U3MEHEHNIO N KOHTPOFIO;

yrnpaBreHne W3MEHEHUAMU WHPOPMALIMOHHON CUCTEMbI M €€ CUCTEMbI 3aluMTbl MHGOPMauum:
pa3paboTka nMapamMeTpoB HAaCTPOWKW, oBGecrneynBalomnx 3alnTy MHGMOPMaUUM, aHanu3 MnoTeHLManbHOro
BO3AEWCTBUSI MMaHUpPyeMbIX M3MeHeHWn Ha obecrnevyeHne 3awuTbl MHGOPMaUWUK, CaHKLUMOHMPOBaHWE
BHECEHUS UM3MEHeHWA B WHMOPMALMOHHYID CUCTEMY W €ee CUCTeMY 3aluTbl  MHdOpMaLuK,
[OKYMEHTUPOBaHNe [AENCTBUIA MO BHECEHWUID M3MEHEeHWA B WMHJOPMALIMOHHYID CUCTEMY W COXpaHeHue
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OaHHbIX 00 M3MeHeHUAX KoHdurypauuu;

KOHTPOMb OENCTBMI MO BHECEHWIO U3MEHEHUI B MH(OPMALMOHHYIO CUCTEMY U €€ CUCTEMY 3alUThl
MHopMaunn.

Peanun3oBaHHble Mpouecchl ynpaBfeHUst U3MEHEHUsIMU MHPOPMALMOHHON CUCTEMBbI U €e CUCTEMBI
3aLMTbl MHOPMaLMK OOIMKHbI BKIOYATh NPOLLECCHl FapPaHTUAHOMO U (MK) TEXHUYECKOro obCnyXmBaHus, B
TOM YMCre AUCTAHUMOHHOrO (yAarieHHoro), NporpaMMHbIX M MporpaMMHO-annapaTHbIX CPeAcTB, BKtoyas
cpeacTBa 3awwmnTbl HOpMauumn, HPOPMaLMOHHON CUCTEMBI.

(MyHKT B pegakuun, BBeaeHHoW B aenctene ¢ 27 ceHtabpsa 2019 roga npukasom ®CTOK Poccum ot
28 mas 2019 roga N 106. - CM. npeapiayLuyto pegakuuio)

18.5. B xoae pearmpoBaHus Ha MHLMAEHTbI OCYLLECTBIIAOTCS:

obHapyXeHne W uaeHTUUKaAUMS MHUMOEHTOB, B TOM 4YWCREe OTKasoB B OGCRyXuBaHWM, cGoes
(nepesarpy3ok) B paboTe TEeXHUYECKMX CpPeacTB, MNporpaMMHOro obecrneyeHuss M CpedcTB  3alluThbl
MHcbopMaUMK, HapyLleHUA MpaBun pasrpaHuyYeHns OocTyna, HernpaBoMepHbIX AeWCTBUiA no  cbopy
MHcbopMauMK, BHEOPEHUA BPEOOHOCHBIX KOMMbLIOTEPHLIX MporpaMm (BMPYCOB) U MHbIX COGLITUNM,
NPUBOASALLNX K BO3HUKHOBEHUIO MHLMOEHTOB;

cBOeBpeMeHHoe I/IH(*)OpMVIpOBaHVIe nonb3oBatendaMn n aaMUHUCTPaATopaMn nul, OTBETCTBEHHbIX 3a
BbiABNeHNe WHUMOEHTOB W pearnpoBaHne Ha HUX, O BO3HUKHOBEHUN UHUMOEHTOB B I/IH(*)OpMaLI,I/IOHHOVI
cucteme;

aHanua3 MHUWOEHTOB, B TOM YuChe onpeaeneHne UCTOYHUKOB U MPUYNH BO3HUKHOBEHUSA UHLNOEHTOB,
a TaKkKe oLeHKa UX NocneacTBuii;

NnaHMpoBaHWe W NPUHATUE Mep MO YCTPAHEHWI0 WHUMOEHTOB, B TOM 4uCne MO BOCCTaHOBIEHWIO
NHAOPMALIMOHHOW CUCTEMbI U €e CEerMeHTOB B Clflydyae oOTkasza B obOcnyxuBaHum wnm nocre cboes,
YCTPaHEHWIO MOCNEeACTBUI HapyLlleHWUs NpaBwum pasrpaHMyeHuss OOCTyna, HernpaBOMEpPHbIX AEWCTBUIA MO
cbopy uWH(opmaunn, BHeApPEHUs BPEOOHOCHBIX KOMMbIOTEPHbIX MPOrpamMm (BUPYCOB) M WMHbLIX COOLITUN,
NPMBOASALLNX K BO3HUKHOBEHWNIO MHUNOEHTOB;

NnaHMpoBaHWe 1 NPUHATME Mep NO NPegoTBPaLLEHNI0 MOBTOPHOrO BO3HUKHOBEHWS HLUMAEHTOB.
(MyHKT gononHuTenbHO BKMoYeH ¢ 27 ceHTabps 2019 roga npukasom ®CTIK Poccunm ot 28 mas
2019 roga N 106)

18.6. B xope wHGopmupoBaHuMA © oOy4vyeHWss nepcoHana WHPOPMALMOHHOW  CUCTEMbI
OCYLLECTBNAKTCS:

I/IH(*)OpMI/IpOBaHI/Ie nepcoHana I/IHd)OpMaLJ,I/IOHHOIZ CUCTEeMbl O nNoABJIEHUMN aKTyallbHbIX Yrposax
©Ge3onacHocTH VIH(bOpMaLI,I/IM, O nNpaBunax GesonacHowm 3Kcnnyatauumn MH(bOpMaLI,I/IOHHOﬁ CUCTEMbl,

JoBefeHne A0 nepcoHana MHAOPMALMOHHON CUCTeMbl TpebGoBaHWA MO 3awuTe UHgopmauum, a
TakXe MNOonoXeHun opraHusaunoHHO-pacnopagnuTesibHbIX AOKYMEHTOB MO 3aliuTte I/IHCbOpMaLLVII/I C y4yeToOM
BHECEHHbIX B HUX I/I3MeHeHI/II7I;

oby4yeHne nepcoHana WHMOPMALMOHHOW CUCTeMbl NpaBumam aKcnyaTauuM OTAesbHbIX CpeacTs
3aLUTLl UHopMaLMK;

npoeegeHne npakTn4ecknx 3aHATUIA 1 TPEHNPOBOK C nepcoHasriom I/IHd)OpMaLl,I/IOHHOﬁ CUCTEeMbIl MNo
6ﬂOKMDOBaHMIO yrpos 6e3onacHocTH I/IH(bOpMaLI,VIVI N pearmpoBaHuio Ha MHUNAOEHTDI;

KOHTPOMb OCBEAOMIIEHHOCTM NepcoHana WHPOPMAUMOHHOW cucTeMbl 00 yrpo3dax 6esonacHocTu
MHbopMaLmn 1 YPOBHS 3HaHWI NepcoHana no Bonpocam obecneveHuns 3almTbl MHpopMaumn.

MeproanyHOCTL NpoBEAEHUs NMPaKTUYECKUX 3aHATUA U TPEHWPOBOK C NMEepPCoHanom, MeponpusaTin no
oBy4eHVIo nepcoHana W KOHTPOMIO OCBEAOMMEHHOCTW MepcoHana YyCTaHaBnMBaeTCs OnepaTtopoM B
OpraHn3auVMOHHO-PaCMOPSAANTENbHBIX AOKYMEHTax Mo 3awurte WHdopmauunm € yy4yeTom ocobeHHocTen
hYHKLMOHMPOBaHUSA MHpOPMaLMOHHON CUCTEMBI, HO He pexe 1 pa3a B ABa roga.

(MyHKT gononHuTenbHO BKMoYeH ¢ 27 ceHTabps 2019 roga npukasom ®CTIK Poccun ot 28 mas
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2019 roga N 106)

18.7. B xoge koHTpons 3a obecnevyeHMeM ypoBHSI 3aLLMLLEHHOCTN MHAOPMaUUK, cogepxallencsa B
MH(OPMAaLIMOHHON CUCTEME, OCYLLLECTBNSAIOTCS:

KOHTPOMb (aHanu3) 3alWuLIEHHOCTM WMHGOPMauMM C y4yeToM ocobeHHOCTel (PYHKLNOHMPOBAHNS
MHOPMaLIMOHHON CUCTEMBI;

aHanmM3 U1 oueHka QYHKUNOHUPOBAHUA WHMOPMALMOHHON CUCTEMbI WU €€ CUCTEMbl 3aLUnTbl
WHpopMaLnK, BKNOYAs aHanu3 1 yCTpaHeHue YS3BUMOCTEN U MHbIX HEOOCTATKOB B (PYHKLMOHMPOBAHUM
CUCTEMbI 3aLnTbl MHPOPMaLUN MHPOPMALIMOHHON CUCTEMBI;

OOKYMEHTUPOBaHWE Mpoueayp U pesynbTaToB KOHTpONsa 3a obecrnedeHneM YpoBHS 3alUMLLEHHOCTU
MHdopMaunn, cogepxallencs B MHPOPMaLNOHHON CUCTEME;

NPUHATUE peLleHns no pesynbTaTaM KOHTpons 3a obecrneyeHnem YpPOBHSA  3alLMLLIEHHOCTU
nHopmaumKu, codepxallendcas B MHAPOPMALMOHHOM  cucTEMe, O HeobXoaAMMOCTM  AopaboTku
(MoaepHU3aumMKn) ee cUCTEMbI 3aLLUTLI MHCDOPMALIMN.

KoHTponb 3a obecneyeHnem ypoOBHS  3alULLEHHOCTM  MHOpMauuW, copepxaiwienca B
MHOPMALIMOHHOW CUCTEME, MPOBOAUTCH OMEepaTopoM CaMOCTOATENbHO W (MnM) C  NPUBIIEYEHUEM
opraHmM3aumv, UMeLWen IUUEH3UI0 Ha AeATENbHOCTb MO TEeXHWYECKOM 3awmTe KOHuaeHUManbHOM
nHdopmaumm.

MepuoguyHOCTbL MPOBEAEHUst KOHTPONsS 3a oGecneyeHWeM YPOBHS 3alLMLLEHHOCTU MHGOpMaLuK,
cofepxalleincs B MHOpPMaLUMUOHHON cucTeme 1 Knacca 3aluWEeHHOCTH, YCTaHaBNIMBaeTCs onepaTopoM B
opraHu3aLMoHHO-pacnopAaUTENbHbIX [OKYMeHTax Mo 3alute WHdopMauuMm C y4eToM OcoBGeHHOCTel
(PYHKLUMOHMPOBaHUSA MHGOPMALIMOHHOWM CUCTEMBI, HO He pexe 1 pasa B rof.

MeproanyHOCTb NPOBEAEHMS KOHTpOMs 3a obecrnevyeHneM YpPOBHSA 3alLMULLEHHOCTU WHopMauuw,
copepxawencd B MHMOPMALMOHHBLIX cuctemMax 2 W 3 KNaccoB 3allMLLEHHOCTW, YCTaHaBnMBaeTcs
onepaTtopoM B OpraHm3auMOHHO-PacnopsavTeNbHbIX AOKyMEHTax Mo 3awute uHpopMauum C y4eToM
0cobeHHoCcTeNn (PyHKLUMOHUPOBaHNS MHOPMALIMOHHBIX CUCTEM, HO He pexe 1 pa3a B ABa roga.

(MyHKT gononHuTenbHO BKMoYeH ¢ 27 ceHTabps 2019 roga npukasom ®CTIK Poccunm ot 28 mas
2019 roga N 106)

O6ecneyeHue 3aWmTbl MHOPMaLUM NpU BbiBoAe U3 IKCNyaTauum aTTeCToBaHHOMN
MHOPMALMOHHON CUCTEMbI UNU NOCHe NPUHATUA peLleHUs 06 OKOHYaHUM 06pPaboTku MH(opMaLun
19. O6ecneveHne 3awmuTbl WHGOPMaUMM MNpU  BbIBOAE W3 3KCMyaTtauuum aTTeCcTOBaHHOW
WH(POPMALMOHHOM CUCTEMbI UMW MNOCIe MNPUHATUS pelleHust 00 OKOHYaHuM 0b6paboTkM MHdDopMauun
OCYLLECTBMAETCHA OnepaTtopoM B COOTBETCTBUM C SKCMIyaTaLUMOHHOW AOKYMEHTaLMen Ha cucteMmy 3aliuThbl
MHopMauMm WUHMOPMALMOHHON CUCTEMbI U  OpPraHM3aLMOHHO-PACcNoPAAMTENbHBIMU  LOKYMEHTaMM Mo
3awute nHdpopmMaLmMm U B TOM YMCHe BKITIOYAET:

apxvBupoBaHue uHdopmauun, cogepxatlencs B UHPOPMaLUNOHHON CUCTEME;

YHUYTOXEHNE (CTUPaHUe) OaHHbBIX U OCTAaTOYHOM MHGOPMaLUKU C MaLLUMHHBLIX HOCUTEenen nHdopmMaLmm
N (MMK) YHUYTOXEHWE MaLUMHHBIX HOCUTEenen nHopmaumn.

19.1. ApxuBupoBaHME WHGOPMaUUK, coaepxawenca B WHPOPMALMOHHON CUCTEME, OOSMKHO
OCYLLECTBMNATLCS MPU  HEOBXoAMMOCTM JdarnbHenLero Mcnonb3oBaHus WHgopmaunn B OeATeNbHOCTU
oneparopa.

19.2. YHMYTOXEHME (CTUpaHMe) AaHHbIX W OCTATOYHOM WMHOpMauMM C MalUMHHBLIX HOCUTENEeWn
MHGOPMaLMM NPOM3BOANTCA NPWY HEOOXOAMMOCTU Nepefavy MawwMHHOTO HOocUTensd nHdopmaumm apyromy
Nonb30BaTento MHPOPMALNOHHON CUCTEMbl MM B CTOPOHHME OpraHu3auMv Ans PEMOHTA, TEXHUYECKOro
obcnyXnBaHWsa NN ganbHENLEro YHUYTOXEHUS.

I'Ipvl BblBOAE M3 3KCnnyaTtaumm MallUHHbIX HocuTenen I/IH(*)OpMaLI,I/IM, Ha KOTOPbIX OCYyLeCTBNANNCb
XpaHeHne un o6pa60TKa MHCbOpMaLI,I/II/I, ocyLiecTBnAeTCA CbI/I3I/I‘-IeCKOG YHUYTOXEHME 3TUX MaLUUHHbIX
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HocuTenen nHopmaumu.

lll. TpeboBaHMsA kK MepaM 3aWmTbl MH(hopMaLIMK, copepKallencs B MHPOpPMaLMOHHOM cucteme
20. lMocpencTBOM MCMOSIHEHMS OPraHM3auUOHHBIX U TEXHWYECKUX Mep 3awuTbl MHopmauuw,
onpeaensiemMblx B COOTBETCTBUM C npunoxeHnem Ne 2 k Hactosiwum TpeGoBaHWsSM M peanuayemblx B
MH(OPMALIMOHHOW CUCTEME B paMKax €e CUCTeMbl 3alWuTbl MHGPOPMauMK, B 3aBUCUMOCTU OT Yrpo3s
BesonacHocTH nHcpopmaumn, NCrnonb3yemblX WMHOPMaLIMOHHbIX TEXHOoMNorum "
CTPYKTYPHO-(PYHKLIMOHANBbHbIX XapakTepPUCTUK MHPOPMALMOHHOW CUCTEMbI OCYLLECTBAOTCSA:

a) naeHtTndukaumsa n ayteHTudumkaLmsa cydbbekToB 4OCTyNa U 06BEKTOB JOCTYNa;

©) ynpaBneHue ocTynom cybbekToB fOCTyna k o6bekTamM A0CTyNa;

B) OrpaHnyeHve NporpaMmmHoN cpeap;

r) 3aawmTa MawnHHbIX HocUTenen nHpopmauuu;

4) peructpaums cobbiTun 6e3onacHocTy;

€) aHTMBUPYCHas 3aLwmnTa;

X) 0GHapyxeHue (npegoTBpaLLeHne) BTOPXKEHNI;

3) KOHTPOSb (aHaNU3) 3aLnLLIEHHOCTM UHPOPMALINN;

1) LenoCTHOCTb MHAPOPMALNOHHOW CUCTEMBI U UHGOPMaLUW;

K) OOCTYMHOCTb UH(popMaLnK;

n) 3awmTa cpeapl BUpTyanusauuu;

M) 3aLLMTa TEXHUYECKMX CPEeACTB;

H) 3aWuTa MHPOPMALMOHHON CUCTEMbI, €€ CPeACTB, CUCTEM CBA3U U Nepedayn OaHHbIX;

0) 3awmTa MHPOPMALIMOHHONM CUCTEMBI OT aTak, HanpaBfieHHbIX Ha OTKa3 B 0OCIyXXMBaHWM.

(MyHKT B pegakumun, BBeAEHHOW B Aenctene ¢ 5 Hoabps 2024 roga npukasom PCTOK Poccum ot 28
asrycta 2024 roga N 159. - CM. npegpiayLuyto pegakuuio)

20.1. Mepbl No ngeHTUdUKaLMn 1 ayTeHTUdUKaLMm cyGbekToB OCTyNa U 06bEeKTOB JOCTYNA AOMKHbI
obecneynBaTb NMPUCBOEHUE cyObekTaM U obbekTaM O0CTyna YHMKanbHOro npusHaka (ugeHtudmkaropa),
CpaBHEHWE NpeabsaABnsAeMoro cyobektom (06beKTOM) gocTyna naeHTudmkaTtopa ¢ nepedHeM NpPUCBOEHHbBIX
NOeHTNMKaATOPOB, a TaKkke NPOBEPKY NMPUHAAMNEXHOCTN cyObekTy (06bekTy) AoCcTyna NpeabsBNEHHOIO UM
naeHtTudmkatopa (NoaATBEpPXKAEHUE MNOANTUHHOCTHN).

20.2. Mepbl MO ynpaBreHUO [OCTYNMOM CyObekToB AocTyna K obbektam [ocTyna [OOJSDKHbI
obecneunBaTtb ynpaBreHUe npaBamMu W MpUBUNETNSIMA CYOBEKTOB AOCTyMNa, pasrpaHMyeHne [octyna
cybbekToB AocTyna Kk obbekTam JOCTyrna Ha OCHOBE COBOKYMHOCTWM YCT@HOBIEHHBLIX B MHOPMAaLMOHHON
cucTeMe NMpaBun pasrpaHNyeHns JOCTyNa, a Takke obecneynBaTb KOHTPOSb COOMIOAEHNA STUX NPaBus.

20.3. Mepbl N0 orpaHNYeHno NPorpaMMHON cpefpbl JOMKHBI 06ecneynBaTh YCTAHOBKY U (MnK) 3anyck
TONbKO PA3pPELUEHHOrO K MCMNOMb30BaHMIO B MH(POPMALMOHHOW cMcTEME MPOrpaMMHOro obecrneyeHus unm
NCKNIOYaTb BO3MOXHOCTb YCTaHOBKM U (MnK) 3anycka 3anpeLLeHHOro K UCrnosib30BaHUI0 B MHGOPMaLNOHHOM
cMcTemMe NporpaMMHOro obecneyveHus.

20.4. Mepbl MO 3awmTe MaLUMHHBIX HOcuUTenen uHdopmaumn (cpefcrtBa obpaboTkm (XxpaHeHus)
MHPOPMALMKM, CbEMHbIE MAalUMHHbIE HOCUTENW MHOpMauun) LOIDKHbI  UCKMHOYaTb  BO3MOXHOCTb
HEeCaHKLMOHUPOBAHHOIO AOCTyNa K MalUMHHBbIM HOCUTENSAM M XPaHSLWENCS Ha HUX MHOpMauuMK, a Takke

HeCaHKLMOHNPOBaHHOE NCMNOSIb30BaHNE CbEMHbIX MaLUMHHbLIX HOCUTENen NHopmaLmu.

20.5. Mepbl no peructpauumn cobbiTnin 6e3onacHOCTM AOMKHbI obecneynBaTtb cOOp, 3anNncb, XpaHeHue
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N 3aWwmTy uHopmaumm o cobbiTnax 6e3onacHocTM B MHAPOPMALMOHHOM CUCTEME, a TakKe BO3MOXHOCTb
npocmMoTpa 1 aHanmsa MHopMaLUmM O Takux COBbITUAX U pearnpoBaHNe Ha HUX.

20.6. Mepbl N0 aHTMBMPYCHOW 3alMTe AOOMKHbI 0becneuynmBaTb OOHapyxeHue B MHGOPMaLNOHHOM
cMCTEME KOMMbIOTEPHBIX MporpaMMm IMBo WHOM KOMMbIOTEPHOW WHGOPMaUMK, NpedHasHa4YeHHoOW Ans
HECaHKLMOHUPOBAHHOIO YHUYTOXEHUH, OnokupoBaHus, MOAMMUKaLUM, KOMMPOBAHUS KOMMbIOTEPHON
MHGOPMaLIMM UNN HEWTPpanNu3auum CpeacTB 3awmTel MHpopMauun, a Takke pearMpoBaHue Ha obHapyxeHue
3TUX NporpaMmm 1 nHopmMaLlmm.

20.7. Mepbl no obHapyxeHuto (NpeaoTBpaLLEeHMIO) BTOPXKEHUI OOMKHBI 0becneunBatb obHapyxeHne
OencTBui B UH(OPMaLMOHHON CUCTEME, HanpaBneHHbIX Ha npegHaMepeHHbI HeCaHKUMOHMPOBAHHLIN
OOCTyn K MHopMauuu, cneumanbHble BO3OENCTBUSA HA MHAOPMALIMOHHYI0 CUCTEMY U (MnK) MHOPMaLUIO B
uenax ee A0ObIBaHWS, YHUUTOXEHMS, UCKaXeHus u OnokMpoBaHuMst OOCTyna K MHdopmauun, a Takke
pearmpoBaHue Ha 3T 4eNCTBUS.

20.8. Mepbl No KOHTPONtO (aHanuay) 3alMWEeHHOCT UHpopMaUMKU AOMKHbI o6ecneurBaTb KOHTPOSb
YPOBHS1 3aLLMLLEHHOCTM MHGOpMaUuK, cogepkalleicss B MHADOPMALMOHHON cucTeme, NyTeM MpoBeaeHus
MepONpUSATUIA MO aHanuay 3aliMLEeHHOCTU MHGOPMAaUMOHHOW CUCTEMbI U TECTUPOBaHWID €€ CUCTEMbI
3aLWnTbl MHbopMaLMW.

20.9. Mepbl no obecneyvyeHnto LENOCTHOCTU MHAPOPMALMOHHON CUCTEMbI U MHOPMaUUN LOIDKHbI
obecneuynBaTb OGHapyXeHue (PakTOB HECAHKLMOHMPOBAHHOIO HapyLUeHWs LenoCTHOCTU MHAOPMAaLMOHHON
CMCTEMbI U coaepXallencsa B Herm nHopMaLmm, a Takke BO3MOXHOCTb BOCCTaHOBEHNS MHAOPMaLMOHHON
CUCTEMbI U coaepxallencs B Her nHpopmaumn.

20.10. Mepbl no obecneyeHnto JOCTYNHOCTM UHAOPMAaLMM OOIMKHBI 06ecneynBaTe aBTOPU3OBaAHHbIV
OOCTyn nonb3oBaTenen, MMewLWMX npaBa Mo TakoMmy [AOCTyny, K WHdopmauuu, cogepxallencss B
NH(OPMALIMOHHONM CMCTEME, B LUTATHOM pexnme yHKLUMOHUPOBaHWSA NHAOPMALMOHHON CUCTEMBI.

20.11. Mepbl no 3awuTe cpedbl BUPTyanusaunm AOMKHbI UCKMoYaTb HECaHKLUNMOHNPOBaHHbIM A0CTYN K
nHdpopmaumm, obpabaTbiBaeMon B BUPTyanbHOW WHMPACTPYKTYpPE, U K KOMMOHEHTaM BUPTyanbHON
NMHMPACTPYKTYpbl, @ Takke BO3AEWCTBME Ha WHAMOPMAUMIO M KOMMOHEHTbl, B TOM 4uCne K cpeacTBam
yrnpaBneHnss BMpTyanbHOW WHMPACTPYKTYPOW, MOHWUTOPY BMPTyanbHbIX MaluH (TMnepsBu3opy), cucteme
XpaHeHus JaHHbIX (BKMOYas cMcTeMy XpaHeHus obpasoB BMPTyanbHOW MHAPACTPYKTYpbl), CETU nepegayn
OaHHbIX Yepe3 3reMeHTbl BUPTyarbHOW UM U3nYeckon MHAPaCTPYKTYpbl, rOCTEBLIM OMNepauOHHbIM
cucTtemMam, BUPTyanbHbIM MawuHaMm (KOHTeWHepam), cucTemMe W ceTu pennukauuy, TepMUHarnbHbIM |
BMPTYyanbHbIM YCTPOMUCTBAM, a TaKkKe CUCTEME PE3EPBHOro KONUPOBAHUSA N CO3aBaeMbIM €0 KOMUSM.

20.12. Mepsbl No 3awuTe TEXHUYECKUX CPeACTB AOMKHbl UCKMNoYaTb HECaHKLMOHMPOBAHHBLIN AOCTYN K
CTauMOHapPHBLIM TEXHUYECKUM cpeacTBaM, obpabaTbiBatowmm nHdopmaumio, cpegcteam, obecnevmsaoLum
hyHKLMOHMpPOBaHNE MHAOPMAaLMOHHON cucTembl (ganee - cpeactea obecneyveHns yHKLMOHMPOBAHUS), U B
NnoMeLleHns, B KOTOPbIX OHU MOCTOSIHHO pPacrofoXeHbl, 3alluUTy TeXHUYECKUX CPeacTB OT BHELUHUX
BO3AENCTBMI, a TaKkKe 3aluTy MHdopmauun, npeactaBneHHoN B BuAe MHAOPMATUBHBLIX 3MEKTPUYECKUX
CUrHanoB 1 n3n4ecknx nonen.

20.13. Mepsbl no 3awuTte MHGPOPMALNOHHON CUCTEMBI, €e CPeacTB, CUCTEM CBA3M U Nepefadn gaHHbIX
OOIMKHbI obecneymBaTh 3aWwmuTy MHGOPMAaLMK NPU B3anMOLENCTBUN UH(OPMALMOHHON CUCTEMBI UNKN ee
OTAENbHbIX CEerMeHToB c WNHbIMW MHOPMALMOHHBIMM cuctemamm "
WHPOPMAaLIMOHHO-TENEKOMMYHUKALIMOHHBIMU ceTsamu nocpeacTBoM NPUMEHEHNSs apXMTEKTYpbl
MHPOPMALIMOHHON CUCTEMBI, MPOEKTHLIX PELUEHNI NO €€ cucTeme 3awmThbl MHOPMaLumM, HanpaBreHHbIX Ha
obecneyeHne 3aLWNUTbl MHOpMaLINN.

20.14. Mepbl nNo 3awmte MWHMPOPMALMOHHOMW CUCTEMbI OT arTakK, HarnpasBneHHblX Ha OTka3 B
obcnyxMBaHUN, OOMKHBI MPUHUMATBCSA B OTHOLLEHUN MHOPMALMOHHON CUCTEMbI, UMEIOLLEN NHTEPdENCHI U
CEpPBUCHI, K KOTOpPbIM OOIKEH ObITb obecneyeH NMOCTOSIHHbIN aocTtyn n3
MH(OPMAaLIMOHHO-TENEKOMMYHUKAUMOHHON ceTn "UHTepHeT" (nanee - ceTb "WHTepHeT"), M [OOIMKHbI
npegycmaTtpuBaTh:

a) BbISIBIEHWE MHTEpP(dENCcoB M CEPBUCOB MHEAOPMALMOHHON CUCTEMBI, K KOTOPbIM [OMMKEH ObITb
obecneyeH NOCTOAHHbBIV AOCTYN 13 cetn "MIHTepHeT", onpeaeneHne nx NpUHaaneXXHOCTU U Ha3HaYeHus;
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©) BbigBneHue nybnuyHbIX CeTeBbIX aApecoB, 3aperucTpuMpoBaHHbLIX 3a onepatopoM u (Mnu)
nony4yeHHbIX OT npoBangepa XOCTWHra, W [OOMEHHbIX WMEH, Wucnonb3yembix Ans obecneyeHus
hYHKLMOHMPOBaHUS MHCPOPMALMOHHOWM CUCTEMBI, ONpedeneHne Nx HasHa4vYeHus;

B) BbIIBIEHWE W UCKIHOYEHNE ©3 WMHPOPMALMOHHON CUCTEMbI MHTEPGENCOB U CEPBUCOB
MH(OPMALIMOHHBLIX CUCTEM, K KOTOpbIM obecneyeH goctyn u3 cetn "MHTepHeT", nyGnnyHbIX CeTeBbIX
agpecoB M OOMEHHbIX UMEH, He Mcnonb3yeMblx Ana obecnevyeHns pyHKUMOHMPOBAHNS MHAOPMaLMOHHON
CUCTEMbI U (MNKN) NPUHAATEXHOCTb KOTOPbIX HE YCTAHOBMEHA;

r) doopmMupoBaHMe MNepeyHs pecypcoB ceTn "WVIHTepHeT", C KOTOpbIMM MOXET B3aMMOAeWCTBOBaTb
NHOPMALIMOHHAs CMCTEeMA, BKIIOYAIOLLEro UCXOOALWMA N BXOAALUNIA CeTEBbIE MOTOKW, UX XapaKTePUCTUKN U
ucnonb3dyemble MNPOTOKOMbI (fanee - MaTpuvua KOMMYHMKaUuin MHAPOPMALMOHHON CUCTEMbI C CETbio
"UnTtepHeT");

[) onpenerneHne ceTeBbiX afpecoB, C KOTOPbIMW [OIMKHO ObiTb obGecneyeHo B3auMoneincTBue
MHPOPMALIMOHHON cUCTEeMbl, (POPMMPOBaHME CMMCKa paspeLleHHbIX CeTEeBbIX aApecoB B  YCIOBUSX
peanusauumn aTtak, HanpasfeHHbIX Ha 0TKa3 B 0GCMyXNBaHWK;

€) MCnonb3oBaHWe NpPorpaMMHbIX, NPOrpaMMHO-annapaTHbIX CPeacTB, obecrneumBaloWwmnX aHanus u
VNbTPaLmMIo CeTEBLIX 3anpocoB B COOTBETCTBMM C MATPULLEN KOMMYHMKALUMI MHPOPMAaLMOHHOW CUCTEMBI C
ceTblo "MIHTEpHeT" Ha MaKCMMarbHO BO3MOXHOW CKOPOCTM AN 3TUX KaHanoB CBA3WM M BO3MOXHOCTb
BGrokMpoBaHUS CeTeBbIX 3anpocoB, oObGnagawwux npu3Hakamu artak, HanpaerieHHbIX Ha OTKas B
obcnyXrBaHWKM, Ha CETEBOM W MPUKNAAHOM YPOBHAX MHOPMALMOHHOW CUCTEMBI;

X) HamumuMe [OBYKpPaTHOro pesepBa MNPOMYCKHOW CMOCOBHOCTM KaHanoB nepegayvn  OaHHbIX
OTHOCUTENbHO 06BbEMOB Tpadmka B YCMOBUAX OTCYTCTBMA peanu3auun aTak, HanpaBrfieHHbIX Ha OTKa3 B
obcnyxneaHuy;

3) WCMomnb3oBaHWe [JaHHbIX, MONyYeHHbIX Npu B3aumodencTBMM C LleHTpoM MOHWUTOpWHra W
ynpaBneHns ceTbio cBa3n obiero nonbaosaxus 1(1) ;

(1) MynkT 4 MonoxeHus o LieHTpe MOHMTOPYHIa 1 yNpaBneHus CeTbio CBA3M 06LLEro NonbL30BaHMs,

yTBepXAeHHoro npukasoMm PockomHaasopa ot 31 utonsa 2019 r. Ne 225 (3apernctpmpoBaH MuHioCcTOM
Poccumn 22 Hosa6ps 2019 r., pernctpaumoHHbin Ne 56583), ¢ uIaMeHeHUAMUN, BHECEHHBIMU NPUKa30M
PockomHagsopa ot 24 anpens 2024 r. Ne 73 (3apeructpmupoBaH MuHioctom Poccun 6 nioHs 2024 .,
pernctpaunoHHbin Ne 78486) (ganee - NonoxeHue o LieHTpe MOHUTOpUHra).

(CHocka pononHuTenbsHoO BKMoYeHa ¢ 5 Hoabps 2024 roga npukasom ®CTIK Poccum o1 28 aBrycta
2024 roga N 159)

n) obecneyeHne XpaHeHUs B TeYeHWe Tpex NneT crneayowen nHpopmaumm o gaktax peanusaumu
aTak, HanpaefeHHbIX Ha OTka3 B OOCMNyXWBaHWW: AaTa M BPEMS Hayana v OKOHYaHWsi peanusauuu aTaku,
TMN ataku, o6bem (I6uT/C, ceTeBbIX NAKeTOB/C), NepeyeHb CETEBbIX aApeCOB, ABMNSAOLUXCA UCTOYHUKOM
aTak, U CeTEBbIX a4pecoB, MOABEPXKEHHbIX aTakam, NPUHMMaeMble MepbI.

(MyHKT gononHUTENbHO BKIMHOYEH € 5 HoAGpsa 2024 roga npukazom ®CTIK Poccum ot 28 asrycrta
2024 ropa N 159)

21. Bbibop mep 3awmTbl MHPOpMaLmMn AN UxX peanu3aunm B UHPOPMAaLMOHHON CMCTEME B paMKax ee
CUCTEMBI 3aLUThI MHGYOPMALMK BKITHOYAET:

onpegeneHve 6asoBoro Habopa Mep 3aWwWTbl MHGOPMauUUM ONs  YCTAHOBMIEHHOrO  Knacca
3aLUMLLEHHOCTM WMH(OPMAaLMOHHON CUCTEMbI B COOTBETCTBUM C GasoBbiMW HaGopamy Mep 3aliuTbl
MHbopMaLmK, NpuBeaeHHbIMU B NpunoxeHun N 2 k HacTosAwmm TpeboBaHuAM;

apjanTtaumio 6asoBoro Habopa mep 3aLunThI NUHopmMmaumm NPUMEHNTENBHO K
CTPYKTYPHO-(PYHKLMOHANbHbIM  XapakTepuctukam  MHPOPMALMOHHOW  CUCTEMbI,  MH(OPMAaLMOHHBLIM
TEXHOMOIrMAM, OCOBEHHOCTAM  (DYHKLUMOHMPOBAHUA  MHPOPMALMOHHOW cucTeMbl (B TOM  4ucrne
npegycMaTpuBatoLLyto UCKItoYeHne n3 6a3oBoro Habopa mMep 3awwmTbl MHpopMaLun Mep, HeNoCpPeaCTBEHHO
CBSA3@HHbIX C MHPOPMAaLMOHHLIMU TEXHOMOIMAMU, HE MCNONb3yeMbIMA B MH(POPMAaLNOHHOW cUCTEME, WM
CTPYKTYPHO-(PYHKLMOHAIbHBIMU XapakTePUCTUKaMM, HE CBONCTBEHHLIMU MHAOPMALMOHHON CUCTEME);

yTOYHEeHWe afjanTupoBaHHOro 6a3oBoro Habopa Mep 3aLWmTbl UHPOPMALIUKN C YHETOM He BblIGpaHHbIX
paHee Mep 3awWwuTbl UHOpMaUuW, npuBedeHHbIX B npunoxeHun N 2 k Hactoswwmm TpeboBaHusM, B
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pesynbTate 4ero onpefensTcsa Mepbl  3awuTbl  MHGOpMauuM, obecnedvvBawowme 6HnokMposaHue
(HenTpanusauuo) Bcex yrpo3 6e3onacHoOCTM MHOPMAaLMK, BKHOYEHHbIX B MoAenb yrpo3 6e3onacHoCTM
MHopMauuu;

OonoJfiHeHne yTo4HeHHOro aganTnpoBaHHOIo ©asoBoro Ha60pa Mep 3allinTbl VIHCpOpMaLI,VIVI mMepamu,
obecneunBalLWUMM  BbINOJIHEHNE Tp960BaHVII7I O 3auwute VIHCbOpMaLI,VIVI, YCTaHOBJ1IEHHbIMU  NHbIMU
HOpMaTMBHbIMX NpPaBOBbIMW akTamMun B obnactn 3awmTbl VIH(bOpMaU,VIVI, B TOM 4ucne B obnactu 3aliuThbl
nepcoHarnbHbIX AAaHHbIX.

Ona BbiGopa wMep 3awmTbl WHGOpPMauMM And COOTBETCTBYIOLLEro Kracca 3allULLEeHHOCTU
NHOPMALIMOHHOW CUCTEMbI MPUMEHSIIOTCA METOAMYECKUE OOKYMEHTbl, pa3paboTaHHble U YTBEPKAEHHbIE
®CT3K Poccun B cootBetctBumM ¢ nognyHktom 4 nyHkta 8 [NonoxeHua o depepanbHon cnyxbe no
TEXHUYECKOMY U 3KCMOPTHOMY KOHTPONIO, yTBEPXKAEHHOro Ykasom [pe3ungeHta Poccunckon depepaumm ot
16 aBrycta 2004 roga N 1085.

22. B nHdopMauMOHHON cUCTEME COOTBETCTBYHIOLLENO Krlacca 3allWLLIEHHOCTU B paMKax ee CUCTEMbI
3aWnTbl  MHGOPMauuM [OSKHbl ObiTb peanu3oBaHbl Mepbl 3alWuTbl  MHoOpMauuW, BblOpaHHble B
COOTBETCTBUM C NyHKTOM 21 HacTosiwux TpeboBaHuii 1 obecneumnBatolime GrokmpoBaHue (HeiTpanusawumio)
BCex yrpos 6e3onacHoOCTV MHhopMaLmu.

Mpu aTom B MHpOPMaLMOHHOWN cucTeMe AOMKeH BbiTb, K&K MUHUMYM, peanvu3oBaH aganTUpPOBaHHbIN
6a3oBbli Habop Mep 3awmTbl MHOPMaLUKW, COOTBETCTBYIOLMIN YCTAHOBMEHHOMY KIaccCy 3aluyLeHHOCTU
NHOOPMALIMOHHOW CUCTEMBI.

221, B cnyyae ecnu Mepbl 3aLmThl WHcpopmaumn, peanu3oBaHHble B
NHAOPMaLIMOHHO-TENEKOMMYHUKaLMOHHON WHGPacTPyKType ueHTpa obpaboTkn AaHHbIX, obecneumBaioT
6nokupoBaHune yrpo3 6Ge3onacHoCTM WMHAdOpMauWK, akTyanbHbIX Ans yHKUMOHMpylowen Ha ero Oase
NHAOPMALIMOHHOW  CUCTEMbI, MNPUHATME OOMOMHUTENbHLIX Mep 3awuTbl MHGOPMauuM B AaHHOW
nHdOpMaLMOHHOW cucTeMme He TpebyeTcs. [Npy 3TOM NOMHOMOYMA B YacTW 3aWwmTbl MHPOPMaLUW OOMKHbI
ObiTb  pacnpegeneHbl  Mexgy  onepaTopoM  MH(OPMAaLMOHHOW  CUCTEMbl M onepaTopoMm
NHEOPMALIMOHHO-TENEKOMMYHUKaLMOHHON MHAPPACTPYKTYPbl LeHTpa 06paboTkM AaHHbIX.

(MyHKT gononHuTenbHO BKMoYeH ¢ 27 ceHTabps 2019 roga npukasom ®CTIK Poccunm ot 28 mas
2019 roga N 106)

23. Mpy HEBO3MOXHOCTW peanu3auuy B MHEOPMALIMOHHON CUCTEME B pamMKax ee CUCTEMbI 3aLLUThbI
MHpopMaLIMKN OTAENbHbIX BbIGPaHHbIX Mep 3almTbl MHOPMaLMKM Ha 3Tanax agantauuu 6a3oBoro Habopa
Mep 3aluTbl MHOPMaLUK UNU YTOYHEHUs aganTMpoBaHHOro 6asoBoro Habopa mMep 3awwuTbl MHopMaLLMK
MoryT paspabaTbiBaTbCs WHble (KOMMEHCUpYLLMe) Mepbl 3awuTbl MHGOpMauuu, obecneuymBatolime
afilekBaTHoe 6nokupoBaHue (HelnTpanuaauuio) yrpo3 6e3onacHoCTU MHOPMaLum.

B atom cnyyae B xofde pas3paboTkuM cuUCTEMbl 3aluMTbl MHOPMALMK MHAPOPMALMOHHOW CUCTEMBbI
OOMKHO GbITb NpoBeaeHo 060CHOBaHME NPYMEHEHUS KOMMNEHCUPYIOLIMX Mep 3alimTbl MHopMaumK, a npu
aTTeCTaUMOHHbIX UCMbITAHMSX OLlEeHEeHa A0CTAaTOYHOCTb U afeKBaTHOCTb AaHHbLIX KOMMNEHCUPYIOLWMX Mep Ans
OnokupoBaHusa (HernTpanuaauun) yrpo3 6e3onacHoOCTU MHopMaLmu.

24. Mepbl 3awwmThl MHpOpMaLun BbIOMPaKOTCS U peanum3yoTca B MUHPOPMALMOHHOM CUCTEME B pamKax
ee cuCTeMbl 3aWuTbl MHOPMaLUM C y4eToM Yyrpo3 6e3onacHoCTM MHAOPMaLUn NPUMEHUTENBHO KO BCEM
obbektam M cybbektam JocTyna Ha annapaTHOM, CUMCTEMHOM, NPUKINagHOM M CETEBOM YPOBHSIX, B TOM
ynucne B cpefe BMPTYyanu3auum n obrayvHblX BbIYMCIIEHWIA.

25. OpraHusaunoHHble Mepbl U CpeAcTBa 3aluMTbl MHOPMaLUUK, NpUMeHsieMble B MHGOPMaLMOHHOM
cucTeme, OOMKHbI obecneymBars:

B MH(OPMAaUMOHHbIX cucTemax 1 Kracca 3alyeHHOCTM - 3awuTy OoT yrpo3 6esonacHocTu
MHpopMaLMK, CBA3aAHHbIX C AEUCTBUSIMM HapyLUMTENE C BbICOKMM NMOTEHLUANOM;

B MH(OPMALUMOHHbIX CUCTeMax 2 Kracca 3allWeHHOCTM - 3awuTy OoT yrpo3 6esonacHocTu
MHpopMaLMK, CBA3aHHbIX C AEUCTBUSIMM HapyLUMTENe ¢ NOTEHLMANoM He HIKe YCUITEHHOro 6a3oBoro;

B MH(OPMAaLMOHHBLIX cuUcTemMax 3 Kracca 3allWlieHHOCTM - 3alWuTy OoT Yrpo3 6esonacHocTu
MHbopMaLIMK, CBA3AHHbBIX C AEUCTBUAMM HapyLUUTENeh ¢ NOTeHLManoM He Hike 6a30Boro.
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MoTeHuwan HapywuTenen onpegensdeTcd B XO4e OUEHKM WX BO3MOXHOCTEW, MPOBOAUMON npu
onpegeneHun yrpo3 6e3onacHoCTV MHOpMaLUn B COOTBETCTBUM C MYHKTOM 14.3 HacTosilwmx TpeboBaHWA.

OnepatopoM MOXeT ObiTb MNPUHATO pelleHne O MPUMEHeHUn B MHAMOPMAaLMOHHON cucTeme
COOTBETCTBYIOLLErO Kracca 3allMLEeHHOCTU Mep 3alumTbl MHpopmauum, obecneymsaroLwmx 3awmTy OT yrpos
6e3onacHoOCTM MHdopMaLmMK, peanmadyemMbix HapyLmnTenamm ¢ 6onee BbICOKAM NOTEHLMAMOM.

(MyHkT B pepakumun, BBeAeHHoOW B Aencteue ¢ 26 mapta 2017 roga npukasom ®CTOK Poccum ot 15
deBpans 2017 roga N 27. - CM. npegbiayLuyto pegakuuio)

25 1. OpraHu3aLlMoHHble Mepbl, HarnpasBneHHble Ha 3awuTty MHEGPOPMAaLMOHHON CUCTEMbI OT aTak,
HanpaBlieHHbIX Ha OTKa3 B 00CNy>XMBaHUW, AOMKHbI NpeaycMaTpmBaTh:

a) B3aMMOLENCTBME C rocygapCTBEHHOW CUCTEMOW OBHapyXeHwsi, NpegynpexneHus 1 nukeumgauum
NOCNEeACTBUIN KOMMBLIOTEPHbLIX aTak Ha MHAOPMaLIMOHHbIe pecypckl Poccuiickoin deaepauym 1(2)

1(2) MognyHkT "6" nyHKkTa 2 Ykasa Mpeanaenta Poccuiickon ®eaepaumm ot 22 aekabps 2017 r. Ne 620

"O coBepLUEHCTBOBAHUN rOCY4apCTBEHHON CUCTEMbI OBHapYXeHWs, NpeaynpexaeHns 1 nuksmaauum
NoCNeaCTBUA KOMMBIOTEPHbIX aTak Ha MHAOPMaLMOoHHbIE pecypcbl Poccuinckon ®egepaunn'.

(CHocka pononHuTenbHO BKMoYeHa ¢ 5 Hoabps 2024 roga npukasom ®CTIK Poccum o1 28 asrycta
2024 ropa N 159)

6) B3aumopenNCcTBMe B aBTOMaTU3MPOBAHHOM pexume ¢ LIeHTpOM MOHWUTOpUHIa 1 ynpaBneHusi CeTbio
ceasn obwero nonb3oBaHus 1(3) B pamkax npoTvBOAENCTBMS aTakam, HanpaBrieHHbIM Ha OTKa3 B
obcnyxnBaHuy;

1(3) Mywnkt 5 MonoxeHus o LieHTpe MoHuTOpUHra.\

(CHocka gononHuTenbHO BKMoYeHa ¢ 5 Hoabps 2024 roga npukasom PCTIK Poccuu ot 28 asrycta 2024
roga N 159)

B) B3anMoencTeme ¢ NpoBangepom XOCTMHIa Unu opraHmsaumen, NpeaocTaBnsowen yenyru CBAsu;

F) onpepgeneHne nopsaaka B3auMOAeNncTeusa C HpOBaVIﬂepOM XOCTUHIa wunun opraHmsau,VleVl,
I'IpeD,OCTaBJ'IﬂIOLLI,eIZ ycnyrm cBA3n, no CoBMeCTHOMY 6J'IOKI/IPOBaHI/IIO aTakK, HanpaBJieHHbIX Ha OTKa3 B
O6Cﬂy)KI/IBaHVIVI, N pasrpaHn4eHnto 30H OTBETCTBEHHOCTU NPU TakoM 6]'IOKVIpOBaHI/IVI;

4) obecnedeHne AocTynHOCTU M3 ceTu "MHTepHeT" MHTepdencoB U CepBUCOB MH(OPMAaLMUOHHOWN
CMCTEMBbI, Nognexalmx 3almTe OT aTak, HanpaBfieHHbIX Ha OTKa3 B 0OCny>XMBaHUM, MO COrNMacoBaHUK CO
CTPYKTYPHbIM noAdpas3geneHveM, crneuvanuctamm no 3awute uHdopmauuv Mocne MpPUHATUA Mep no
KOHTpOMO M unbTpaumm KCXOASLIEro M BXOOAWEro ceTteBoro Tpadmka B COOTBETCTBMM C MaTpuuen
KOMMYHMKaLNA MHPOPMaLMOHHOW cucteMsl € ceTbio "MHTepHeT";

e) BO3MOXHOCTb pasmMeLleHns NMHPOpPMaLIMOHHON cucTeMmsl B
NMHOPMaLIMOHHO-TENEKOMMYHUKALUMOHHON MHMPACTPYKTYype npoBalgepa XOCTUHra, obecneuvmBaroLLlero
3alWMTy OT aTaK, HanpaeMneHHbIX Ha oTka3 B OOCMyXMBaHWM, WM  OCYLUECTBIIEHWE  3aLUUTHI
WH(POPMALIMOHHBLIX CUCTEM MyTeEM MepeHanpaBneHns ceTeBoro Tpaduka Ha nporpamMHO-annapaTHble
cpencTBa OpraHuM3auun, okasbiBalowen ycrnyru no KOHTPOM, dunbTpaumm M GrOKMPOBaHUIO CETEBbIX
3anpocoBs, obnagawwmnx npusHakamy artak, HarnpabfeHHbIX Ha OTka3 B OOCMyXvMBaHWM, NPW OTCYTCTBMU
TEXHNYECKOM BO3MOXHOCTW Y onepaTopa CaMOCTOATENbHO OpraHnM3oBaTh 3awuTy MHPOPMALMOHHBLIX CUCTEM
OT aTtak, HanpaBMeHHbIX Ha 0TKa3 B 06CnyXnBaHWU.

(MyHKT gononHUTENbHO BKIMHOYEH € 5 HoAGpsa 2024 roga npukazom ®CTOK Poccum ot 28 aerycrta
2024 ropga N 159)

25 2. [TlporpammHo-annapaTHble Ccpeactsa, WCMosnb3yemble A1  OCYLUECTBIIEHMS  KOHTPONS,
dunbTpaummn n 6NokMpoBaHKsa ceTeBbIX 3anpocoB, obnagatoLmx NnpusHakamy aTak, HanpaBreHHbIX Ha OTKa3
B 06CcnyxmBaHun, AOMKHbI BbITb pacnonoxeHbl Ha TeppuTopun Poccuiickon ®epepauuu.

(MyHKT gononHUTenbHO BKMOYEH ¢ 5 Hosbpsa 2024 ropga npukasom ®CTIK Poccum ot 28 asrycta
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2024 roga N 159)

26. TexHu4yeckne Mepbl 3alWyTbl UHGOPMaUMN peanusyroTcs NMOCPEACTBOM MPUMEHEHUS CPEeACTB
3aWwnTbl MHGOPMaLMK, B TOM Yuclie NMporpaMMHbIX (MporpaMMHo-annapaTHbIX) CPedcTB, B KOTOPbIX OHU
peanu3oBaHbl, UMelLWNX Heobxoanmble dpyHKLMM BGe3onacHocTu. MNpu aToM:

B WH(OPMAUMOHHbLIX cucTemMax 1 Krnacca 3aliMLIEeHHOCTU TMPUMEHSTCA CpeacTBa  3alyuThbl
NHGOpMaLMK He HMKe 4 knacca, a Takke cpeacTBa BblYUCIUTENBHON TEXHUKM He Hke 5 knacca;

B MHOOPMALMOHHbIX CUCTEMax 2 Kracca 3allMEeHHOCTU TMPUMEHSIIOTCS CpPeacTBa  3alluThl
MHopMaLnM He HUXKe 5 Knacca, a Takke CPeAcTBa BblYMCIUTENbHON TEXHUKM HE HUXKe 5 Knacca;

B MH(OPMaUMOHHbLIX CcUCTEMax 3 Khnacca 3allMLLEHHOCTU NPUMEHSIOTCS CcpeacTBa  3awuTbl
nHdopmMaLmm 6 Knacca, a Takke CpefCcTBa BblMUCIUTENBHOM TEXHUKMN He HUXKe 5 knacca.

B uvHdopmaumoHHbIX cucTemax 1 Knacca 3alMLLEHHOCTW NPUYMEHSIITCH cepTUduMUMpoBaHHbIe
cpeacTBa 3almMTbl uHGOpPMauuuM, cooTBeTCcTBylOWwMe 4 wnum Gornee BbLICOKOMY YpPOBHIO pAosepus. B
NMHAOPMALIMOHHBIX CUCTEMAax 2 Krnacca 3alUMLIEHHOCTU MPUMEHSTCH CcepTuduuMpoBaHHbIe cpeacTBa
3aWmTbl MHOPMaLmMK, COOTBETCTBYOWME 5 nnm Gonee BbICOKOMY YPOBHIO AoBepus. B MHMOpMaUMOHHbIX
cuctemax 3 knacca 3aluLLIEHHOCTU NPUMEHSIOTCA CepTUdULMPOBaHHbIE CpeacTBa 3aluMTbl MHOpMaLmK,
cooTBeTCcTBYIOWME 6 unn 6onee BbICOKOMY YPOBHIO JOBEPUS.

(AB3ay B pegakunn, BBegeHHon B Aevnicteue ¢ 1 guBapsa 2021 roga npukasom ®CTIK Poccun ot 28
mas 2019 roga N 106 (c nameHeHusMun, BHeceHHbIMK npukazom PCTOK Poccum ot 27 anpens 2020 roga N
61). - Cm. NpeaplayLUyo pegakumio)

Knaccbl 3awwmTbl U ypOBHM OOBEPUS ONPEAENsTCS B COOTBETCTBUM C HOPMATMBHLIMU MPaBOBLIMM
aktamn O®CTIK Poccun, u3gaHHbIMM B COOTBETCTBUM € noanyHkTom 13.1 nyHkta 8 [lonoxeHus o
depnepanbHoi cnyxbe Mo TEXHUYECKOMY M SKCMIOPTHOMY KOHTPOIIO, YTBEPXAEHHOro YkaszoMm [lpeangeHTa
Poccuiickon ®epepauum ot 16 aBrycta 2004 r. N 1085.

(AB3ay B pegakuun, BBegeHHon B aevicteue ¢ 1 aHBapsa 2021 roga npukasom ®CTIK Poccun ot 28
mas 2019 roga N 106 (c nameHeHusMuH, BHeceHHbIMK npukazoM PCTIK Poccum ot 27 anpens 2020 roga N
61). - Cm. NpeaplayLUyo pegakumio)

B MHgopMaLUWOHHBIX cUCTEMax NMPUMEHAIOTCH CpeacTBa 3almTbl MHoOpMaunn, cepTunLnpoBaHHbIe
Ha cooTBeTCTBME 06sA3aTenbHbiM TpeboBaHam no 6e3onacHoOCTM MHopmaumu, yctaHoBneHHsiM ®CTIK
Poccun, wvnn Ha cootBeTcTBME TpebOBaHUSAM, YKa3aHHbIM B TEXHMYECKUX YCMOBUSIX (3adaHusx Mo
6e3onacHoctn). MNpy aTomM dyHKUMM Be3onacHOCTU TakMx cpeacTB AOIMKHbI obecrneuvvBaTth BbINOSIHEHUE
HacTosAwmx TpeboBaHuWN.

(MyHKT B pegakuun, BBeaeHHoOW B Aenctene ¢ 26 mapta 2017 roga npukaszom ®CTIK Poccun ot 15
deBpans 2017 roga N 27. - CM. npeabiayLuyto pefakuuio)

26.1. lNMpun NpoeKkTUpoBaHUN BHOBbL CO34aBaEMbIX MU MOAEPHU3UPYEMbBIX MHPOPMAaLIMOHHLIX CUCTEM,
UMEILLMX AO0CTYN K ceTu "MIHTEepHeT", AOIKHbI BbIBUPaThCA MapLIpyTU3aTopbl 2, CepTUOULMPOBAHHbIE Ha

cooTBeTCcTBME TpeboBaHusiM no Oe3onacHOCTU MHdOopMauun (B 4YacTu peanu3oBaHHbIX B HUX OYHKLMNA
6esonacHocTw).

(MyHKT gononHuTenbHO BKMYeH ¢ 27 ceHTabps 2019 roga npukasom ®CTIK Poccunm ot 28 mas
2019 roga N 106; B pegakuun, BBe4eHHON B Aencteme ¢ 5 Hosabpsa 2024 roga npukasom CTIK Pocecum ot
28 aBrycta 2024 roga N 159. - CM. npepiayLuyto pegakumio)

2MyHkT 4 rnasbl 1l Knaccudukaumm cpeacts nporpaMMHOro, TeXHUYEcKoro obecnedeHnsi, paboT u

ycnyr (npunoxexnve N 2 k MeTognyecknm ykazaHUsIM Mo OCYLLECTBIIEHWNIO y4eTa MHPOPMALMOHHBIX CUCTEM
N KOMMOHEHTOB WHMOPMALMOHHO-TENEKOMMYHUKALMOHHON WHPPACTPYKTYpbl, YTBEPXKAEHHBLIM MPUKA30M
MwuHkomeBsiau Poccum ot 31 mas 2013 1. N 127).

(CHocka pononHuTenbHO BKMOYeHa ¢ 27 ceHTsaops 2019 roga npukazom PCTOK Poccum ot 28 mas
2019 roga N 106)

27. B cny4yae obpaboTkn B MHPOPMaLMOHHON cucTeme MHdOopMauuKn, coaepXallell nepcoHarnbHble
OaHHble, peanu3yemMble B COOTBETCTBMM C MyHKTamu 21 u 22 HacToswmx TpeboBaHWA Mepbl 3aliuThbl
WHpopmaumu:
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Ana MHopMauMoHHOW cucTembl 1 knacca 3awumuieHHocTn obecneuumBaroT 1, 2, 3 U 4 ypoOBHMU
3aLlMLULEHHOCTI NEepCOoHarnbHbIX AAaHHbIX;

* YcTaHaBNMBaeTCsl B COOTBETCTBUM C TpeboBaHMSMM K 3aliMTe MNepCOHarbHbIX OAHHbIX MpU UX
00paboTke B MHMOPMALMOHHBLIX CUCTEMAX MNEepPCOHasNbHbIX AaHHbIX, YTBEPXOEHHbIMW MOCTAHOBMEHNEM
MpaButenbcrtBa Poccuiickon deagepaumm ot 1 Hos10ps 2012 roga N 1119.

ANna WHMOPMALMOHHON CcUCTeMbl 2 Knacca 3alumiuieHHocTu obecneumBaloT 2, 3 U 4 ypOBHMU
3aLMLLEHHOCTI NEepPCOoHarnbHbIX AAaHHbIX;

* YcTaHaBnvBaeTcs B COOTBETCTBMU C TpeboBaHMAMM K 3alimuTe nepCcoHanbHbIX AaHHbIX NPU KX
0bpaboTke B WMHMOPMALMOHHBIX CUCTEMAX MEPCOHamNbHbIX AAHHbLIX, YTBEPXOEHHbIMW NOCTAHOBIIEHMEM
MpasuTtensctea Poccuiickon Pepepaumm ot 1 Hosi6psa 2012 roga N 1119.

ana  MHOPMaLUMOHHOM cucTembl 3  Kkracca 3alulieHHOCTM obecneunBaloT 3 M 4 ypOBHMU
3aLUULLIEHHOCTM NEePCOHarbHbIX AaHHbIX®;

* YcTaHaBnMBaeTCs B COOTBETCTBUM C TpeboBaHMAMW K 3awmTe NepCcoHanbHbIX AaHHbIX NPU WX
06paboTke B MHEOPMALMOHHBIX CUCTEMAax MNEepCOHarbHbIX AaHHbIX, YTBEPXAEHHBIMW MOCTAaHOBIIEHMEM
MpasuTtensctBa Poccuiickon Pepepaumm ot 1 Hosi6psa 2012 roga N 1119.

ab3au ncknioveH ¢ 26 mapta 2017 roga - npukasd ®CTIK Poccun ot 15 despans 2017 roga N 27 -
CM. NpeAblAayLLyo peaakuuio.

28. lNpw ncnonb3oBaHUM B MHAPOPMAaLMOHHBLIX CUCTEMAx HOBbIX WHMOPMALUMOHHbBIX TEXHOMOMUN U
BbISIBNIEHNN AOMOMNHUTENbHBIX Yrpo3 6esonacHOCTM WMHopmauun, Ans KOTOpbIX He onpegeneHbl Mepbl
3aWmThl MHpOpMaLMK, AOMKHbI pa3pabaTbiBaTbCAd KOMMNEHCMPYOLME Mepbl B COOTBETCTBUM C MYHKTOM 23
HacTosAwmx TpeboBaHuWN.

Mpunoxexne N 1
k TpeboBaHusam

OnpepeneHue Knacca 3awuLLEHHOCTU MHPOPMaLIMOHHOW CUCTEMBI
(c nsmeHeHuamu Ha 15 cespansa 2017 roga)

1. Knacc 3awuueHHocTM nHdopmMaLunoHHon cuctemsl (nepsbli knacc (K1), BTopon knacc (K2), TpeTuin
knacc (K3)) onpegensieTca B 3aBMCMMOCTU OT YPOBHS 3Ha4YMMocTu uHdopmaumm (Y3), obpabaTteiBaemon B
3TON UHPOPMALIMOHHOW CUCTEME, U MacliTaba MHPOPMALIMOHHONM cUCTEMbI (headepanbHbli, pErMOHarbHbIN,
06BHEKTOBbIN).

(AB3ay B pegakumu, BBegeHHon B gerictene ¢ 26 mapta 2017 roga npukaszom ®CTIK Poccun ot 15
deBpans 2017 roga N 27. - CM. npeabiayLuyto pefakuuio)

Knacc 3awmweHHoctr (K) = [ypoBeHb 3Ha4YMMOCTK MHGbOpMaLuK; macwtab cuctemsi).

2. YpoBeHb 3HAYMMOCTVM MWHOPMaLUN OMNpedenseTcs CTeneHbld BO3MOXHOIO yulepba ang
obnapatenss uHdopmauum (3akasumka) wu (unm) onepaTopa OT HapylweHus KOH(UAEHUMAIbHOCTU
(HenpaBoMepHble  [OCTYMN, KOMMPOBaHWe, MNpPeAoCTaBlieHMe WM pacnpoCTpPaHEHUE), LENOCTHOCTU
(HenNpaBOMEpHbIE  YHUYTOXEHUE WM MoAUUUUPOBAHME) UMW JOCTYMHOCTM  (HEnpaBoOMepHOoe
6roknpoBaHue) nHdopmaLnm.

Y3 = [(koHbmaeHUManbHOCTb, CTeNeHb yulepba) (LenocTHOCTb, CTeneHb yuepba) (4OCTYNHOCTb, CTENEHb
ywepba)],
roe cTeneHb BO3MOXHOMO yuiepba onpenensetcsa obnagartenem vHdopmauumn (3akasvymkom) u (1nm)
ornepaTopoM CaMOCTOATENBHO SKCMEPTHBLIM UMN UHBIMW METOAAMU U MOXET ObITb:

BbICOKOW, €CnM B pe3ynbTaTe HapyLleHUss O[HOro M3 CBOWCTB 0es3onacHOCTM MHGOpMaLmm
(koHdUAEHUMANBHOCTU, LENOCTHOCTH, AOCTYMHOCTM) BO3MOXHbI CYLLECTBEHHbIE HEraTuBHbIE MOCNEACTBUS B
coumanbHON, MNONMUTUYECKON, MEXOYHAPOAHOW, 3KOHOMUYECKOW, (PMHAHCOBOM WIM UMHbIX 06nacTsax
AesaTensHocTN U (Mnn) nHdopMaLmoHHasa cuctema u (Mnu) onepatop (obnagatens MHpopmauun) He MoryT
BbINOSHATb BO3IOXEHHbIE HA HUX (DYHKLMK;
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cpedHen, ecnu B pesynbTaTe HapylleHus OAHOro u3 CBOWCTB 6e3onacHoCTM uHdopMaumm
(koHUAEHUMANBHOCTH, LENOCTHOCTU, OOCTYMHOCTU) BO3MOXHbI YMEPEHHbIE HeraTUBHbIE MOCHeaCcTBMSA B
coumanbHON, MNONMUTUYECKON, MEXAYHAPOAHOW, 3KOHOMUYECKOW, (PMHAHCOBOM WIMM  UHbIX 06nacTsx
aedarenbHocTu n (Mnn) nHpopmaumoHHasa cuctema m (unu) onepatop (obnagarens nHopmMaLmm) He MoryT
BbINOMHATb XOTS1 Obl OHY M3 BO3MOXEHHbIX HA HUX PYHKUNIA;

HU3KOW, €ecnn B pesynbTaTe HapyleHus OAHOro u3 CBOWCTB 6e30nacHOCTM  MHGOPMaL MK
(koHpMaeHUManeHOCTK,  LENOCTHOCTM,  OOCTYMHOCTW)  BO3MOXHbI  HE3HauuMTeNnbHble  HeraTuBHblE
nocneacTeus B COUManbHOW, MOMUTUYECKOW, MEXAYHapOAHOMW, 9KOHOMUYECKOW, (PUHAHCOBOW WMU MHbIX
obnactax geatensHOCTM U (Mnn) nHdopMaLMoHHasa cuctema u (unn) onepatop (obnagarens nHgopmaLmm)
MOTYT BbIMOMHATL BO3MOXEHHbIE HA HUX PYHKUUU C HEJOCTAaTOYHOW 3(PPEKTUBHOCTLIO UMW BbINONHEHNE
PYHKLNIA BO3MOXHO TOSTbKO C MPUBEYEHMEM AOMOSTHUTENbHBIX CUM U CPEACTB.

WHdopmauus nmeeT BbICOKMI ypoBeHb 3Haummoctn (Y3 1), ecnm xota Obl ANs OAHOIO U3 CBOWCTB
6esonacHocTn MHdopMaumn (koHPUOEHUMANbHOCTU, LEeNoCTHOCTU, OOCTYMHOCTU) OnpefeneHa BbiCOKas
cTeneHb yuwepba. MiHdpopmaumsa umeeTt cpeaHuin ypoBeHb 3HaummocTtu (Y3 2), ecnu xoTs 6bl Anst ogHOro u3
CBOWCTB ©Oe3onacHoCcTU MHopmMauun (koHUOEHUManbLHOCTN, LeNTOCTHOCTM, OOCTYMHOCTWU) onpegerneHa
cpegHsia cteneHb yuwepba M HET HM OLQHOTO CBOWCTBA, AONS KOTOPOro OnpederieHa BbICOKas CTeneHb
yuwepba. MHdopmaums nmeeT HU3Kni ypoBeHb 3HaunumocTn (Y3 3), ecnu ansa Bcex cBoMcTB 6e30nacHOCTU
nHcpopmaumm (KoHPUAEHUMANBHOCTH, LLENOCTHOCTN, AOCTYNHOCTN) OnpeaerieHbl HA3KNeE cTeneHu yuiepba.

AbB3ay nckntoveH ¢ 26 mapta 2017 roga - npukas CTIK Poccum ot 15 cespana 2017 roga N 27. -
CwMm. npeppiayLyo peaakuumio.

Mpu ob6paboTke B MHPOPMALIMOHHOM CUCTEME ABYX U Bonee BUOOB MHopmaumn (cnyxebHas TavHa,
HanoroBasi TalHa W WHble YCTaHOBMNEHHble 3akoHodatenbcTBOoM Poccuiickon ®epepaunmn Buabl
WHopMaLnM OrpaHMYEeHHOro A0CTyna) ypoBeHb 3HAYMMOCTU MHopMaumu (Y3) onpedenarca otaenbHo
Ons Kaxgoro Buaa wHdopmauun. WToroebii ypoBeHb 3HauYMMocTM uHdopmauumu, obpabaTbiBaeMoln B
MH(OPMALIMOHHOW CUCTEME, YCTaHABNMBAETCS MO HAUBLICLLIMM 3HAYEHUSIM CTEMEHN BO3MOXHOIO yuiepba,
onpefeneHHeiM Ans  KOHpMAEHLUManbHOCTU, LENOCTHOCTU, AOCTYMHOCTU WH(OPMaLMM KaXgoro Buaa
NMHpopmaunu.

3. WHdopmaunoHHas cuctema mmeeT defepanbHblil Macwtab, ecnu oHa (YHKUMOHMPYET Ha
TeppuTopumn Poccuiickon ®egepaunm (B npegenax degepansHOro okpyra) 1 UMeeT CerMeHTbl B cyObekTax
Poccuickon ®egepauun, MyHUUMNanbHbIX 06pa3oBaHusaX 1 (UNu) opraHu3aumsx.

MH(*)OpMaLI,VIOHHa‘iI cucremMa wummMmeet peFMOHaﬂbeIVI mMacwTab, ecnu oHa (byHKLI,I/IOHVIpyeT Ha
Tepputopun CY6'beKTa Poccunckon Cbe,u,epau,vm n mMeetr cerMeHtbl B OAHOM WM  HECKOJIbKUX
MyHUUMNanbHbIX O6pa30BaHI/IF|X n (I/IJ'IM) noaBegoMCTBEHHbIX U NHbIX OpraHn3aunax.

MHdopmauuoHHasa cuctema nmeeT OOBHEKTOBLIM MacliTad, ecnn oHa YHKLMOHMPYET Ha OObekTax
OAHOro denepanbHOro opraHa roCy4apCTBEHHOW BMacTW, OpraHa rocydapCTBEHHOW BnacTu cybbekta
Poccuiickon ®epepauumn, MyHMumMnanbHOro obpasoBaHus U (Mnv) opraHM3auun M He MMEET CErMeHTOB B
TeppuTopuarnbHbIX  OpraHax, npeacTaBuTenbCTBax, unmanax, NOABEOOMCTBEHHBIX U WHbIX
opraHusaumsix.

4. Knacc 3awuLeHHOCTH I/IHd)OpMaLJ,I/IOHHOIZ CUCTEMBI OonpeaendeTcAa B COOTBETCTBUN C Tabnuuen:

YpOBEHb 3HAYNMOCTH MacwwTtab nHdopmaLnoHHOM CUCTEMBI
MHdopmMaumm depepanbHbiv PernoHanbHbIn OGbEeKTOBEIN
Y31 K1 K1 K1
Y32 K1 K2 K2
¥33 K2 K3 K3
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(MyHkT B pepakumun, BBeAeHHoW B aencteue ¢ 26 mapta 2017 roga npukaszom ®CTIK Poccum ot 15
deBpans 2017 roga N 27. - Cm. npeabiayLuyto pegakuunio)

Mpunoxexne N 2
kK TpeboBaHuAM

(B pepakumu, BBEAEHHON B AeNCTBNE

¢ 26 mapta 2017 roga

npukazom PCTIK Poccuum

ot 15 cbespans 2017 roga N 27. -
CM. npeapbiayLyto peaakunio)

CoctaB Mep 3alunTbl VIHCbOpMaLWIVI M nx 6asoBble Haﬁopbl AnA COOTBEeTCTBYHLIEro Knacca
3almnieHHOCTH MH(*)OpMaLIVIOHHOVI CUCTeMbl

YcnoBHoe
obo3HayeHne

1 HOMep Mepbl

Mepbl 3aWnTbl MHGOPMAaLMK B MHEOPMALIMOHHBLIX CUCTEMaX

Knaccbl 3awmeHHocTm
WHOPMALMOHHON CUCTEMBI

3 2 1

.U

neHTndunkauma n ayteHTndnkauma cybbektoB goctyna n obwektos goctyna (MAD)

NAD.1

WaeHTudmkaums n ayteHTudmkaumsi nons3osartenen,
saBnsAlwmuxca paboTHMkaMum onepaTtopa

+ + +

NAD.2

WpaeHTudurkaums n ayteHTudmkaumns yCTponcTs, B TOM Yncne
CTaLMOHApPHbIX, MOBWIBHBIX U MOPTATUBHbBIX

NAD.3

YnpaBneHue ngeHtndukatopamm, B TOM Y1Cre co3gaHue,
npuceoeHne, YyHU4TOXeHne naeHTUdnKaTopoB

NAD.4

YnpaBneHue cpeactBamu ayTeHTUdUKaLUK, B TOM Yncne
XpaHeHue, Bbigava, uHuumanusauus, 6nokmposaHue cpeacTs
ayTeHTUUKaLUM 1 NPUHATME Mep B cryyae yTpathbl U (Unu)
KoMMpomeTaLuMn cpeacTs ayTeHTUdMKaLMK

NAD.5

3awmTa obpaTHol CBA3N Npy BBOAE ayTEHTUMUKALMOHHOW
WMHopmaLmm

NAD.6

WaeHTudpmkaums un ayteHtudmkaumns nons3osaTtenem, He
ABNSOLWMXCA paboTHMKaMy onepaTopa (BHELLHUX
nonb3oBaTenemn)

NAD.7

NoeHTudmkaums n ayteHTudmkaums oobektoB annosom
CUCTEMBI, 3aMyCKaeMbIX U UCNOMHSAEMbIX MOAYNeN, 06beKToB
cucTeM ynpasneHus 6a3amu AaHHbIX, 0O LEKTOB, CO3aaBaeMbIX
npuKnagHbiM 1 cneumanbHbiM NPorpaMMHbIM obecriedeHnem,
WHbIX 06BEKTOB JoCTyNa

Il. YnpaBneHue poctynom cybbekToB AocTyna k o6bektam goctyna (YI[a)

yna.1

YnpasneHue (3aBegeHue, akTueauus, 6roKMpoBaHme 1
YHUYTOXEHME) YYETHbIMM 3anncaMmn Nonb3oBaTteneil, B ToM
yucrne BHeLLHWX nonb3oBarenen

+ + +

yna.2

Peanu3sauus Heo6xoanMbIX METOA0B (AMCKPELMOHHbIN,
MaHOaTHbIW, PONEeBOW UMW UHON MeTof), TUMOB (YTEHUe,
3anu1cb, BbINOMHEHWE UMW UHOW TUM) U NPaBuWIT pasrpaHnyeHust
Jocrtyna

yna.3

YnpaeneHve (punbTpaums, MapLupyTU3aLms, KOHTPOIb
COefIMHEHWIA, OiHOHaNPaBnNeHHasl Nnepegaya U UHble cnocobbl
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ynpasneHus) HOOPMaLMOHHBLIMU NOTOKaMU MEXAY
YCTPONCTBaMU, CErMeHTaMn MHPOPMaLIMOHHOW CUCTEMBI, @
Takke mexay MHHOPMaLNOHHBIMU CUCTEMaMu

yna.4

PaspgeneHune nonHomounii (ponew) nons3osartenew,
aAMWHMCTPATOPOB 1 NuL, o6ecnevmBaroLLmxX
YHKLMOHUPOBaHNE MHOOPMAaLIMOHHON CUCTEMBI

yna.s

HasHaveHvne MuHMMansHO HeobXxoauMbIX NpaB U NPUBUNErUIA
nonb3oBaTenam, agMMHUCTPATopaM 1 nuuam,
obecneymBaloLLmMM PyHKLMOHMPOBaHWE MHPOPMALIMOHHOM
cucTeMsl

yna.e

OrpaHunyeHne HeycneLHbIX NOMbLITOK BXOAAa B
NHMOPMALMOHHYIO cucTemy (BocTyna K MHpopmaLoHHOM
cucreme)

yna.7

MpenynpexaeHune nonb3oBaTens Npu ero BXoae B
WMH(OPMALMOHHYO CUCTEMY O TOM, YTO B MHCpOPMaLMOHHON
cUCTEME peann3oBaHbl Mephbl 3aLWmTbl UHGopMaumm, u o
Heo6XoaMMOCTH COOMIOAEHUSA UM YCTaHOBIEHHbIX ONepaTopoM
npaeun obpaboTkn MHopmauun

yna.s

OnoBelLeHWe Nonb3oBaTens Nocrie YCneLHoro Bxoaa B
MHDOPMAaLMOHHYI0 CUCTEMY O ero MpeabiayLiem Bxoae B
MHPOPMAaLIMOHHYIO CUCTEMY

yna.9o

OrpaHunyeHune yncna napannenbHbIX CeaHCcoB JoCTyna Ans
KaXX[oW y4eTHOW 3anucu nonb3oBaTtens HMOPMaLMOHHON
cucTemsl

yrng.10

BnokupoBaHue ceaHca goctyna B MHPOPMALUVOHHYO CUCTEMY
nocne ycTaHOBIIEHHOrO BpemeHn 6e3aencTBms (HeaKTUBHOCTK)
nonb3oBaTens unm no ero 3anpocy

yng.11

PaspelueHune (3anpeT) AencTBuiA nonb3oBartenen,
pa3peLUeHHbIX 40 MaoeHTUdUKaLmMm n ayteHTudmkaumm

yrng.12

Mopopepxka n coxpaHeHne aTpmbyToB 6e3onacHoCTM (MeToK
6e3onacHoCTK), CBA3aHHbIX C MHOpMaL el B npoLecce ee
XpaHeHus n 06paboTkm

yrng.13

Peanusauus salmiLeHHOro YAaneHHoro 4oCTyna CyObeKkToB
J0CTyrna K 06beKkTaM J0CTyrna Yepes BHeLLHNe
MHDOPMALIVOHHO-TENIEKOMMYHUKALIMOHHbIE CETU

yrng.14

PernameHTauuns 1 KOHTPOSb UCNONb30BaHNSA B
NHOPMaLMOHHON cncTeme TexHornornin 6ecnpoBogHOro
aoctyna

yrng.15

PernameHTtauus n KOHTPOJIb NCMONb30BaHNA B
I/IHCbOpMaLI.I/IOHHOVI cucteMme MoBUNbHbIX TEXHUYECKMX cpencte

yrna.16

YnpasneHvne B3avuMoaencTenem ¢ MHPOPMaLMOHHbIMU
CMCTEMaMM CTOPOHHUX OpraHusauui (BHeLHue
MHPOPMAaLIMOHHbIE CUCTEMBI)

ynp.17

Ob6ecneyeHre JOBEPEHHO 3arpy3Kku CPeACTB BbIYUCITUTENBHOM
TEXHUKM

lll. OrpaHunyenne nporpammHon cpeabl (OlNC)

OoricA1

YnpaeneHve 3anyckom (06paLleHUsiM1) KOMMNOHEHTOB
nporpamMMHoro oGecneyeHusl, B TOM Yncre onpeaeneHve
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3anyckaeMbiX KOMNOHEHTOB, HAaCTPOMKa NapaMeTpoB 3anycka
KOMTMOHEHTOB, KOHTPOb 3a 3aMnyCKOM KOMMOHEHTOB
nporpammHoro obecneyeHus

oric.2

YnpaBneHve ycTaHOBKOMN (MHCTannsAumMen) KOMnoHEHTOB
nporpammHoro obecneyeHns, B TOM Ynucne onpeaeneHve
KOMMOHEHTOB, NOoAneXallnx yCcTaHoOBKe, HacTponka napameTpoB
YCTaHOBKM KOMMOHEHTOB, KOHTPOSb 38 YCTAHOBKOM
KOMMOHEHTOB MpOorpammHoro obecneyeHns

onc.3

YcTaHoBKa (MHCTannsaums) TONbKO paspeLleHHoro K
NCMNONb30BaHWIO NMPOrpamMmmHoro obecneveHus u (unu) ero
KOMMOHEHTOB

oric.4

YnpaBneHve BpemMeHHbIMU harinammn, B TOM Yucrne 3anper,
paspeLlleHune, nepeHanpasneHve 3anncu, yaaneHme BpeMeHHbIX
bannos

IV. BawmTa MalwmnHHbIX HocuTenen nuHdopmauum (3HW)

3HN.1

Y4yeT MalrHHBIX HocuTenen nHpopmavmm

3HN.2

YnpaBneHue gOCTyNOM K MaLUMHHbIM HOCUTENSIM MHopMaLmn

3HN.3

KoHTponb nepemMeLLeHns MalnHHbIX HocuTenen nHgpopmauun
3a npeperbl KOHTPONUPYEMOW 30HbI

3HN.4

WcknioyeHne BO3MOXXHOCTU HECAHKLIMOHNPOBAHHOIO
03HaKOMMEHNs C coaepXaHneMm MHopMaLuun, XpaHaLWwencs Ha
MaLLUMHHbBIX HOCUTENSIX, U (M) MCNONBb30BaHWA HocuTenemn
nHpopmMaLmm B MHbIX MHPOPMALIMOHHBIX CUCTEMaX

3HWN.5

KoHTponb ncnonb3oBaHust MHTEpGENCOB BBOAA (BbIBOAA)
nHpopMaLmmn Ha MaLLMHHbBIE HOCUTENW MHpopMaumn

3HWN.6

KoHTponb BBOAA (BbIBOAA) MHPOPMALIMM HA MALUMHHbIE
HocuTenu uHdopmauum

3HN.7

KoHTpOmnb NogKnioYeHnsa MaluMHHBIX HocuTenen nicpopmauun

3HN.8

YHuuTOoXeHue (CTpaHne) nHopmaumm Ha MaLLUMHHbIX
HOCUTEeNsX Npu NX nepegaye Mexay nonb3oBaTensmu, B
CTOPOHHMWE OpraHu3auun Ans peMoHTa Unm yTunm3aumm, a
TaKKe KOHTPOSb YHUYTOXEHUS (CTUPaHUS)

V. Peructpaums cobbituin 6esonacHoctv (PCB)

PCB.1

OnpepaeneHve cobbiTuin 6e3onacHOCTH, noanexalmx
perucTpaLmm, u CPOKOB UX XpaHeHUs

PCB.2

OnpepaeneHne coctaBa 1 cogepxaHusa MHpopmauum o
coObITUsIX 6e30MacHOCTU, NOANEeXaLUnx pernctpaunuum

PCB.3

C6op, 3an1chb 1 XpaHeHne HopMaLum 0 coBbITUAX
6e30MnacHOCTU B TeYeHNe YCTaHOBEHHOrO BPEMEHWN XpaHeHUs

PCB.4

PearnpoBaHue Ha cboun npu pernctpauum cobbITuii
6e3omnacHocTH, B TOM Yucrie annapaTtHble 1 NporpaMMHbIe
oLmbku, cbon B MexaHuamax cbopa nHcdopmauum n
[OCTUXKEHWe npefena unu nepenornHeHust obbema (EMKOCTH)
namsaTu

PCB.5

MOHMTOPUHT (MPOCMOTP, aHanu3) pe3ynsTaTtoB perucTpauum
co6GbITUI Ge30MacHOCTU U pearmpoBaHue Ha HUX
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PCB.6

"eHepupoBaHue BpeMeHHbIX METOK U (Mnn) CUHXPOHM3aLNS
CUCTEMHOro BpeMeHu B MHOOPMaLMOHHON cucteme

PCB.7

3awuTa nHpopmaumm o cobbiTnsix 6esonacHocTu

PCBE.8

O6ecneyeHne BO3MOXHOCTM NPOCMOTpa 1 aHanusa
nHOpMaLUMM 0 AENCTBUSIX OTAENbHbIX MONb30oBaTenen B
WH(OPMALMOHHON cucTemMe

VI. AHTuBMpYcHas 3awuta (AB3)

AB3.1

Peanu3auusa aHTMBMPYCHON 3aLUmThl

AB3.2

O6HoBneHne 6a3bl AaHHbIX NMPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHBIX MpOrpamMmm (BUpYCOB)

VII. O6HapyxeHne BTopxxeHuin (COB)

COB1

OOGHapy»xeHne BTOPXXEHUI

COB.2

O6GHoBneHWe 6asbl peLlaoLwmx NpaBsun

VIIl. KoHTponb (aHanu3) 3awuieHHocT nHpopmaumm (AH3)

AHS.1

BbisBneHve, aHan1a ya3sMMocTen MHMOPMaLMOHHON CUCTEMBI
1 onepaTMBHOE YCTPaHEHNEe BHOBb BbISBIIEHHbIX YS3BUMOCTEWN

AH3.2

KoHTposb ycTaHOBKM OGHOBMEHUI NPOrpaMMHOro
obecneyeHusi, BKNoyasi OGHOBIIEHWE NPOrpaMMHOro
obecrneyeHnsi cpeacTs 3aLMThl MHPOPMaLUK

AH3.3

KoHTposnb paboTocnocoGHOCTH, MapaMeTpoB HACTPOKA U
NPaBUIIbHOCTU (PYHKLIMOHMPOBAHKSA NPOrPamMMHOIo
obecrneyeHuns 1 cpeacTs 3almUTLl MHopMaLm

AH3.4

KoHTponb cocTaBa TEXHUYECKNX CPEACTB, MPOrpaMMHOro
obecneveHuns n CpeacTB 3alumTbl MHpopmaLmm

AH3.5

KoHTporb npasun reHepaumn 1 CMeHbl naponen
nonb3oBaTenen, 3aBefeHns 1 yaaneHns y4eTHbIX 3anncen
nonb3oBaTenen, peanusaummn npasun pasrpaHu4eHns
[OCTYMNOM, NOSTHOMOYUI Mofb3oBaTenen B MHPOpMaLMOHHON
cucteme

IX. ObecneyveHne LENOCTHOCTU MH(POPMALMOHHOM cucTeMbl 1 MHdopmauun (O

L)

ou.1

KoHTponb LenocTHOCTM NporpaMmMHOro obecneveHuns, BKMoYas
nporpaMmmMmHoe obecneveHne CpeacTB 3aLmTbl UHopMaLmmn

oun.2

KOHTpoOnb LenocTHOCTM MHpopMaLImMK, coaepxalleics B 6asax
JaHHbIX MHOPMALIMOHHON CUCTEMBI

oun.3

ObGecneveHne BO3MOXHOCTM BOCCTAHOBINEHMS MPOrPaMMHOro
obecneyeHunst, BKMNoYas nporpammHoe obecrneyeHne cpeacTs
3aLmMThl MHOpPMaLUMK, NPU BO3HUKHOBEHUWN HELLTATHBLIX
cuTyaumn

ouf4

OB6HapyxeHue 1 pearvpoBaHue Ha NoCTynneHne B
MHPOPMaLIMOHHYIO CUCTEMY He3anpalumBaeMblX ANEKTPOHHbIX
coobLeHMn (Ncem, JOKYMEHTOB) U UHOW MHpopMaLun, He
OTHOCSILLMXCSH K (DYHKLMOHNPOBAHNIO MHEPOPMaLIMOHHON
CUCTEMBI (3aluMTa OT crnama)
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ouns

KoHTponb copepxaHuns nHdopmaunm, nepefasaemomn us
NHOPMaLMOHHON CUCTEMBI (KOHTEVHEPHbIW, OCHOBaHHbBIN Ha
cBoMCTBax 06bekTa AOCTYNa, U KOHTEHTHbIN, OCHOBAHHBIN Ha
nouncke 3anpeLleHHon K nepegaye nHdopmaLuum ¢
MCMOMb30BaHNEM CUrHaTyp, MacoK 1 MHbIX METOAO0B), 1
NCKINIOYEHVEe HeMPaBoOMeEpPHON nepedayvn nHdopmaumm us
WHOPMALMOHHON CUCTEMBI

oun.6

OrpaHunyeHue npaBs nonb3oBaTesie Nno BBoAY MHOpMaLK B
MHDOPMaLMOHHYI0 cUCTEMY

oun.z

KOHTPOsib TOYHOCTYU, NOMHOTHI U NMPABUIBHOCTU AAHHbIX,
BBOAMMBIX B MH(POPMALIMOHHYH CUCTEMY

oun.s

KoHTpornb ownboyHbIX AEACTBUIA NONb30OBaTENEN MO BBOAY U
(vnn) nepegaye nHopmauun n NnpegynpexaeHne
nosnb3oBaTenen 06 oLWMBOYHbIX OENCTBUAX

X. ObecneyeHne goctynHoctn nidpopmaumm (OAT)

OoAaT.1

Vicnonb3oBaHne OTKGSOyCTOIZ‘-WIBbIX TEeXHU4YeCKnX cpeacts

OofT.2

PesepBurpoBaHne TEXHNYECKUX CPeACTB, NPOrpamMMHOro
obecneyeHusi, kaHanoB nepenayn MHGoOpPMaLUmM, CpeacTs
obecneyeHnst PyHKLMOHMPOBaHNSA MHOPMALOHHOM CUCTEMBI

oAT.3

KoHTponb ©6e30Tka3Horo (byHKLI,I/IOHMpOBaHVIﬂ TEXHNYECKNX
CpeAacrTs, 06Hapy>KeHV|e 1 Nokannsauyna oTka3oB
beHKLI,I/IOHVIpOBaHVIﬂ, NpUHATUE MeP NO BOCCTAHOBNEHUIO
OTKa3aBLUMX CcpeacTB N UX TeCTupoBaHue

oaT.4

Mepuoanyeckoe pesepBHOE KOMMpoBaHNe MHdopMaLum Ha
pe3epBHble MalLUNHHbIE HOCUTENMW MHGOPMaLMK

OAOT.5

Ob6ecneyeHne BO3MOXHOCTY BOCCTAHOBNEHUS MHGOpMaLK C
pe3epBHbIX MaLUMHHBIX HOCUTENEN MHGOPMaLIMK (Pe3epBHbIX
KOMMWiA) B TeYEHWNE YCTaHOBIEHHOrO BPEMEHHOMO MHTEpBana

OAT.6

Knactepusauus MHGOpMaLMOHHOM cucTeMbl 1 (Mnn) ee
CErMeHTOB

oarT.7

KoHTpornb coCTOsIHUS 1 KayecTBa NpeaocTaBreHus
YNONTHOMOYEHHbIM NULOM BbIYUCIUTENBHBLIX PECYPCOB
(MoLLHOCTeN), B TOM YMCne no nepegayve uHdopmaumm

XI. 3awuTta cpeabl BupTyanusaumm (3CB)

3CB.1

UoeHTndmrkauma n ayteHTudmrkauma cybbekToB goctyna u
06bEeKTOB AOCTYyNa B BUPTyanbHOW MHpaCTPyKType, B TOM
yucne agMUHUCTPaTOPOB YNpaBrneHns cpeacTsamu
BMPTYanu3aumu

3CB.2

YnpaerneHne 4OCTynom cyObLeKTOB AOCTYNa K 00bekTam
JocTyna B BUPTyanbHOW MHPACTPYKTYpe, B TOM YUCIIE BHYTPU
BMPTYanbHbIX MaLUVH

3CB.3

Pervctpaums cobbiTuil 6e30NacHOCTU B BUPTYarbHO
UHdpPaCTPyKType

3CB4

YnpaeneHve (punbTpaums, MapLIpyTU3aLms, KOHTPOIb
COefMHEHWs], OfHOHaMNpaBneHHas nepeaava) noTokamm
MHbOpMaLMK Mexay KOMNOHEHTaMK BUPTYaribHOM

MHCPaCTPYKTYpbl, @ Takke N0 NEpUMETPY BUPTyarbHOM

MHCPaCTPYKTYpbl
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3CB.5

[loBepeHHas 3arpyska cepBepoB BUPTyanu3auuu, BUpTyansHOn
MaLUWHBI (KOHTEeNHepa), CepBepoB ynpaBneHus
BUpTYyanu3aumen

3CB.6

YnpaBneHvne nepemMeLLeHneM BUPTYanbHbIX MaLlvH
(koHTeliHepoB) 1 obpabaTbiBaeMbIX Ha HUX OAHHbIX

3CB.7

KoHTponb LenocTHOCTM BUPTYanbHON MHAPaCcTPYKTypbl U ee
KOHpurypaumin

3CB.8

Pe3epBHoe konupoBaHue AaHHbIX, pe3epBMpOBaHMe
TEXHUYECKNX CPEACTB, NPOrpamMmMHOro obecneyeHus
BMPTYarnbHON MHPPACTPYKTYpPbI, @ TaKKe KaHanoB CBA3N BHYTPK
BMPTYanbHOM MHPACTPYKTYpbI

3CB.9

Peanusauus n ynpasneHne aHTMBUMPYCHOW 3aLLMTON B
BMPTYarnbHOWN MH(PPaCTpyKType

3CB.10

Pa3breHune BMpTyanbHOWM MHPACTPYKTYPbl HA CEFMEHTHI
(cermeHTMpoBaHWE BUPTYanbHON MHPACTPYKTYPbI) A
06paboTkn nHopmaumm oTaeNbHbLIM Nonb3oBaTenem u (Mnm)
rpynnon nones3osaTtenemn

XIl. 3awumTta TexHn4yeckux cpeacts (3TC)

3TC.1

3awurta nHdopmaLun, obpabaTtbiBaeMon TEXHUYECKUMM
cpeacTBamu, OT ee YTeYKU Mo TEXHUYECKUM KaHanam

3TC.2

OpraHunsauns KOHTPONMPYEMOW 30HbI, B Npeaenax KoTopoun
MOCTOSIHHO pa3MeLLalTCs CTauMoHapHbIe TEXHUYecKue
cpepacTea, obpabaTbiBatoLme nHdopmMaLumio, 1 cpeacTea
3awmThl MHpopmaumu, a Takke cpefcTea obecneyeHus
YHKLMOHUPOBAHUS

3TC.3

KoHTponb 1 ynpaeneHve hr3nyeckmm 4OCTYMOM K TEXHUYECKUM
cpeAcTBaMm, CpeAcTBaM 3alumTbl MHOpMauuK, cpeacTeam
obecneyeHns PYHKLMOHNPOBAHNS, @ TakKe B MOMELLEHNS U
COOpPYXXEHWs1, B KOTOPbIX OHW YCTAHOBMEHbI, UCKITHOYatoLwmne
HeCaHKLMOHNPOBAaHHbIN U3N4EeCcKunii 4OCTYN K cpeacTsam
06paboTkn nHdopmaumu, cpegcTeam 3aLumTbl HOPMaLun u
cpeacTBam obecnedeHns PyHKLMOHMPOBaHUSA
MHPOPMAaLIMOHHON CUCTEMbBI N MOMELLEHUS U COOPYXKEHNS, B
KOTOPbIX OHWN YCTaHOBIEHBI

3TC.4

PasmeleHre ycTponcTs BbiBoga (oTobpaxeHust) nipopmauum,
ncknoyaLee ee HeCaHKLMOHMPOBaHHbIN NPOCMOTP

3TC.5

3awmTa OT BHELHMX BO34ENCTBMI (BO3OENCTBUIN OKpYXKatoLLen
cpefbl, HeCTabUNbHOCTUN 3MEKTPOCHAGXKeHNS,
KOHOULMOHNPOBAHWSA U UHBIX BHELLHUX (haKTopoB)

XIll. 3awuTa MHOPMALIMOHHON CUCTEMBI, €€ CPeaCTB, CUCTEM CBSA3M U Nepefayv aaH

HbIX (BUNC

31C.1

PasgeneHve B MHpopMaLMOHHON cucteme PyHKLUA No
yrnpaBneHuio (aMVMHUCTPUPOBAHNIO) MHCPOPMALIMOHHOW
CMCTEeMOMN, yNpasneHnio (aAMUHUCTPUPOBaHNIO) CUCTEMOW
3aLWmThl MHGOPMaUMK, PYHKLUMI No 06paboTke MHGOpMaLMK 1
WHbIX PYHKUMIA MHCPOPMAaLMOHHON CUCTEMBI

+

31C.2

[MpenoTBpalleHne 3agepxku Unu npepbiBaHUS BbINOSTHEHNSA
npoueccoB C BbICOKMM NPUOPUTETOM CO CTOPOHLI NpoLeccoB C
HU3KUM NpUopuUTeTom

31C.3

Ob6ecneyeHre 3alWmUTbl MHOPMALIMK OT PacKpbITUS,
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mMoanduKaLmMm 1 HaBA3bIBaHWA (BBOAA NOXHOW MHopMaLum)
npun ee nepegade (NOAroToBKe K nepefadye) no kaHanam cBsasn,
NMEIOLLIMM BbIXOZ 3a Npeaeribl KOHTPONUMPYEMOW 30HbI, B TOM
yncne 6ecnpoBoAHbLIM KaHanam CBA3N

31C.4

ObecneyveHne goBepeHHbIX KaHana, MapLipyTa Mexay
aAMWHMUCTPATOPOM, NONb3oBaTenem 1 cpeacTBaMm 3anThbl
nHopmMaumm (PyHKunaMu 6esonacHOCTN CpeacTB 3anThbI
nHdopmauun)

31C.5

3anpeT HecaHKUMOHNPOBAHHOW yaaneHHON akTuBaLmm
BMAeokamep, MUKPOMOHOB U NHbIX NEPUPEPUAHBIX YCTPOWCTB,
KOTOpble MOTYT aKTMBMPOBATLCS yAaneHHO, U OMoBeLLeHVe
none3oBaTenel o6 akTMBaLumn Takux yCTPONCTB

31C.6

Mepenaya n KOHTPONb LieNocTHOCTM aTpubyToB 6e3onacHocTn
(MeTok 6Ge3onacHOCTM), CBSA3aHHbIX C MHdOPMaUnen, nNpu
obmeHe nHdopmaumein ¢ MHbIMU MHPOPMAaLMOHHLIMU
cuctemMamm

3nC.7

KoHTponb CaHKLMOHMPOBAHHOIO U UCKIIOYEHNe
HeCaHKLUNOHMPOBAHHOIO UCMNONb30BaHUS! TEXHOMOMMIA
MOBUNBHOrO KoAa, B TOM YMCHe perncrpaumns cobbiTui,
CBSI3aHHbIX C UCMOMb30BaHNEM TEXHOMOMMIN MOOUMBLHOMO Koaa,
WX aHanu3 u pearMpoBaHue Ha HapyLLEHUS, CBA3aHHbIE C
MCMNONb30BaHNEM TEXHOMNOIMIA MOOUNBHOIO Koaa

31C.8

KOHTpOnb CaHKLMOHMPOBAHHOIO 1 UCKIOYEHNE
HeCcaHKLMOHNPOBAHHOIO UCMOb30BaHNS TEXHOMOMMIA Nepegayn
peyn, B TOM Yncre pernctpaumsi cobbiTui, CBA3aHHbIX C
NCMNONb30BaHWEM TEXHOMOMMIA Nepeaayn peyn, nx aHanus u
pearnpoBaHVe Ha HapyLUeHWsl, CBA3aHHbIE C UCMONb30BaHNEM
TEXHOMOrMM nepegadn peyn

31C.9

KOHTPOmnb CaHKLMOHMPOBAHHOM U UCKITIOYEHUE
HeCaHKLMOHUPOBaHHON nepegayn BngeomHdopmanum, B TOM
yncne pernctpauust cobblTMiA, CBA3aHHBIX C Nepeaaden
BMAEeOoNHopMaLmMn, X aHanus n pearMposaHve Ha
HapyLUeHus, CBA3aHHbIe C nepefavei BugeonHgopmMaumm

31C.10

MopTBEpXAEeHE NPONCXOXAEHNSA NCTOYHMKA MHbopMaLmu,
nony4aemon B npoLecce onpeaeneHns ceTeBbix aapecos Nno
ceTeBbIM UMEHaM WU onpeaeneHns ceTeBblX UMEH No
ceTeBbIM agpecam

3nC.11

O6ecneyeHne NOANMHHOCTM CETEBbLIX COEANHEHUI (CeaHCoB
B3aUMOZENCTBYSA), B TOM YuCne ANs 3auTbl OT NOAMEHbI
CeTeBbIX YCTPOWCTB 1 CEpBMCOB

31nC.12

WcknioyeHne BO3MOXHOCTY OTPULIAHUS MoMb3oBaTenem gakra
OTNpaBk1 MHpopmaLn Apyromy nonb3oBaTernto

31C.13

WcknioueHne BO3MOXHOCTY OTPULIAHUSA MOoMb3oBaTenem gakra
nonyyeHns: MHPOPMaLMK OT APYroro nonb3oBaTens

31C.14

Wcnonb3oBaHWe yCTPOUCTB TEPMUHATBHOMO AOCTyna Ans
06paboTkn nHopmaumn

31C.15

3awuTta apxvBHbIX annos, napameTpoB HACTPOWKN CPEACTB
3aWwumThl MHpopMaLmmn 1 NporpaMmMHOro obecnevyeHunst N UHbIX
AaHHbIX, He noAnexalumx nsmMeHeHuto B npotiecce obpaboTku
UHdopmauun

31C.16

BbisiBneHve, aHanus un 6rokupoBaHue B MHOOPMaLMOHHOM
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cUCTeMe CKpbITbIX KaHanoB nepegayn nHdopmauum B 0bxon
peanv3oBaHHbIX Mep 3aLnTbl MHOPMAaLMN NN BHYTPU
paspeLUeHHbIX CeTEBbIX NPOTOKONOB

3nC.17

Pa3bneHune nHhopmMaLMOHHON CUCTEMbI Ha CErMEHThI
(cermeHTMpoBaHne MHHPOPMAaLMOHHON CUCTEMBI) U
obecneyveHne 3aWwnTbl NEPUMETPOB CETMEHTOB
NHOPMaLMOHHON CUCTEMBI

31C.18

ObecneyeHune 3arpy3kv 1 UCMOMHEHUSA NPOrPaMMHOro
obecnevyeHns ¢ MaWMHHbBIX HOCUTENeN NHopmMaumm,
OOCTYMHBIX TOMNBKO ANS YTEHUS, U KOHTPOb LLeNOCTHOCTU
AaHHOro NporpammHoro obecneyeHns

31C.19

M3onsaumusa npoueccos (BbINOMHEHNE NporpaMm) B BbiAENeHHOW
obnacTtn namaTu

31C.20

3awuta 6ecnpoBOAHbIX COEANHEHWUN, NPUMEHSIEMbIX B
NHOPMaLIMOHHOW cucteme

31ncC.21

VcknoyeHre gocTtyna nonb3oBarens kK HpopmMauun,
BO3HUKLUEN B pe3ynbTaTe eNCTBMI NpeablayLlero
nonb3oBaTens Yepes peecTpbl, ONepaTUBHYO NamMATb, BHELLHUE
3anoMuHaloLLMe yCTponCcTBa 1 UHble obLme ans
nonb3oBaTenen pecypcbl UHPOPMALNOHHOWN CUCTEMBI

31nC.22

3awuTa MHOPMaLMOHHOM CUCTEMbI OT Yrpo3 6e30nacHOCTM
nHOpMaLMK1, HanpaeBneHHbIX Ha 0TKa3 B 06Cny>XnBaHum
NHMOPMAaLMOHHON CUCTEMBI

31C.23

3awmTa nepumeTpa (Pr3nYecknx n (Mnu) NOrMYecKNX rpaHnL)
NHOPMAaLMOHHON CUCTEMbI NPY €€ B3aUMOAENCTBUN C UHBIMA
NHMOPMALMOHHBIMW CUCTEMAMM U
NHPOPMaLIMOHHO-TENEKOMMYHUKaLMOHHBIMU CeTAMM

31C.24

MpekpaleHne ceTeBbIX COeAUHEHMIA MO UX 3aBEPLLEHWMN UMK MO
NCTEeYEHUN 3alaHHOrO OrNepaTopoM BPEMEHHOIo UHTEpBana
HeaKTMBHOCTU CETEBOI0 COeaMHEHNS

31C.25

Mcnonb3oBaHue B MH(pOPMALIMOHHONW CUCTEME UM ee
CermeHTax pasnuyHbIX TUNOB OBLLECMCTEMHOrO, MPUKITaLHOro 1
cneumanbHoro nporpamMmmMmHoro obecnevexuns (cosgaHve
reTeporeHHow cpeabl)

31C.26

Vcnonb3oBaHue NpuknagHoro U cneumansHoOro NporpamMmmMHoOro
obecneyeHunsi, MMerLLIMX BO3MOXHOCTb beHKLI,MOHVIpOBaHVIﬂ B
cpeaax pasnnyHbiX onepaunoHHbIX CNCTEM

3nC.27

CospaHue (aMynsiums) NOXKHbIX MHPOPMALMOHHBIX CUCTEM UMK
MX KOMMOHEHTOB, NpeAHa3HauYeHHbIX Ans 06HapyXeHus,
perMcTpaummn n aHanvsa AeicTBUin HapyLmTernei B npouecce
peanusauum yrpo3 6esonacHocT HpopmaLmm

31C.28

BocnpounsBeneHue NoxHbIX U (M) CKPbITUE UCTUHHBIX
OTAEenNbHbIX MH(POPMALMOHHBIX TEXHONOMUIA 1 (Unn)
CTPYKTYPHO-(DYHKLMOHANBbHBLIX XapaKTepUcTUK
NH(OPMALMOHHON CUCTEMbI UIIN €€ CETMEHTOB,
obecneyvBaroLLee HaBsA3bIBAHNE HAPYLUUTEITHO JTIOXXHOIO
npeactaBnenns 06 NCTUHHBIX MHAOPMALIMOHHBLIX TEXHOOMMAX
N (MNn) CTPYKTYPHO-PYHKLMOHAMBHBIX XapakTepucTukax
WHOPMaLMOHHON CUCTEMBI

31C.29

MepeBoa MHPOPMaLMOHHOM CUCTEMBI UK ee YCTPOMCTB
(kOMNOHEHTOB) B 3apaHee onpeAerieHHy KoHdUrypauutio,
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obecneymBaroLLyto 3aLmMTy MHPOPMaLWK, B cryyae
BO3HMKHOBEHMM 0TKa30B (cboeB) B cnucteme saLymThbl
nHopMaLmm MHOOPMaLIMOHHOWN CUCTEMBI

31C.30 3awmTa MOBUNBHBIX TEXHUYECKNX CPEACTB, NPUMEHSIEMbIX B + + +
NHOPMaLIMOHHOW cucTeme

"+" - Mepa 3aWwuTbl MHGOPMaLMK BKItoveHa B 6a3oBbIi HAbop Mep AN COOTBETCTBYIOLLErO Kracca
3aLUMLLEHHOCTU MHGOPMALMOHHON CUCTEMBI.

Mepbl 3aWwuTbl UHpOpMaLMK, He 0603HaYEeHHbIE 3HAKOM "+", NPUMEHSIIOTCS NPy agantaumm 6a3oBoro
Habopa Mep MK YTOYHEHUM ajanTupoBaHHOro 6as3oBoro Habopa wmep, a Takke npu paspaboTke

KOMMNEeHCnpyrLwmx mMep 3allnuTbl I/IH(*)OpMaLI,VIVI B VIHd)OpMaLlMOHHOVI CucrtemMe COOTBEeTCTBYHLIEro Kracca
3alnLLEHHOCTH.



