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SOEQEPAJIbHAA CITYXBA NO TEXHUWYECKOMY U 3KCMOPTHOMY KOHTPOIO
MPUKA3
ot 25 gekabps 2017 roga N 239
06 yTBepxxaeHun TpeboBaHuM No obecnevyeHno 6e30MacHOCTU 3HAYMMbIX 06 BLEKTOB KPUTUYECKOWN

MHdopmaumoHHon nHcppacTpykTypbl Poccuiickon Pegepauum
(c nameHeHnamm Ha 28 asrycta 2024 roga)

[OKyMEHT C U3MEHEHNSIMU, BHECEHHBIMU:

npukazom PCTIK Poccum ot 9 aBrycta 2018 roga N 138 (OdwmumansbHbIin MHTEPHET-NopTan
npaBoBOM MHGOpPMaLMn www.pravo.gov.ru, 06.09.2018, N 0001201809060006);

npukazom PCT3IK Poccum ot 26 mapta 2019 roga N 60 (OdmumanbHbIn MHTEPHET -NopTan npaBoBoOM
nHpopmaumm www.pravo.gov.ru, 19.04.2019, N 0001201904190031) (o mopsigke BCTYMIEHUS B CUIy CM.
nyHKT 2 npukazom ®CTOK Poccum ot 26 mapta 2019 roga N 60);

npukazom PCTOK Poccun ot 20 cdeBpana 2020 roga N 35 (OdmumanbHbii MHTEPHET-NopTan
npaBoBOW MHopmaumm www.pravo.gov.ru, 14.09.2020, N 0001202009140010) (o nopsigke BCTynneHusi B
cuny naMmeHeHnn cm. NyHkT 2 npukasa PCTIK Poccum ot 20 chespansa 2020 roga N 35);

npukazom OCTOK Poccum ot 28 asrycta 2024 rogpa N 159 (OcdbmumanbHbIi MHTEPHET-NopTan
npaBoBor MHopMauum www.pravo.gov.ru, 25.10.2024, Ne 0001202410250022).

B cootBetcTBMM C nyHKTOM 4 YacTu 3 ctaTen 6 PegepanbHOro 3akoHa ot 26 mong 2017 r. N 187-03
"O 6e30MacHOCTUN KpUTUYECKOW MHGOPMAaUMOHHON MHMpacTpykTypbl Poccuickon degepaummn” (Cobpanne
3akoHogaTenscTBa Poccuiickon ®egepaumn, 2017, N 31, c1.4736)

npukasbiBato:
YTBepanTb npunaraemole TpebGoBaHusi no obecnevyeHnto 6e30MacHOCTU 3HaYMMbIX OOLEKTOB
KpUTMYeckorn MHopMaLnoHHoOM nHppacTpykTypbl Poccuinckon ®enepauum.

HOupekTop
depepanbHOn Cryx0Obl MO TEXHUYECKOMY
N 9KCMOPTHOMY KOHTPOIHO

B.CenuH
3aperncTpmpoBaHo
B MmnHMCTEpCTBE HOCTMLNK
Poccunckon ®egepaunn
26 mapta 2018 roga,
pernctpaumoHHbin N 50524
YTBEPXOEHbI

npukasom ®CTIK Poccum
ot 25 gekabpsi 2017 roga N 239

TpeGoBaHMA No o6ecnevyeHM0 6€30NacHOCTU 3HAYUMbIX 06 BEKTOB KPUTUYECKOM MH(pOPMaLMOHHOMN
nmHcpacTpykTypbl Poccuiickon ®enepaumm
(c nameHeHnamm Ha 28 asrycta 2024 roga)

I. O6wme nonoxeHns
1. Hactoawwme TpeboBaHnsa pa3paboTaHbl B cooTBeTcTBUMM ¢ degeparnbHbiM 3aKOHOM OT 26 uions
2017 r. N 187-®3 "O 6e30MacHOCTM KpPUTUYECKOM WHEOPMaUMOHHOW WHpacTpyKTypbl Poccuinckon
denepaumn” n HanpaeneHbl Ha obecneyeHne YCTOMYMBOTO (PYHKLUMOHMPOBAHUA 3HAYMMbIX OOBEKTOB
KpUTUYECKo MHEOPMaLMOHHOW UHpacTpykTypbl Poccuiickon ®enepaumn (ganee - 3Hauyumble OObEKTbI,
KpuTndeckas MHopMaLnOHHasa NHPPACTPYKTypa) Npy NPOBEAEHNN B OTHOLLEHUN HUX KOMMbIOTEPHbIX aTak.
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2. [Jencteue HactodAwmx TpeboBaHWM pacnpoCcTpaHsaeTcs Ha WHPOPMAUMOHHbIE CUCTEMBbI,
aBTOMAaTM3NPOBaHHbIE CUCTEMbI YMnpaBreHns, MHPOPMAaLMOHHO-TENEKOMMYHMKAUMOHHbIE CETW, KOTOpble
OTHECEHbI K 3HAYMMbIM OOBEKTAM KPUTUYECKOW MHAOPMALMOHHON WHpaCTPyKTypbl B COOTBETCTBUU CO
ctatben 7 depepanbHoro 3akoHa oT 26 wmond 2017 r. N 187-®3 "O ©GesonacHOCTU KpUTUYECKOMN
MHopmMaLMoHHON MHAPacTpyKTypbl Poccunckon degepaumn”.

3. Mo pelueHnto cybbekTa KpUTUYECKON MHPOPMaLMOHHON MHAPACTPYKTYpbl HacToswme TpebosaHns
MOryT npuUMeHsTeCA Ans  obecnedeHns 6Ge3onacHOCTM OOBLEKTOB  KpUTMYECKOW  MHEOPMaLMOHHOWM
NMHAPACTPYKTYpPbl, HE OTHECEHHbIX K 3HaYMMbIM OOBEKTaM.

4. ObecnevyeHne 6e30MacHOCTU 3HAYMMbIX OOLEKTOB, B KOTOPbIX 0GpabartbiBaetcs MHdopmaums,
COCTaBnsAoWAs rocyJapCTBEHHYO TaliHy, OCYLLECTBMSIETCA B COOTBETCTBAM C 3aKOHOAATENbCTBOM
Poccuickon ®egepauunm o rocygapCTBEHHON TamHe.

5. [Ona obecneyeHns ©e30MacHOCTM 3HAYMMbIX OOBLEKTOB, SIBIISIOLMXCS WHAOPMAaUMOHHBIMMN
CUCTEMaMU MNePCOHarbHbIX OaHHbIX, HacTosiwme TpeboBaHWA NPUMEHSOTCA € y4yeTom TpeboBaHun K
3almnTe NepcoHasnbHbIX AaHHLIX MpY X 00paboTke B MHOPMAaLMOHHBLIX CUCTEMaX NEPCOHarNbHbIX OaHHbIX,
yTBEPKOEHHbIX nocTaHoBneHvem [pasutenbctBa Poccunckon depepaumm ot 1 Hosbps 2012 r. N 1119
(CobpaHue 3akoHogatenbcTBa Poccunckon ®Pepepaumm, 2012, N 45, c1.6257).

Ona obecneyeHns 6e30MacHOCTM  3HAYMMbIX OOBEKTOB, SABMNSAIOLIMXCH  rOCy4aPCTBEHHBIMU
MHOPMAaLMOHHBLIMWN cUcTeMaMu, HacTosme TpeboBaHMa NpuMeHsTea ¢ yyeTom TpebosaHui o 3awmTe
WHopMaumMn, He COCTaBNSAIOLWENA rOCYAapCTBEHHYIO TarHy, coAepXallencsa B rocygapCTBEHHbIX
WHOPMaUMOHHBIX cUcTeMax, yTBepKaeHHbIX npukaszom GCTIK Poccun ot 11 despans 2013 r. N 17
(3apernctpuposaH MuHioctom Poccum 31 maa 2013 r., pernctpaumoHHbin N 28608) (C M3meHeHuamu,
BHeceHHbIMM npukaszom PCTIK Poccum ot 15 deBpans 2017 r. N 27 "O BHeCeHUN WN3MEHEHUA B
TpeboBaHus O 3awmTe MHDOPMaUUWM, He COCTaBMSAILWEA rOCyOapCTBEHHYH TalHy, COAepXallencs B
rocy4apCTBEHHbIX MH(POPMALMOHHBIX cucTemax, yTeepxaeHHble npukazom ®CTIK Poccum ot 11 dheBpans
2013 r. N 17" (3apernctpuposaH MuHtioctom Poccun 14 mapta 2017 r., permctpauynonHbin N 45933).

6. besonacHoCTb 3HaUMbIX OObEKTOB obecnednBaeTcs CyObekTammn KpuTUyYeckon NHOpMaLMOHHON
WMHpacTPyKTypbl B pamMmkax dyHKLUMOHNPOBAHUS CMCTEM ©Ee30MacHOCTN 3HAUMMbIX OObLEKTOB, CO34aBaeMbIX
cybbekTamm  KpUTMHECKONM WH(OPMAUMOHHON WHPaCTPyKTypbl B cooTBeTrcTBuM co cratben 10
depnepanbHoro 3akoHa oT 26 uionsa 2017 r. N 187-®3 "O 6e30nacHOCTM KpPUTUMYECKOW MHAOPMAaLNOHHOM
MHGpacTpyKTypbl Poccuinckon depepaumn”.

Il. Tpe6oBaHus k o6ecnevyeHM0 6e30NacCHOCTU B XOA4e CO34aHUA, 3KCNyaTauum 1 BbiBoga 13
3KcnnyaTtaumm 3Ha4YMMbiX OO HLEKTOB

7. OGecneveHne 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB SBMSETCHA COCTABHOW 4YacTbio paboT no
CO34aHu0 (MOAEPHM3aLMM, NpPU KOTOPOW WU3MEHSIETCS apXMTEKTypa 3Ha4YMMoro obbekTa, B TOM 4uchne
noacuctema ero 6e3onacHocT, B COOTBETCTBUM C OTAENbHLIM TEXHUYECKM 3aaHMEM Ha MOOEPHU3aLMIo
3HA4YMMOro obbekTa N (Un) TEXHUYECKIM 3afaHNEM (YaCTHbIM TEXHUYECKUM 3a4aHMEM) HA MOLEPHM3ALNIO
nogcuctembl 6esonacHoCTM 3Ha4YMMOro obbekTa (ganee - MoaepHu3auvs), akcmnyatauMu 1M BbiBoga M3
aKkcnnyataumm 3HaumMbix 0bbekTtoB. Mepbl no obecnedeHuto 6e30MacHOCTM  3HAYUMbIX OOBLEKTOB
NPUHMMAIOTCS Ha BCEX CTaaMsX (aTanax) UX >XM3HEHHOro LMKa.

(MyHKT B pegakumm, BBeageHHou B genctene ¢ 25 ceHtabps 2020 roga npukasom CTIK Poccuu ot
20 dbepans 2020 roga N 35. - CM. npegblayLLyo peaakunio)

8. Ha cragusix (oTanax) »M3HEHHOrO LMKNa B XOAe co3daHust (MoAepHM3aumm), aKchsyataumm u
BbIBOAA M3 3KCMNyaTaLum 3Ha4MMoro obbekTa NpoBOOATCS:

a) yCTaHoBlneHune Tpe6OBaHVIl7I K obecneveHnto 6e30nacHOCTM 3HAaYNMMOro 06 BHEKTa;

0) paspaboTka OpraHM3aUMOHHbIX U TEXHAYECKMX Mep no obecneyeHnio 6e30MacHOCTU 3HAYUMOTO
00bekTa;

B) BHEApPEHWE OPraHM3aLMOHHBIX U TEXHUYECKUX Mep Mo obecrnevyeHnto 6e3onacHOCTU 3HaYMMOro
o6beKTa 1 BBOf, €ro B EeNCTBUE,;
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r) obecneveHne 6e30nacHOCT 3HAYMMOro obbekTa B XO4e ero akcnnyartaunu;
4) obecneveHne 6e3onacHOCTU 3HAYMMOro obbekTa Npu BbIBOAE €ro N3 akcnnyartaumm.

Pesynbrathl peanvsauum MeponpusaTUiA, NPoBOAMMBIX Anisi obecrnevyeHnsa 6e3onacHOCTM 3HaYUMMOro
obbekTa Ha CTagmsx (dTanax) ero >XWU3HEHHOro uukna, NOANexar OOKyMeHTMpoBaHuto. CocTaB n opmbl
JOKYMEHTOB OnpeaenstoTcs CyObekToM KpUTUYECKON MHOPMAaLIMOHHOM MHAPACTPYKTYpbI.

9. [ns 3Ha4uMbIX OOBHEKTOB, HAXOAALUMXCA B 3KCnfyaraumu, Hactoswme TpeboBaHus nognexar
peanu3auum B pamKkax MOAEpHM3auMM UM AOOCHALLeHUs noacuctem 6e30nmacHOCTV JKCnyaTnpyeMbIX
3HauYMMbIX 06bekToB. ModepHM3aums unM AOoOCHAaLLEeHWe nopgcucTtem 6e30nacHOCTM 3HaYMMbIX OOBLEKTOB
OCYLLECTBMSIETCA B MOPSiAKE, YCTAHOBMIEHHOM HacToAWwMMK TpeboBaHMsMW AN CO34aHWst 3HAYMMbIX
00BbEeKTOB M WX noacucteMm 6e30MacHOCTU, C  YYETOM MMEIWNXCA Y CyObEeKTOB  KPUTUYECKOM
WHOPMaUMOHHON MHAPACTPYKTYpPbl NporpaMm (rraHoB) MO MOAEPHU3aUMM UM OOOCHALLEHMIO 3HAYNMbIX
06 BHEKTOB.

YcTaHoBneHune TpeboBaHMM K ob6ecnevyeHnro 6e30nacHOCTU 3HaYMMOro o6 bLeKkTa

10. Bapanve TpeboBaHuMn K obecneyeHuto GE30MacHOCTM 3HAYMMOro OObeKkTa OCYLLECTBASETCS
CYObEKTOM KPUTUYECKON WHEOPMALUMOHHOM WHMPACTPYKTYpbl M (MM) ULOM, yCTaHaBMUMBAKOLWUM
TpeboBaHMA kK obecneyeHnto 6e30nacHOCTU 3Ha4YMMbIX OOBEKTOB, B COOTBETCTBUM C KaTEropuen 3Ha4MMoCTn
3Ha4yMMmoro obbekTa, onpegeneHHon B nopsiake, ycraHoBrneHHoM [MpaBunamu kateropupoBaHus 0ObLEKTOB
KpUTUYECKOW  MHGOPMAaUMOHHOM  UHMpacTpykTtypbl — Poccuiickon — depepaumun,  yTBEPKOEHHLIMU
noctaHosneHveM [pasuTenscrBa Poccuiickon Pegepaunm ot 8 despansa 2018 r. N 127 "O6 yTBepxaeHun
MpaBun KkaTeropMpoBaHUs OOBEKTOB KPUTMYECKONW MWMH(OPMAaLMOHHON WHGPACTPYKTypbl Poccuiickom
denepaumn, a Tawke MNepeyHs MoKasaTenem KpUTEPUEB 3HAYMMOCTU ODBLEKTOB  KPUTUYECKOM
NMHOPMaUMOHHOW MHbpacTpykTypbl Poccuiickon depepaummn” (CobpaHune 3akoHopatenbcTBa Poccuiickoi
depnepaumn, 2018, N 8, c1.1204).

TpeboBaHnsa k obecnevyeHnto Ge30NacHOCTM BKOYAOTCA B TEXHUYECKOE 3adaHMe Ha co3gaHve
3Ha4YMMoro obbekta u (MnM) TEXHUYECKOoe 3ajaHue (4YacTHOoe TEeXHNYECKOoe 3afaHuMe) Ha co3gaHue
noacucTemsl 6e3onacHOCTN 3HAYMMOro ob6bekTa, KOTOpble AOMKHbI CoaepXKaThb:

a) uernb n 3agaum obecnevyeHns 6e30nacHOCTM 3HAYMMOro ObbeKkTa Unmn NoAcMcTeEMbl Be3onacHoOCTH
3Ha4YNMOro 00 BHEKTA;

0) KaTeroputo 3Ha4MMOCTU 3HAYMMOrO OO BEKT];

B) nepevyeHb HOPMATUBHbLIX MNPaBOBbIX aKToOB, METOAUYECKMX OOKYMEHTOB W HaUMOHalbHbIX
CTaHOapToB, KOTOPbIM AOJ1)KEH COOTBETCTBOBATb 3HaYMMbI OOBEKT;

F) nepeyeHb TUNoB 00BHEKTOB 3aLLNTbI 3HAYMMOTO 0O BHEKTA;

0) TpeboBaHMSA K OpraHM3auMoHHbIM W TEXHUYECKUM MepaM, MpUMMEHsieMbIM Onsa obecneyeHus
©6e30nacHOCTM 3HAa4YMMOro o6 bLEKTA;

(MognyHKT B pegakuun, BBegeHHom B gencreve ¢ 30 anpens 2019 roga npukasom ®CTOK Poccun ot
26 mapta 2019 roga N 60. - Cm. npeabigyLLyo pegakumio)

€) ctagum (aTanel paboT) co3gaHnsa nogcucTeMbl 6€30NacHOCTN 3HAYNMMOro OO BEKTa;

X) TPeboBaHNS K MPYMEHSIEMbIM NPOrpaMMHbLIM U MPOrpaMMHO-anmnapaTHbIM CPEACTBaM, B TOM YncChe
cpegcTBaM 3aluTbl MHOPMaLMK;

3) TpeboBaHMSA K 3awmTe CPeacTB M cuctem, obecneumBaromx ¢yHKLUMOHMPOBaAHUE 3HA4YMMOrO
obbekTa (obecneunBatoLLen MHPPaCTPYKType);

n) TpeboBaHnA K MHEPOPMALMOHHOMY B3aMMOAEACTBUIO 3HAYMMOrO obbekTa C MHbIMU ObbeKkTamu
KPUTMYECKON WHPOPMALUMOHHOW WHAPACTPYKTypbl, @ Takke WHbIMU WMHPOPMALMOHHLIMK CUCTEMaMK,
aBTOMAaTM3MPOBaHHLIMUW CUCTEMaMM yNPaBeHNS NN MHPOPMaLNOHHO-TENEKOMMYHUKALNOHHBIMU CETSIMMU;

K) TpebOBaHUS K COCTaBy W COAEPXaHUIO OOKyMEeHTaumu, paspabaTbiBaeMon B Xode COo3haHust
3Ha4YMmoro obbekTa.
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(MognyHkT gononHuTensHo BkntodeH ¢ 30 anpens 2019 roga npukazom PCTOK Pocecun ot 26 mapTta
2019 roga N 60)

B cnyyae ecrm 3HauMMbii OB6BHEKT CO30AETCA B paMkax OObekTa KanuTarbHOro CTpOUTENbCTBA,
TpeboBaHMs Kk obecneveHnto 6e3onacHOCTM 3HaYMMOro 0obekTa 3a4aoTCs 3acTPONLLMKOM M odhopMIsoTCS
B BMOE TMPUINOXEHWST K 3a0aHU0 Ha NPOEKTUpOBaHME (PEKOHCTPYKUMIO) OObekTa KanuTarbHOro
CTpOUTENbCTBA.

Mpn onpegeneHun TpeboBaHMi Kk obecneveHuto 6e30MacHOCTU 3Ha4YMMOro OBbeKkTa YYUTbIBaKTCA
MOMNOXEHNS1 OpraHN3aLNOHHO-PaCcNoPAAMTENBHBIX AOKYMEHTOB No obecneveHnto 6e30nacHOCTM 3HaUYUMMbIX
obbekToB, pa3pabaTbiBaeMbix CyObekTamMyM  KpUTUYECKOW  WH(OPMALMOHHOW  UHEPACTPyKTypbl B
COOTBETCTBUU C TpebOBaHUAMU K CO34aHMI0 crcTeM 6e30nacHOCTM 3Ha4YMMbIX OBBEKTOB U 0BecneveHuno nx
PYHKLMOHNPOBAHUS, YTBEPXKOEHHLIMW B COOTBETCTBUM C NMYHKTOM 4 4yacTun 3 ctatbn 6 PegepansHOro 3akoHa
or 26 wmonda 2017 r. N 187-®3 "O 6Ge3onacHOCTU KPUTMYECKON WH(OPMALMOHHOW MHEPACTPYKTYpPbI
Poccunckon ®egepauun” (ganee - opraHvM3auMOHHO-pacnopsaauTenibHble OOKYMEHTbl no 6e3onacHocTu
3HaYNMbIX OOBEKTOB).

Pa3paboTka opraHM3aumMoHHbIX U TEXHUYECKUX Mep Nno obecrneyeHno 6e30nacHOCTM 3HAYUMOro
obbekTa

11. Pa3paboTka OpraHvM3auMOHHbIX U TEXHWYECKMX Mep Mo obecrneyeHnto 6e30MacHOCTM 3HAYMMOro
obbekTa OCyLLECTBNSAETCA CyObEKTOM KPUTUYECKOW WH(OPMALMOHHON MHMPACTPYKTYpbl U (Un) nMLoMm,
npuBriekaemMbIiM B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccuiickon Pegepaumm k npoeegeHnio pabot no
CO34aHu0 (MOogEepHM3aUmm) 3Ha4MMoro odobekTa n (umn) obecnevenuto ero 6e3onNacHoOCTV, B COOTBETCTBUM C
TEXHWYECKMM 33afaHMEM Ha CO3daHMe 3HadMmoro obbekta U (M) TEXHUYECKMM 3adaHMeM (4acTHbIM
TEXHUYECKUM 3afaHMeM) Ha co3gaHue MNoacuctemMbl 6e30MacHOCTU 3HaYMMOro OObekTa U [orkHa
BKITKOYATh:

a) aHanu3 yrpo3 6e3onacHoCTM WHGpOPMauMnm W pas3paboTky Moaerm yrpo3 6esonacHocTu
MHOpMaL MM UM ee YTOYHEHWe (Npu ee Hann4un);

6) npoekTupoBaHMe nogcmMcTeMbl 6€30MacHOCTM 3HAYMMOro 00 BHEKTA;

B) pa3paboTky paboyen (aKCryaTauMOHHOM) AOKYMEHTauMM Ha 3Ha4yMMbil OObekT (B 4acTu
obecneyeHns ero 6e3onacHoCT).

Pa3pa6aTb|BaeMb|e opraHn3aunMoHHble U TexHU4Yeckme Mepbl Mo obecnevyeHnto GesonacHoCTH
3HaUMMOro obbekTa He OOSMKHbl OKa3blBaTb HEraTMBHOrO BMUSIHUS HAa cO3OaHue U beHKLJ,VIOHI/IpOBaHI/Ie
3Ha4MMoro obbekra.

Mpu pa3paboTke OpraHM3aUMOHHBIX U TEXHUYECKMX Mep Mo obecneyeHuo 6e3onacHoOCT 3HaYUMOro
obbekTa yuMTbiBAaETCA €ro WMHGOpPMaUMOHHOE B3aMOLEWCTBAE C MHbIMU OBbeKTamy  KpUTUYECKOi
NHOPMALMOHHOW UHAPACTPYKTYpbl, MHPOPMALMOHHEIMU CUCTEMaMW, aBTOMATU3UPOBAHHBIMU CUCTEMaMK
ynpaBneH1s nnu nHopMaLNoHHO-TENEKOMMYHUKALLMOHHBIMU CETSMMU.

11.1. Uenblo aHanm3a yrpo3 6e30nacHOCTU WHGoOpMaumm SBASETCHA onpederneHne BO3MOXHbIX
cnocoboB peanu3aumun (BO3HMKHOBEHNS) yrpo3 6e3onacHoCTM MHopMaLmm 1 NocneacTeui X peanvsaumm
(BO3HMKHOBEHMSI) C YYETOM COCTaBa MoOMb3oBaTeNen W WX  MOMIHOMOYMIW, MPOrpaMMHbIX U
nporpaMMHo-annapaTHbIX CPEACTB, B3aMMOCBA3E/ KOMMOHEHTOB 3HA4YMMOro oObekTa, B3auMOOEWCTBUS C
WUHbIMM OObEKTaMn KPUTUHECKON MHMOPMaLMOHHON WHpacTpyKTypbl, MHPOPMALMOHHLIMMA CUCTEMaMK,
aBTOMAaTM3NPOBaAHHbIMU CUCTEMaMUN YNpaBreHus, WHEHOPMAaLMOHHO-TENEKOMMYHUKALUNOHHBIMA  CETAMMU
(banee - apxuTekTypa 3Ha4iMoOro oObekTa), a Takke OCODEHHOCTEN (OYHKLUMOHMPOBAHUSA 3HAYMMOrO
obbekTa.

AHanus yrpos ©e3onacHocTK MHGOPMaLMMN OOSMKEH BKNHOYATb:

a) BbISIBEHNE NCTOYHMKOB Yrpo3 6e3onacHOCTM MHAopMaLmn N OLEHKY BO3MOXHOCTEN (noTeHumana)
BHELLUHMX 1N BHYTPEHHUX HapyLunTenen;

6) aHanna BO3MOXXHbIX YyA3BKU MocTen 3Ha4YMMOoro obbekTa n ero nporpamMmMHbIX,
nporpaMmmMHo-annapaTHbIX CPeacTB;
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B) onpedeneHne BO3MOXHbLIX CMNOCODOB (CLeHapueB) peanu3aumn  (BO3HMKHOBEHUS) Yrpo3
He3onacHocTn MHopMaumu;

r) OueHKy BO3MOXHbIX TMOCMEACTBAN OT peanu3auum (BO3HUKHOBEHWUS) yrpo3 6Ge3onacHocTu
MHdopMaLmn.

B kauecTBe MCXOOHbIX OaHHbIX OIS aHanu3a yrpo3 6e3onacHocTy MHdopMaLMmM ucnonb3yerca 6aHk
OaHHbIX yrpo3 6GesonacHocTn MHGOopMauun, BegeHume Kotoporo ocyuwectBnsierca ®CTIK Poccun B
cooTBeTCcTBAM C noanyHktom 21 nyHkta 8 [lMonoxeHns o PepepanbHon cnyxbe Mo TEXHAYECKOMY U
3KCMOPTHOMY KOHTPONIO, yTBEpXAEHHOro Ykasom [NpeangeHTta Poccunckon ®enepaumm ot 16 aBrycta 2004
r. N 1085 (CobpaHue 3akoHopaTtenbctBa Poccunckon ®enepaummn, 2004, N 34, ct1.3541; 2006, N 49,
c1.5192; 2008, N 43, ¢1.4921; N 47, ¢1.5431; 2012, N7, cT1.818; 2013, N 26, c1.3314; N 53, c1.7137; 2014, N
36, cT.4833; N 44, c1.6041; 2015, N 4, c1.641; 2016, N 1, c1.211; 2017, N 48, c1.7198) (manee - GaHk
OaHHbIX yrpo3 6esonacHocTn mHdopmauum PCTIK Poccun), a Takke WCTOYHUKW, copepxalime WHble
cBefeHns 00 yA3BMMOCTSX U yrpo3ax 6e3onacHoCTy nHopmaunu.

Mo pesynbTatam aHanu3a yrpo3 6e3onacHoCTM UWHgopMaumm MoryT Obmb  pa3paboTaHbl
peEKOMeHOaLUmM MO KOPPEKTMPOBKE apXMUTEKTYPbl 3HaUMMOro o6bekTa U OpraHn3auMOHHO-PacnopaanTENbHBIX
OOKYMEHTOB Mo 6e3onacHOCT! 3HaYMMbIX OObEKTOB, HanpaBMeHHble Ha BGrokMpoBaHue (HenTpanm3aumio)
oTAenbHbIX Yrpo3 6e3onacHOCTM nHdopMaunm.

Mogenb yrpo3 6e30MacHOCTM MHGOPMauUMM [JOMKHA CodepXkaTb KpaTKoe OnucaHue apXMTeKTypbl
3Ha4YMMOro obbekTa, XapakTepucTKy UCTOYHMKOB Yrpo3 6e30macHOCTV MHGopMaLumn, B TOM YMciie Moaesb
HapyLWTENS, U OnncaHne BCex yrpo3 6e3onacHOCTV MHGOPMaLIMK, akTyanbHbIX ANs1 3Ha4MMOro oGbekTa.

OnucaHne kaxnol yrpo3bl 6e30nacHOCTU MHAOPMAaLIMKN OOMKHO BKMOYaTh!
a) MCTOYHMK yrpo3bl 6e3onacHoCTM MHAOpMaLNK;

0) ysasBMMocCTM (OwmMbrM), KOTOpble MOryT ObiTb UCNOMB30BaHbl AN peanu3aumy (cnocobcTBoBaThb
BO3HVMKHOBEHMIO) yrpo3bl 6e3onacHOCTV MHGopMaLnu;

B) BO3MOXHblE Cnocobbl (CueHapun) peanuaauum yrposbl 6e3onacHocTn MHGopMaunu;

r) BO3MOXHbIE MOCMNEACTBUSA OT peanu3aunn (BO3HMKHOBEHNS) yrpo3bl 6e3onacHoOCTN MHopMaLmu.
(A63au B pegakumu, BBeaeHHon B gencteme ¢ 30 anpensa 2019 roga npukasom OCTIK Poccun ot 26
mapta 2019 roga N 60. - Cm. npegbiayLLyo peaakumio)

Mogenb yrpo3 6e3onacHOCTM MHGOPMaLMM MOXET paspabaTbiBaTbCA ANS HECKONMbKAX 3HAYMMbIX
06BbEKTOB, MMEILLMX OANHAKOBbIE LLENM CO34aHnsa 1 apXUTEKTYpy, a Takke TUMNoBble Yrpo3bl 6e3onacHOCTH
WHopmaumu.

Onsa onpegenenns yrpo3 6esonacHocTn MHdOpMauumn 1 pa3paboTki mopenu yrpo3 6esonacHocTu
MHOPMaLMK OOMKHbI MPUMEHSATLCS MeToAMYeckMe AOKYMEHTbI, pa3paboTaHHble u yTBepxaeHHble PCTOK
Poccuu B cootBeTcTBUM ¢ noanyHKTom 4 nyHkTa 8 NonoxeHnsa o ®egepanbHON Criyk0e Mo TEXHUYECKOMY U
AKCMOPTHOMY KOHTPOMt0, yTBEpXKAeHHOro Ykasom lpesvgeHTta Poccunckon depepaummn ot 16 aBrycta 2004
r. N 1085.

11.2. lNMpoekTnpoBaHne NoAcMCTEMbl 6E30MAaCHOCTN 3HAaYMMOro obbekTa OOMKHO OCYLLECTBNATLCS B
COOTBETCTBMN C TEXHUYECKUM 3aaHMEM Ha CO34aHMe 3HAa4YMMOro obbekTa n (MM) TEXHUYECKM 3afaHneM
(4acTHbIM TEXHAYECKIM 33aHNEM) Ha co3haHne NoacucTeMbl 6€30MacHOCTU 3HAYMMOro OObEeKTa C Y4ETOM
Mogenu yrpo3 6e3onacHocT MHOPMaLUmM 1 KaTeropmm 3HAYMMOCTIN 3HAYUMOro obbekTa.

Mpn NpoeKkTMpoBaHMN NOACUCTEMbI ©e30nacHOCTM 3HAaYMMOro o0beKTa:

a) onpegenstoTca cybbekTbl AocTyna (nonb3oBaTenu, NpoLEecChbl U UHble CyBbekTbl AocTyna) w
06BbEeKTbI 4OCTYNa;

0) onpegendaAlTCa MNOMMTMKA yNpaBfeHusl [OCTYNoM (OMCKPEUWMOHHas, MaHgaTHasi, porneBas,
KOMOUWHMPOBaHHas);
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B) onpegensioTcs U 0OOCHOBLIBAOTCS OPraHWM3auMOHHbIE UM TEXHUYECKMe Mepbl, noanexawme
peanusauum B pamkax noacucrembl 6€30nacHOCTU 3HAYMMOro 06 beKTa;

(MognyHkT B pegakuun, BBegeHHon B gencreme ¢ 30 anpens 2019 roga npukasom ®CTOK Poccun ot
26 mapta 2019 roga N 60. - Cm. npegplayLLyo peakuuio)

r) onpedensoTca BuMObl U TUMbl CPEACTB 3alMTbl MHOpmaumn, obecneunBalolLme peanusaumio
TEeXHUYecKNXx Mep no obecrneyeHnto 6e3onacHOCTU 3HaYNMMOro OO LEKTa;

[) OCyLecTBnsieTca BbOOP CPEACTB 3awmTbl UHGoOpMaumn u (Unu) mMx paspaboTka C y4eToMm
KaTeropmm 3HAYMMOCTH 3HAYMMOro 06bekTa, COBMECTMMOCTH c nporpaMmMHbIMU "
nporpammHo-annapaTHbLIMWU  CPeaCcTBamu, BLINOMNHAEMbIX (YHKUWUA 6e30MacHOCTM U OrpaHUYeHnin Ha
aKcnnyatauuio;

€) paspabaTtbiBaeTCsa apxuTekTypa noacucrembl 6e30nacHOCTM 3Ha4YMMOoro obbekTa, BKoYaroLwas
COCTaB, MecTa YCTaHOBKMW, B3aMMOCBSA3N CPEACTB 3aluThl MHpopMaLmu;

X) onpegenstoTca TpeboBaHMs K MapaMeTpam HacTPOMKU MPOrpamMMHBIX M MPorpaMMHO-annapaTHbIX
cpefcTB, BKMOYasa cpeacTBa 3awwmThl MHopMaummn, obecneumBalolLme peannsaumnio mep no obecneyeHnio
BesonacHocT, GnoKMpoBaHWe (HenTpanuaaumio) yrpo3 6esonacHoCTM MHOpMauMmM W yCTpaHeHune
YSA3BUMOCTEN 3HAYMMOro 00beKTa;

3) onpegensTca Mepbl Mo obecneveHno 6e30nacHOCT! NPy B3aUMOAENCTBAM 3HAaYMMOro obbekTa ¢
WHbIMA OBbEeKTaMn KPUTUYECKON MH(OPMaLMOHHON WHPaCTPyKTypbl, MHPOPMALMOHHLIMMA CUCTEMaMK,
aBTOMAaTM3MpOBaHHLIMU CUCTEMaMU YpaBIieHNs U NHOPMaLOHHO-TENEKOMMYHUKALMOHHBIMU CETAMM.

B cnyyae ecnM B XO4e MNpPOEKTUPOBAHMS MOACUCTEMbI GE30MacHOCTM 3Ha4MMOro obbekTa
npegycmMoTpeHa pas3paboTka nporpamMHOro obecrneyeHusi, B TOM 4uCrie MnporpaMMHOro obecneyeHus
CpeacTB 3awmThbl UHPOpMauuu, Takas paspaboTka NpPOBOAMTCS B COOTBETCTBUM CO CTaHgapTamu
©e3onacHon pa3paboTkM NporpaMMHOro obecneveHus.

Pesynbtatbl NpOeKTUpOBaHMS ModcucTeMbl GE30MacHOCTM 3HAYMMOrO OObekTa OTpaxalTcA B
MPOEKTHON [OKYMEHTauMM Ha 3HayMMblil 06bekT (nogcuctemy 6es3onacHOCTM 3HauYMMoro obbekTa),
pa3pabarbiBaemMoil B COOTBETCTBUMM C TEXHUYECKMM 33JaHMEM Ha CO3daHne 3Ha4YMmoro obbekra u (Unm)
TEXHUYECKUM 33afaHMEM (YacTHbIM TEXHWYECKUM 3afaHMeM) Ha cosfdaHue NoAacucTeMbl BesonacHocTu
3Ha4YMMoro obbekTa.

(A63au B pegakumu, BBeaeHHon B gencteme ¢ 30 anpensa 2019 roga npukasom OCTIK Poccun ot 26
mapta 2019 roga N 60. - Cm. npegbiayLLyo peaakumio)

B npouecce npoekTupoBaHNs 3HaYMMOro 06 bEKTa ero KaTteropus 3Ha4MMOCTM MOXET ObITb YTOYHEHA.

(A63ay B pegakunm, BBegeHHon B gevicteme ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26
mapta 2019 roga N 60)

B uensix TectMpoBaHMsA noacuctembl 6e3onacHOCTM 3Ha4YMMOro obbekta B XxQde MpOeKTUPOBaHUSA
MOXET OCYLLECTBNATLCH €€ MakeTMpOoBaHWE UMM CO3[aHne TECTOBOWN cpefbl. TeCTMPOBaHME AOMKHO ObiTb
HanpaBneHo Ha:

obecrneyeHre paboTocnoCOGHOCTY U COBMECTUMOCTM BbIGpPaHHbIX CPeACcTB 3awmThl MHopMaumm ¢
MPOrpaMMHBbIMM 1 annapaTHbIMU CPeACTBaMU 3HAYMMOrO 0B HEKTa;

NpakTU4eckyto oTpaboTKy BbINOMHEHNSA CPEACTBAMM 3alLmThl MHpopMaumn dyHKUMI 6Ge3onacHocTH, a
TaKkke BbINONMHeHUst TpeboBaHmn no  6e3onacHOCTW, MNpedbsiBAsSieMbX K  MPOrpaMMHbBIM U
nporpamMmMHo-annapaTHbiM CPeACcTBaM, B TOM 4Mcrne cpeacTBaM 3almTbl MHOpMauuK, B COOTBETCTBUU C
nyHktamm 27-31 HacTosawmx TpeboBaHui;

(A63au B pemakumn, BBegeHHoW B aencteue ¢ 25 ceHTsabpst 2020 roga npukasom PCTIK Poccum ot
20 dpespansa 2020 roga N 35. - CM. npegbiayLLyo peaakumio)

NCKNIoYEeHNEe BNNSAHNA NoACUCTEMbI 6e€30NacHOCTM Ha (*JyHKLI,VIOHVIpOBaHVIe 3Ha4YMMoro obbekTa.
MaKeTVIpOBaHI/Ie noacucrembl 6e3onacHOCTM 3Ha4MMOro obbekta u ee TECTUpPOBaAHNE MOXeT

npoBoANTLCA C UCNONIb3OBaHMEM CpeacTB UM MEeTodOB MOAEeNnmMpoBaHUA, a Takke C UCMNOoJib3OBaHMEM
TexHonornm BUpTYyanmsauun.
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Mpn NPOEKTUPOBaAHNMN  MOACUCTEM  ©e30nmacHOCTM  3HaA4YMMbIX  OOBLEKTOB,  SIBMANOLLMXCS
MHOPMAaLMOHHO-TENEKOMMYHUKALUMOHHBIMN CETAMMU, HacToswme TpeboBaHWUS NPUMEHSIOTCS C YYETOM
TpeboBaHWI K MPOEKTUPOBAHUIO CETEN ANEKTPOCBA3M, YTBEPKOEHHbIX Nprka3oMm MunHkomcessian Poccun ot 9
mapta 2017 r. N 101 (3apeructpupoBaH Munioctom Poccum 31 masa 2017 r., pernctpaumorHein N 46915), a
Takke WHbIX HOPMATUBHBIX MPAaBOBbIX aKTOB dedepanbHOrO opraHa WCMOMHWUTENBHON  BracTuw,
OCYLLECTBNAOWEIO0 (yHKUMM No  BblpaboTke M peanu3aumMn  roCySaApCTBEHHOM — MOMAUTUMKA 1
HOPMaTMBHO-NPaBOBOMY PErynvpoBaHuio B 06nacTu CBs3uN.

11.3. Pagpabotka paboden (3kcnryaTauMOHHOW) AOKYMEHTauMM Ha  3HauMMbil  OOBbEKT
OCYLLECTBMNSIETCS B COOTBETCTBUMN C TEXHUYECKMM 3afaHMEM Ha co3fdaHuWe 3Hadmmoro obbekta u (Mnm)
TEXHWYECKUM 3adaHMeM (YacTHbIM TeXHUYeCKUM 3afaHMeM) Ha cosgaHvMe noacucrembl 6e3onacHOCTM
3Ha4YMMOro o6 bekTa Ha OCHOBE MPOEKTHOM JOKYMEHTaLUN.

Pabouas (akcnnyataumoHHas) JOKYMEHTaumns Ha 3Ha4YMMbIi OO bEeKT JOMKHa coaepxXaThb:
onMcaHue apxmMTekTypbl nogcuctembl 6€30MacHOCTU 3HAYMMOro 00bEKTa;

NOPSAOK U NapamMeTpbl HACTPOMKM NPOrpaMMHBIX M NMPOrpamMMHO-annapaTtHbIX cpeacTs, B TOM YMcre
cpencTB 3alnThl MHopMaLnK;

npaBuna akcrnyataumm nporpaMMHbIX M NporpaMMHO-annapaTHbIX CPpeacTs, B TOM 4YMcrie cpeacTs
3aWwnTbl MHopMauumn (npaeuna GesonacHom aKcnnyaTauumn).

CoctaB u ¢opmbl paboyen (IKChnyaTauMOHHON) OOKYMEHTALMW ONPEeLEenstoTCa B COOTBETCTBMU C
TEXHUYECKUM 33JaHMEM Ha CO3[aHMEe 3HAYMMOro OObekTa U (UNM) TEXHUYECKMM 3adaHueM (4acTHbIM
TEXHUYECKNM 33aHNEM) Ha COo3aaHne NoacncTeMbl 6e30MacHOCTM 3HaYMMOro obbekTa.

BHeppeHne opraHM3auMoOHHbIX U TEXHUYECKMX Mep No obGecneyeHnto 6e3o0nacHOCTU 3HaYMMOro
obbeKTa U BBOA ero B AencTBue
12. BHegpeHue opraHu3auMoHHBLIX U TEXHNYECKMX Mep no obecneyeHntio 6e30MacHOCTU 3HAYMMOrO
obbekTa opraHusyeTcsi CyObEeKTOM KPUTUYECKON MH(OPMAaLNOHHON WHPPACTPYKTypbl B COOTBETCTBUMN C
NPOEKTHOM U paboyer (3KChnyaTauMOHHON) [AOKyMEHTaUMEN Ha 3HauYMMbii OObLEeKT, cTaHgapTamu
opraHu3aunn 1 BKIOYaeT:

a) YCTaHOBKY MW HACTpOWKYy CpedcTB 3aluTbl WHGOPMaLMWM, HaCTPOWKy MNPOrpamMMHbIX W
nporpaMMHo-anmnapaTHbIX CPeaCTs;

0) pa3paboTKy OpraHM3auMOHHO-PaCNOPSANTENbHBLIX AOKYMEHTOB, PErnaMeHTUpPYLWMX npaevna u
npoueaypbl obecneyeHnst 6e3onacHoOCTU 3HaYMMOro 06 bEKTa;

B) BHEApPEHMEe OpraHn3aLoHHbIX Mep no obecneveHnto 6e30nacHOCTM 3HaYMMOro 06 beKTa;

r) npegBapuTENbHbIE UCMbITAHWS 3HAYMMOro O6bEeKTa U ero nogcmMcTemsl 6esonacHoOCTY;

A) OMNbITHYIO 3KCMNMyaTauuto 3Ha4Mmoro obbekTa U ero nogcucTemMbl 6e30MacHoOCTY;

€) aHanu3 ysa3BMMOCTEN 3HAYMMOro oObekTa 1 MPUHATME MepP MO NX YCTPaHEHUIO;

) NPUEeMOYHbIe UCMbITaHNSA 3HaYMMOro obbekTa 1 ero nogcmcTeMbl 6e3onacHoOCTy.

Mo peweHnto cybbekTa KpUTUYECKOM WH(POPMALMOHHOM WHPACTpyKTypbl K pas3paboTtke wu
BHEAPEHUIO OPraHM3auMOHHbIX U TEXHUYECKUX Mep Mo obecnedeHnio 6e30MacHOCTM 3HaYMMoro obbekTa
MOXET NpUBNeKaTbCA NULO, IKCMyaTmpytoLlee (MnaHMpyoLlee sKCnnyaTnpoBaTh) 3HaYMMbIN OO BbEKT.

12.1. YcTaHoBKa 1 HacTponKa CPeACTB 3alumTbl MHpOpMaLUmMK OOSMKHa NPOBOAUTLCS B COOTBETCTBUM C
MPOEKTHON 1 paboyen (IKCnnyaTaumMoHHON) AOKYMEHTaLUMen Ha 3Ha4YMMbI OO bEKT, a Takke B COOTBETCTBUM

C 3KCMNyaTaLMoHHOM AOKYMeHTaUMen Ha oTaenbHble cpeAcTBa 3alimTbl MHopMaLUmK.

I'Ipvl yCTaHOBKE U HaCTpOIZKe cpeacTts 3allnTbl I/IHC*)OpMaLI.I/II/I OOIMKHO ObITb 06ecneYeHo BbINOMHEHNE
orpaHquHvu?l Ha JKcnnyatauuiw 3TUX CpeacTtB 3alnTbl VIHCbOpMaLI,VIVI, B Cny4ae X Hannuia B
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3KCNNyaTaunoHHON AOKYMEHTaUuUN.

12.2. PaspabartbiBaemble OpraHn3auMOHHO-pacnopaanTenbHble  OOKYMEHTbl Mo 6e3onacHocTu
3HauyMmoro obbekTa [OMKHbl onpedensaTb nNpaBunia W Mpoueaypbl  peanusauun  OTAENbHbIX
OpPraHM3auMoOHHbIX U (MIM) TEXHUYECKMX Mep (MonMTuK GesonacHocTh), pa3paboTaHHbIX U BHEOPEHHBIX B
pamkax nogcucteMbl ©e3onacHOCTM 3HauMMoro obbekta B cooTBeTcTBUM € rmaBo |l HacToswmx
TpeboBaHuii.

OpraHun3aLUnoHHo-pacnopsianTenbHble OKYMEHTbI Mo 6e30MnacHOCTY 3Ha4YMMOro oGbekTa OOMKHbl B
TOM u4MCrfe YyCTaHaBnMBaTb NpaBuna GesonacHoi paboTbl PabOTHUMKOB, JIKCMNyaTUPYOLMX 3HaYMMble
06beKTbl, 1 paboTHMKOB, obecneuBaloLMX (DYHKLUMOHMPOBAHUE 3HAYMMbIX ODBEKTOB, a TakkKe OEelCTBUS
pabOTHMKOB MPU BO3HUKHOBEHMM HeLTaTHbIX CUTyauuid, B TOM 4WCHe BbI3BaHHbIX KOMMbIOTEPHBIMU
MHUMOEHTaMU.

CocTaB 1 PopMbl OpraHM3auMoHHO-pacnopsaNTESNbHLIX AOKYMEHTOB MO ©e30MacHOCTM 3HAYUMBbIX
0OBHEKTOB  onpedenstTcs CyObEeKToOM KpUTUYECKON MHAOPMALUMOHHOW WHMPACTPYKTypbl C  Yy4E€TOM
0ocobeHHOCTEN ero AeATenbHOCTH.

12.3. lNpn BHeOpeHUN OpraHn3aumoHHbLIX Mep Mo obecneyeHnto 6e3onacHOCTM 3HAYMMOro obbekTa
OCYLLECTBNAOTCS:

a) opraHM3aumst KOHTPOns pU3MYECKOro AOCTyna K nporpaMMHOo-anmnapaTHbIM CPeacTBaM 3HAYMMOro
o0beKTa 1 ero NMHUAM CBSI3N;

6) peanusauusi NpaBuWST pasrpaHUYeHust AocTyna, pernaMmeHTUpYLMX fnpaBa AocTyna cyObekToB
JocTyna Kk obbektam [ocTyna, W BBEeAeHWEe OrpaHMYeHUin Ha OeiicTBUS Monb3oBaTeniel, a Takke Ha
N3MeHeHNe YCroBWIA 3KCMilyaTauumn, cocTaBa U KOH(UIypaLum nporpamMMHbIX M MporpaMMHO-annapaTHbIX
cpencTs;

B) NpoBepKa MOSIHOTbI U AEeTanbHOCTU OMMCaHUs B OpraHM3auMOHHO-pacnopsaanTeNbHbIX JOKYMEHTax
no 6e30MacHOCTV 3HaYMMbIX OOBLEKTOB AENCTBUIA NMonb3oBaTtenel U agMUHUCTPATOPOB 3HAYMMOro 06beKTa
Mo peanunsalmy opraHM3aLnoHHbIX Mep;

r) onpenenexHve agMMHMcTpaTopa 6e30nacHOCTN 3HAYMMOro o6 beKTa;

4) orpaboTka OeACTBUIA Mornb3oBaTenel U agMUMHACTPATOPOB 3HAYMMOro OGbekTa Mo peanusaumm
Mep no obecneyeHnto 6Ge3onacHOCTU 3Ha4MMOro obbekTa.

12.4. MNpepBapuTenbHble UCMNbITaHNSA 3HAYMMOro obbeKkTa 1 ero NnogcucTeMbl 6€30MacHOCTY SOIMKHBI
NPOBOAUTLCS B COOTBETCTBMM C MPOrpaMmon U MeToankamm npeaBapuTenibHbIX UCMbITaHWn U BKOYaTb
npoBepKy paboTocnocoOHOCTM nogcucTeMbl ©e30MacHOCTU 3HAYMMOro ObbeKkTa W OTAENbHbIX CPEenCcTB
3aWnTbl  MHOPMaLMK, OUEHKY BbINOMHEHNA TpeboBaHUM Mo ©e3onacHOCTU, MNpeabsBNsSeMbIX K
nporpamMMHbIM 1 NporpamMMHoO-annapaTHbIM CPeacTBam, B TOM 4nChe CpeacTBaMm 3alimTbl MHOpMaumn, B
COOTBETCTBUU C NyHKTamu 27-31 HacToswmx TpeboBaHWiA, OLLEHKY BUSIHWUSA NogcucTembl 6€30nacHOCTM Ha
PYHKLMOHNPOBAHNE 3HAYMMOro OObeKTa NPy MPOEKTHBIX PEXUMax ero paboTbl, YCTAHOBEHHbLIX NMPOEKTHOM
OOKYMEHTaUMeN, a Takke NPUHATUE PELLEHNST O BO3MOXHOCTM OMbITHOW 3KCMyaTaumn 3Ha4MMoro oobekTa u
€ero nogcucrtembl 6e3onacHocTu.

(MyHKT B pegakumm, BBeageHHou B genctene ¢ 25 ceHtabps 2020 roga npukasom CTIK Poccuu ot
20 dbepans 2020 roga N 35. - CM. npegblayLLyo peaakunio)

12.5. OnblTHas akcnnyaraums 3Ha4yumoro obbekTta M ero nopcucreMbl 6e3onacHoCTM AorkHa
NPoOBOANTLCS B COOTBETCTBUAM C MPOrPamMMO U METOAMKaMM OfMbITHOWM SKCNIyaTauum 1 BKMtoYaTh NPOBEPKY
PYHKUMOHNPOBaHMST MOACUCTEMbI ©€30MacHOCTUM 3HaYMMOro OObekTa, B TOM 4MCle peanmn3oBaHHbIX
OpPraHN3auUMOHHbIX M TEXHUYECKMX MepP, a TakKe 3HaHWA U yMEHMI nonb3oBaTenein u agMMHUCTPaTOpPOB,
HeoOXOAMMBIX Ot SKClyaTauum 3Ha4YMMoro obbekTa n ero nogcmctemsl 6esonacHocTu. Mo pesynbratam
OMbITHOM 3KCMyaTauuMm MNPUHAMAETCS peLleHMe O BO3MOXHOCTU (MM HEBO3MOXHOCTW) MPOBELEHMS
NPUEMOYHBIX UCMbITAHUI 3HAYMMOro 06bEKTa N ero NOACMCTEMbI 6€30MacHOCTH.

(MyHkT B pegakumn, BeeaeHHon B genctaue ¢ 30 anpens 2019 roga npukazom ®CT3K Poccum ot 26
mapta 2019 roga N 60. - Cm. npeabigyLLyo peaakumio)

12.6. AHann3 y<A3BMMOCTEN 3HAYMMOro ObbekTa NPOBOAUTCA B LENsSX BbISBNEHAS HEOOCTaTKOB
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(cnabocTen) B nogcncteme 6€30MacHOCTM 3HAYUMOTO OObEKTA U OLIEHKM BO3MOXHOCTU UX MCMOMb30BaHUS
Ona peanu3aumm yrpo3 6GesonacHocT MHdopmaumn. [pu 3TOM aHanusy nognexar YA3BMMOCTM Koaa,
KOH(MIypaLmm n apxmTeKkTypbl 3HAa4MMOro obbekTa.

AHanus ysa3BMMOCTEN MPOBOAMTCS Al BCEX MPOrpaMMHbIX U NMporpaMMHO-anmnapaTHbIX CPeacTs, B
TOM YMCrie CPEACTB 3allMTbl MHOopMaLMK, 3HAYMMOro 06 bekTa.

Mpu npoBefeHNN aHanu3a ysa3BUMOCTEN NPUMEHSIOTCS CreaytoLiMe Ccnocobbl UX BbISIBIEHMS:

a) aHanu3 NPOEKTHOWN, pabouen (aKkcnnyaraumnoHHON) OOKyMeHTaumm "
OpraH13aLMOoHHO-pacnopsanTenbHbIX AOKYMEHTOB MO 6€30MacHOCTU 3HAYMMOro OOBbEKTa;

0) aHanM3 HacTpoeKk NPOrpaMMHbIX M MporpamMMHO-annapaTHbIX CpeacTB, B TOM 4MCre CpeacTs
3awmnThl MHOPMaLNK, 3HAYMMOrO OO bEKTA;

B) BbISIBMIEHME M3BECTHBLIX YS3BMMOCTEN MPOrpaMMHbBIX U NPOrpaMMHO-annapaTHbIX CPeAcTs, B TOM
yucrie CpeacTB 3awMTbl MHOpMaumM, NMOCPEACTBOM aHanmi3a cocTaBa YCTAHOBMEHHOTO MporpamMMHOro
obecneyeHns n 06HOBNEHWI 6e30MacHOCTM C MPUMEHEHNEM CPEACTB KOHTPONs (aHanu3a) 3almLLEeHHOCTU U
(Mnn) MHBIX CPEACTB 3aWwMThl MHOPMaLMK;

r) BbISIBIEHUE U3BECTHBLIX YS3BMMOCTEN MPOrpaMMHbIX M MPOrpamMMHO-anmnapaTHbIX CPeacTs, B TOM
yucne cpencTB 3awmMTbl MHOpMaumKM, ceTeBbiX CryXO0, OOCTYMHbIX AN CETEeBOro B3aMMOAEWCTBUS, C
NPUMEHeHeM CPeaCcTB KOHTPOMS (aHanmsa) 3almLLeHHOCTH;

ﬂ,) TecTupoBaHMe Ha NPOHMKHOBEHWE B YCIOBUAX, COOTBETCTBYHOLLUMX BO3MOXXHOCTAM HapyLLIMTeJ'IeVI,
onpeneneHHbIX B Mo4enn yrpos ©esonacHocTn VIHq)OpMaLI,I/II/I.

lMpumeHeHne cnocoboB W CpedcTB  BLISBIEHUS YSA3BUMOCTENM  OCYLLECTBMSETCS CyObekToM
KPUTMYECKON MHOPMaLMOHHON MHAPACTPYKTYPbl C y4ETOM 0COBEHHOCTEN (PYHKLUMOHMPOBAHNA 3HAYMMOrO
obbekTa.

[onyckaeTcsa npoBegeHnMe aHanm3sa ys3BMMOCTEN Ha MakeTe (B TECTOBOM 30HE) 3Ha4YMMOro obbekTa
UM MakeTax OTAENbHbIX CETMEHTOB 3HAa4YMMOro obbekTa.

AHanua ys3BMMOCTeN 3HAa4YMMOro ob6bekTa MpoBOAUTCS A0 BBOA4A €ro B 3KCMyaTauuio Ha aTanax,
onpegensieMbiX Cy6bEeKTOM KpUTUYECKON MHPOPMAaLMOHHON MHAPACTPYKTYpbI.

(A63au B pegakumu, BBeaeHHon B genctame ¢ 30 anpend 2019 roga npukasom ®CTIK Poceun ot 26
mapta 2019 roga N 60. - CM. npegbiayLLyo peaakumio)

B crniyyae BbisiBNEHUS ysI3BUMOCTEA 3HAUMMOro obbekTa, KoTopble MOryT GbiTb MCMOMb30BaHb! AnNs
peanusauun (CnocobCTBOBaTb BO3HUKHOBEHUIO) yrpo3 6e30MmacHOCTM MHOpMaLum, NPYHUMAOTCS Mepb,
HanpaBlieHHblE Ha WX YCTPaHeHWe WM UCKIoYaroLlMe BO3MOXHOCTE WUCMONb30BaHUS (3KChyaTaumum)
HapyLLUMTENEM BbISIBIEHHbIX YSI3BUMOCTEN.

Mo pesynbratam aHanmsa ys3BUMOCTEN OOIMKHO ObiTb MOATBEPXKAEHO, YTO B 3HAYMMOM OObekTe,
OTCYTCTBYHOT YS3BMMOCTU, KaK MUHUMYM copepXalimnecs B 6aHke gaHHbIX yrpo3 6e3onacHoCTy nHpopmawmm
OCTIK Poccum, ykasaHHom B nyHkTe 11.1 HacToswmx TpeboBaHWW, UM BbISIBIEHHbIE YSA3BMMOCTM HeE
NPUBOAAT K BOSHWKHOBEHMIO Yrpo3 6e30nacHOCTM MHGOPMaLMKN B OTHOLLEHNN 3HAYMMOro 06 bekTa.

12.7. B xo4e NpMeMOoYHbIX UCMbITaHUM 3HAYMMOro obbekTa u ero NogcMcTemMbl 6€30MacHOCTU AOIKEH
ObITb NMpoBeOeH KOMMMNEKC OPraHW3auMOHHBLIX U TEXHUYECKNX MepOonpuUAaTUR (MCMbITaHWi), B pesynbTaTe
KOTOpbIX MOATBEPXKOAETCSH COOTBETCTBME 3HAYMMOro 00 bEKTa U ero noacncTemMsl 6€30nacHOCT HACTOALLUM
TpeboBaHuAM, a Takke TpeboBaHMAM TEXHUYECKOro 3adaHus Ha co3fjaHue 3Hauyumoro obbekta u (Mnm)
TEXHWYECKOro 3adaHusa (4acTHOrO TEeXHUMYECKOro 3adaHvs) Ha cosfjaHve noacucTembl 6e3onacHOCTM
3Ha4MMOoro obbekTa.

B kayecTBe WCXOOHbIX AaHHLIX MPU  MPUMEMOYHBIX MCMbITAHUSX WMCMONb3YHTCA MOLENb Yrpo3
6e3onacHoCTM WMHGOPMaLMKN, pe3ynbTaTbl (aKT) KaTeropypoBaHWsi, TEXHUYECKOE 3afaHMe Ha co3faHue
(MopepHUu3aLmio) 3HauMmMoro obbekTa 1 (M) TeXHMYEeckoe 3agaHne (YacTHoe TEXHUYEcKoe 3afaHue) Ha
co3faHne nogcucTembl 6e30MacHOCTM 3HAaYMMOro obbekTa, MpPoeKkTHas M paboyas (IKcnnyaraumMoHHas)
OOKYMEHTaUMsi Ha 3HAYMbI OOBbEKT, OpraHM3auUMOHHO-pacnopsiAMTENbHbIE OOKYMEHTbI No 6e3onacHoCTU
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3HauUMMbIX OOBLEKTOB, pe3ynbTaTbl aHanusa YsA3BUMOCTEN  3HAuMMoro obObekta, MaTtepuanol
npeasapuTenbHbIX UCTIbITAHUIA U OMbITHOW 3KCMNyaTauuu, a Takke UHble OOKYMEHThI, pa3pabaTbiBaeMble B
COOTBETCTBMM C HacToswnmmn TpeboBaHusMK 1 TpeboBaHNSMM CTaHAAPTOB OpraHn3auuu.

MpremoudHble MUCMbITaHUS 3HaYMMOro obbekTa M ero nogcucTteMbl 6e3onacHOCTM NPOBOASATCA B
COOTBETCTBMM C MPOrpamMMOn 1 METOOMKOM MPUEMOYHBIX UCMbITaHUA. Pe3ynbTarbl MPUEMOHHBIX UCTIBITaHWI
3Ha4uMmoro obbekta u ero nogcucteMbl 6€30MacHOCTM C BbIBOAOM O €€ COOTBETCTBUM YCTaHOBMEHHbIM
TpeboBaHMAM BKITHOHAKOTCS B aKT NMPUEMKN 3HAYMMOro obbekTa B aKCnnyataumio.

B cnyyae ecnm 3HauMMbIn OBBLEKT SBMSETCH rocy4apCTBEHHON MHOPMALMOHHON CUCTEMON, B MHbIX
Clny4dasX, YCTaHOBMEHHbIX 3akoHogaTensctBoM Poccuiickon ®degepaumn, a Takke B Cryvyae NPUHATUS
peLeHnst CYObEKTOM KPUTUYECKOM MHAOPMALMOHHON MHAPACTPYKTYPbl, OLLEHKA 3HAYMMOro obbeKTa U ero
nogcuctembl 6e3onacHoOCTM NpoBoAUTCS B ¢hopme aTTecTauuM 3HauMMoro obbekta B COOTBETCTBUM C
TpeboBaHnsMn 0 3awute MHOPMAaLMKN, HE COCTaBNSIOLLEN FOCYAApPCTBEHHYIO TalHy, COAepXallencsd B
rocy4apCTBEHHbIX WHEOPMAaUMOHHbIX CUCTeMax, YyTBepXaeHHbiMn npukaszom PCTIK Poccum ot 11
deBpans 2013 r. N 17.

Bsog B akcnnyarauuio 3Ha4MMoro obbekta u ero noacncremsl 6e30nacHOCTU OCYLLLECTBNSAETCA npu
NONOXUTENBHOM 3aKMOYEeHNN (BbIBOAE) B akTe MpUEMKM (M B aTTecTare COOTBETCTBMS) O COOTBETCTBMM
3Ha4YMMoro obbLekTa ycTaHoBNEHHbIM TpeboBaHNsaM no obecneveHnto 6esonacHoCTy.

(A63au B pegakumu, BBegeHHon B genctame ¢ 30 anpend 2019 roga npukasom ®CTIK Poceun ot 26
mMapta 2019 roga N 60. - CM. npegbiayLLyto peaakunio)

O6ecne4yeHne 6e30MacHOCTM 3HAYMMOro 06 beKTa B XoAe ero aKcrnjyarauum
13. OGecnevyeHne 6Ge3onacHOCTM B XOoA4e 3KCrryaTtaumM 3Ha4MMmoro obbekTa OCyLLECTBRSETCA
CYObEKTOM KPUTUYECKON WHGOPMALMOHHOM MHMPACTPYKTYpbl B COOTBETCTBUM C  3KCrUTyaTauMOHHON
OOKYMEHTaUMen M opraHM3auMoHHO-pacnopsaanTenbHbIMU  LOKYMEHTaMn no 6e3onacHOCTY  3HAYMMOro
obbekTa 1 JOMMKHO BKIYaTb peanv3auunto CneaqyoLwmx MeponpusaTmii:
a) NnaHMpoBaHne MeponpusTUn No obecnevyeHnto 6e3onacHOCTM 3HAYMMOro 06 beKTa;

6) aHanmmM3 yrpo3 06e3onacHOCTM MHGOPMauuMM B 3HAYMMOM OObEeKTe W MOCNEeACTBMM OT UX
peanusauuu;

B) ynpaBneHue (aaMUHUCTPUpPOBaHNE) nogcucTeMon 6e30nacHOCTN 3HAYMMOro O0bLEKTa;

r) ynpaBneHue koHpurypaumneni s3Ha4umMoro obbexkTa n ero nogcmMcTemon 6e3onacHoOCTH;

[) pearnpoBaHMe Ha KOMMNbIOTEPHbIE MHUMAEHTbI B XO4E 3KCnyaTtaumMmM 3Ha4MMoro obbexTa;

€) obecneyeHne AeNCTBUI B HELLTATHBLIX CUTYyaUUsIX B XO4e 3KcrnyaTaumnm 3Ha4MmMoro o6bekTa;
X) nHcpopmmpoBaHme n obyyeHne nepcoHana 3Ha4nMoro o6 bexTa;

3) KOHTPOIb 3a obecnedeHnem 6e30NacHOCTN 3HAYMMOro oo bekTa.

13.1. B xoge nnaHMpoBaHUs Meponpuatin no obecnedeHnto 6e30MacHOCTM 3HauMmoro obbekra
OCYLLECTBNAIOTCS:

a) onpegeneHne nuvu, OTBETCTBEHHbIX 3a MIaHMPOBAHUE N KOHTPOSb MEPONPUATUIA MO obecneveHunto
©e30nacHOCTM 3HAYNMOro OO BEKTA;

6) paspaboTka, yTBEPKOEHNE U aKTyanusauus nraHa MeponpusTuii no obecneveHnto 6esonacHoOCTH
3Ha4YMMOro o0bEeKTa;

B) onpefenieHus nopsiika KOHTPOMs BbIMONHEHUS MeponpuaTMin no obecneveHuto Ge3onacHoCcTU
3Ha4YMMOro obbekTa, NPeayCMOTPEHHbBIX YTBEPXKAEHHLIM NIaHOM.

MnaHvpoBaHWe MeponpusTUn Mo obecnevyeHnio Ges3onacHOCTM  3HauMMoro o6GbekTa [OIMKHO
OCYLLECTBMNATLCA B pamax npolecca MraHUpoBaHusl, BHEAPEHHOTO B COOTBETCTBUM C TpeboBaHUsMU K
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co3gaHuo cuctem 6e30nacHOCTM  3HAYMMbIX  OOBEKTOB M 0BecnedeHuto KX  OYHKUMOHUPOBAHMS,
yTBEPXOEHHbIMU B COOTBETCTBMU C MyHKTOM 4 Yyactn 3 cTatbk 6 PenepansbHoro 3akoHa ot 26 uionga 2017 .
N 187-®3 "O 6e30nacHOCTU KpUTMYECKON MHEOPMALIMOHHOM MHppacTpykTypbl Poccuinckon ®egepauumn’.

13.2. B xoge aHamm3sa yrpo3 06e3omacHOCTM MHGOpMauum B 3HAYMMOM OOBbEKTE M BO3MOXHbIX
nocreacTBUI UX peannaalinm oCyLLECTBSAOTCS:

a) aHanMs ysi3BMMOCTEN 3Ha4YMMOro 0GbEeKTa, BO3HUKAIOLLMX B XOOe €ero aKcnnyartauuu;

6) aHanum3 nsMmeHeHund yrpos ©esonacHocTU I/IHd)OpMaLI,VIVI B 3HA4YMMOM 0DBEKTE, BO3HMKAIOLLMX B X04€e
ero akcnnyarauunu;

B) OLlEHKa BO3MOXHbIX MOCMEACTBUAN peanusauumn yrpo3 6esonacHocT MHGOopMaumMn B 3HA4YMMOM
obbekTe.

MMepnognyHOCTb  NpOBEdEHUS  yKal3aHHbIX paboT  onpegenseTcss CyObekToM  KPUTUYECKOW
MHOPMaLMOHHOM MHAPACTPYKTYPbl B OpraHn3aL,MOHHO-pacnopsanTernbHbIX JOKYMEHTax no 6es3onacHocTu
3HaYMMbIX OOBHEKTOB C YYETOM KaTeropum 3Ha4MMoCTu 00beKTa U 0COOEHHOCTEN ero yHKLMOHNPOBaHUS.

13.3. B xofe ynpaBneHusa (agMUMHUCTPUPOBaHMSA) noacucTemMoin 6e3onacHoOCTU 3HaYMMOoro oGbexTa
OCYLLECTBNATCS:

a) onpegeneHue nuu, OTBETCTBEHHbIX 3a YynpasneHue (agMUHACTPUPOBaHME) MOACUCTEMOM
6e30nacHOCTU 3HAa4YMMOro o6 BbLEKTA;

6) ynpaBreHne y4yeTHbIMW 3anucsiMM ronib3oBaTeniel U NogaepKaHue B akTyanbHOM COCTOSIHAW
npaBus pasrpaHUYeHnst 4ocTyna B 3Ha4MMOM OObLEKTE;

B) ynpaBneHue cpegcteamMmum 3awunTbl MHOpMaLm 3Ha4MMOro 06 bHEKTa;

r) ynpaereHne OOHOBMEHUSIMU MPOrpaMMHbIX U MpOorpaMMHO-annapaTHbIX CpeacTs, B TOM 4Mche
CpeacTB 3aWwuTbl MHpopMaumnm, ¢ y4eToM 0COBEHHOCTEN (PYHKLMOHNPOBAHMS 3HAYMMOro OO bEKTa;

) LUEeHTpanu3oBaHHOEe YyMnpaBfeHne noacucTemon 6e3onacHoOCTM 3HauwMoro obbekta (mpu
HeobXoaAMmocTK);

€) MOHWUTOPMHI U aHanM3 3aperucTpMpoBaHHbIX COOLITUA B 3HAaYMMOM OOBLEKTE, CBS3aHHBLIX C
obecneyveHnem 6e3onacHocTn (ganee - cobbITUst Ge3onacHoCcTn);

)K) conposoxaeHune ¢)YHKHMOHMpOBaHMH noacucrembl 6e30nacHOCTM 3HAYMMOro 06beKkTa B xode ee
KCcnnyaraunu, BKIo4asn BeaeHne 3KCI'IJ'IyaTaL|,I/IOHHOI7I LOOKyMeHTauun n
opraHn3aunMoHHO-pacnopAaonTeribHbIX OKYMEHTOB MO 6e30nacHOCTM 3Ha4YMMOro obbekTa.

13.4. B xoge ynpaeneH1si KoHUrypaumen 3HaummMoro oobekTa 1 ero nogcucremol 6es3onacHocTv Aons
uenen obecneyeHmst ero 6e30MacHOCTM OCYLLECTBASIOTCS:

a) onpegerieHne nuu, KOTOpbIM pa3peLleHbl EeNCTBUS MO BHECEHWUIO M3MEHEHU B KOHMUTYpaumio
3Ha4YMmoro obbekTa U ero NoacnucTemMbl 6€30nacHOCTU, N NX MONMHOMOYUNA;

0) onpepneneHve KOMMOHEHTOB 3HAYMMOrO OObeKTa M ero NOACMCTEMbI 6e30MacHOCTU, NoAneXalmx
N3MEHEHNIO B paMKax ynpaBrieHns koHdurypaumm (MaeHTMmkaumnsa o6beKkToB yrnpaBneHns KoHurypauum):
nporpaMMHo-annapaTHble, MporpaMMHble CpefcTBa, BKMoYas CpeacTBa 3awmTbl MHGOPMauUMK, M KX
HaCTPOMKN W MNpPOrpamMMHBIA KO, ISKCMMyaTauMOHHas [OOKyMeHTaumsd, uHTepdencol, ¢annbl U UHble
KOMMOHEHThI, Nogsiexallume NU3MEHEHNIO 1 KOHTPOIHO;

B) ynpaBreHne N3MEHEeHUsIMU 3Ha4YumMoro obbekTa U ero noacuctTembl 6esonacHocTu: paspaboTka
napameTpoB HaCTpOMku, obecneumBaroLMx 6e30MacHOCTb 3HA4YMMOro 0bObekTa, aHanma MoTeHLMarnbHOro
BO3OENCTBMS  MMaHMpyeMblX M3MEHeHU Ha obecnedeHne Oe30MacHOCTM  3HAYMMOro 0bObekTa,
CaHKUMOHMPOBAHNE BHECEHUSI W3MEHEHWA B 3HaYMMbIA OBbLEKT M ero noacuctemy GesonacHocTH,
JOKYMEHTUPOBaHWE OEUCTBUA MO BHECEHWUIO U3MEHEHUA B 3HAYMMbIA OOLEKT U COXpaHeHWe AaHHbIX 06
N3MEHEHMSIX KOHpUIypauuu;



06 yTtBepxaeHnn TpeboBaHuin no obecneveHnto 6€30NacHOCTM 3HAaYMMbIX OOBEKTOB KPUTUYECKOWN MHEOPMALMOHHON MHPPaCTPYKTYpbl
Poccwuickon ®epgepaumm (C nsmeHeHusimu Ha 28 asrycta 2024 roga)
lMpuka3z ®CTIK Poccuu om 25.12.2017 N 239

Crpanuua 12

r) KOHTpPOMb [OENCTBAW MO BHECEHUO W3MEHEHUI B 3Ha4YMMbii OOLEKT W €ero MoAcUCTeMY
6e3onacHoCTW.

PeannsoBaHHble npouecchl YNpaBneHNs W3MEHEHUSIMM 3HAYMMOro OObekTa U ero noacUcCTEMbI
D©e3onacHOCT! JOMKHbI OXBaTbIBaTb NPOLECCHI FAPaHTUMHOMO N (M) TEXHNYECKOTO OBCMYXXMBaHUS, B TOM
ynucne OMCTaHUMOHHOTO (yAaneHHoro), MporpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPEACTB, BKIHO4Yast
cpefcTBa 3awWmnTbl MHGQOPMaUmmn, 3Ha4Mmoro obbekra.

13.5. PearpoBaHue Ha KOMMbIOTEPHBIE MHUMAEHTHI OCYLLECTBIISIETCS B NOpsSiAKe, YCTAHOBIEHHOM B
COOTBETCTBUM C MyHKTOM 6 YactTn 4 ctatbn 6 degepanbHOro 3akoHa ot 26 uona 2017 r. N 187-®3 "O
6e30nacHOCTN KpUTUYECKOM MHGOPMALIMOHHON MHppacTpykTypbl Poccuiickon ®enepaummn’.

,D,J'IFI pearnpoBaHna Ha KOMMbHOTEPHbIE MHUMOEHTbI onpeaendarTCcA pa6OTHI/IKI/I, OTBETCTBEHHbIE 3a
BblABJIEHNE KOMIMbHTEPHbLIX NHUMOEHTOB U pearnpoBaHne Ha HUX, 1 onpeaendarTcd nx d)yHKLI,I/II/I.

13.6. [1ns obecneyeHnst JENCTBUA B HELUTATHLIX CUTyaUUsX NpU SKCMyaTaumMn 3Ha4yMmoro obbekTa
OCYLLeCTBNAOTCS:

a) nnaHupoBaHWe MeponpuATUiA Nno obecrneyeHnio 6e30nacHOCTU 3HAYMMOro OObekTa Ha cryyait
BO3HUKHOBEHWSA HELLTaTHBLIX CUTYaLWiA;

0) obydeHune n otpaboTka gencTBUA NepcoHana no obecnedeHnto 6e3onacHOCTM 3Ha4YMMOro obbekTa
B Cliy4ae BO3SHUKHOBEHUA HELUTATHbIX CI/ITyaLI,l/IVI;

B) co3faHune arnbTepHaTUBHbIX MECT XpaHEeHNA U 06p860TKI/I I/IHCbOpMaLI,I/Il/I Ha cnyqa|7| BO3HUKHOBEHUA
HeLWTaTHbIX CVITyGLI,VIVI;

r) pesepBupOBaHME MPOrpaMMHbIX M MPOrpamMMHO-annapaTHbIX CPeAcTB, B TOM YuUCIEe CpeacTB
3aWnTbl MHOPMAaLMK, KaHAMOB CBS3W Ha Crly4ali BO3HMKHOBEHUSI HELLTATHbIX CUTYauui;

) obecnedyeHne BO3MOXHOCTU BOCCTAHOBMEHUS 3HAYMMOro ob6bekTa M (MnM) ero KOMMOHEHTOB B
Cnyyae BO3HMKHOBEHMS HELTaTHbIX CUTYyauUnun;

e) onpegeneHve nopsiaka aHanm3a BO3HUMKWMX HeWTaTHbIX CUTyaumii N NPUHATUS Mep Mo
HegonyLweHno nx noBTOpHOro BO3HMKHOBEHUA.

13.7. B xoge nHopMuMpoBaHns 1 06ydYeHnsi nepcoHana 3HayMmoro o6beKTa oCyLLECTBATCS:

a) uHopMMpoBaHMe nepcoHana o6 yrposax 6e3onacHOCTU MHGOpMauMK, O Npasunax GesonacHow
3KCMnyaTaunm 3Ha4nMMoro o6beKTa;

6) noBegeHne 40 nepcoHana TpeboBaHui No obecrneveHntio 6e30nacHOCTM 3HaYMMbIX OOBLEKTOB, a
TaKKe MOoroXKEHN opraHn3aLMOHHO-pacnopPsSaUTENbHBIX AOKYMEHTOB Mo 6€30MacHOCTM 3HAYMMbIX OO bEKTOB
B YacTW, UX KacaloLLencs;

B) obyyeHue nepcoHana npaBunaM 3KcryaTaumy OTAEeNbHbIX CPeAcTB 3awuTbl MHGOPMaLMK,
BKIOYas NpoBeaeHUe NpakTUYECcKUX 3aHATUIA C NepcoHarnoMm;

r) KOHTPOIb OCBEAOMIEHHOCTM MNepcoHana o6 yrpo3ax 6e30nacHOCTU MHAOPMAaLIMK U YPOBHSA 3HAHWIA
nepcoHana no Bonpocam obecrneyeHns 6e30nNacHOCTU KPUTUYECKO MHGOPMAaLIMOHHON MHADPACTPYKTYPbI.

MeprnognyHOCTL NPOBEOEHUS YKa3aHHbIX MEPONPUATWIA YCTaHABMMBAETCS CyObEKTOM KPUTUYECKOW
MHOOPMaLUMOHHOW MHPACTPYKTYpPbl B OpraHv3aLMOHHO-PacnopsanTenbHbIX 4OKYMeHTax no 6e3onacHoCTu
3HA4YMMOro obbekTa C Y4ETOM KaTeropMm 3Ha4YMMOCTM M OCOOEHHOCTEN (PYHKLMOHUPOBAHWUS 3HAYMMOro
obbekTa.

13.8. B xone koHTpons 3a obecneyeHnem 6e30nacHOCTN 3HAYMMOro 06 bEKTA OCYLLIECTBNSATCS:

a) KOHTpornb (aHanu3) 3aWuLeHHOCTN 3Hauumoro obbekta C y4eToM OCODEeHHOCTe#  ero
PYHKLNOHMPOBaHNS;
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6) aHanu3 n oueHka YHKLMOHUPOBAHUS 3HAYMMOro OObekTa M ero NoacucTeMbl GesonacHoOCTH,
BKIMOYas aHanu3 U ycTpaHeHue Ysi3BUMOCTEA W MHbIX HedocTaTKoB B (PYHKUMOHMPOBaAHUM MOACUCTEMBI
6e30nacHOCTUN 3HAYMMOro 06 BLEKTA;

B) [OOKYMEHTUpOBaHME npouedyp M pesynbTaroB KOHTporns 3a obecneyeHvem 6Ges3onacHoOCTM
3HaYNMOro OO bEKTa;

) NPUHATUE peLUeHUs MO pe3ynbTatam KOHTpons 3a obecneveHnem 6Ge3onacHoCT 3HaYMMOro
obbekTa 0 HeobxogumocTn aopaboTkn (ModepHM3auumn) ero NnoacMcTeMbl 6€30NacHOCTH.

O6GecneyeHne 6Ge3onacHOCTU 3HAYMMOro 06 bLeKTa NpU BbIBOAE €ro U3 aKcniyarauum
14. ObecneveHne 6e30NacHOCTU 3HAYMMOro Ob6beKkTa NMpu BbIBOA4E €ro M3 KChnyaTaumMn unm nocne
NPUHATUS pelleHMss 00 OKOHYaHMKM 06paboTkM MHEOPMaLMK OCYLLECTBISETCA CyObLEKTOM KpUTUYECKON
WHOPMaLMOHHON UH(PPaCTPYKTYpPbl B COOTBETCTBAM C IKCMIyaTaUMOHHON OOKYMEHTaUMEN Ha 3HaYMMbIi
00BEKT U OpraHN3aLMoHHO-pacnopsaauTENbHBIMU JOKYMEHTaMM No 6e30MacHOCTM 3Ha4YMMOro obbekTa.

ObecneveHne 6GesonacHOCTM 3HAYMMOro OObeKTa MpU BbIBOAE €r0 M3 3Kcrryataumm LOIDKHO
npegycmartpuBarhb:

a) apxuBMpoBaHve MHopMaLnn, coaepxalleics B 3Ha4MMOM OB BbEKTE;

0) YHMUYTOXEHME .(CTMpaHME) [aHHbIX U OCTarOYHOW WHGOPMauMM C MAWWUHHBLIX HOCUTENewn
WMHopMaLmu 1 (M) YHNUTOXEHNE MAaLLUHHBIX HOCUTenen nHdopmaunu;

B) YHUUTOXEHME NN apXMBUPOBaAHNE AaHHbIX 00 apXUTEKTYpe M KOHpMIrypaunm 3Ha4MmMoro o6 bekTa;
(MognyHKT B pegakuun, BBegeHHon B gencreve ¢ 30 anpens 2019 roga npukasom ®CTOK Poccun ot
26 mapta 2019 roga N 60. - Cm. npeabigyLlyto pegakumio)

) apxvMBMpPOBaHUE UM YHUUTOXEHME SKCMyaTaUMOHHON AOKYMEHTaLUMN Ha 3HaYMMbI OGLEKT U ero
nogcuctemMy ©e30MacHOCTM W OpraHV3auMOHHO-PACMOPSAMTENbHBIX [JOKYMEHTOB MO Ge30rnacHOCTM
3Ha4YMMOro obbLekTa.

14.1. ApxvBMpoBaHMe MHOPMaUnK, cogepallencs B 3Ha4MMoM obbekTe, JOIMKHO OCYLLEeCTBNSATLCS
B Crlydyae ee [anbHelwwero Ucnonb30oBaHUA B AEATENbHOCTU CyObekta KpuTUYeckorn WHEOPMaLMOHHOM
WMHPaCTPYKTYpbI.

14.2. YHnUYTOXEHWe (CTMpaHMe) AaHHbIX U OCTaTOYHOM WHEMOPMaumMu C MalUMHHbIX HOCUTEnen
MH(OPMaLMM OCYLLECTBASIETCA B cllyyae 0bpaboTku 3HAYMMbIM OOBLEKTOM WMHAOPMaLMKU OrpaHUyYeHHOro
Joctyna umiM B CNyvyae MpUHATUS Takoro pelleHns CyObeKToM KPUTUYECKOW WMHGOPMaLMOHHOM

WHPaCTPYKTYpbl.

YHUUTOXEHNE (CTUPAHWNE) AAHHBIX M OCTATOYHON MHOPMAaLIMK C MaLLMHHBIX HOCUTEnNe NHdopMaLmm
NMpon3BOANTCS NPU HEOBXOANMOCTM MNepeaayy MalMHHOIO HOCUTENSI MHGOPMaLMK APYroMy Nnorb3oBaTesio
3HauMMoro obbekTa UMM B WHbIE OpraHM3auMn AOns PEeMOHTA, TEXHWYECKOro OOCHyXMBaHUA UMK
OarnbHENLLIEro YHUYTOXEHNS.

Mpy BbIBOAE M3 IKCMNyaTaUUM MalUMHHBIX HOCUTernel UHOopMaLUMK, Ha KOTOPbIX OCYLLECTBNANUCH
XpaHeHne n obpaboTka MHOPMaLUM, NMPOU3BOOUTCS UMM (DU3NYECKOE YHUUTOXKEHWE CaMUX MaLLMHHbIX
HocuTENnen MHAOPMaLMM WU YHAYTOXEHME CoAdepXalledcsi Ha MalUMHHBIX HOCUMTENsX WHGOopMaLmm
MeToAamMu, He npeaycMaTpuBaloLLMMN BO3MOXHOCTb €8 BOCCTaHOBIEHUS.

YHUYTOXEHUE (CTUpaHUe) AaHHbIX U OCTaTOMHON MHGOPMaLIMK C MALLMHHBIX HOCUTENen MHopMaLmnm
NOANEXNT OOKYMEHTUPOBAHMIO B COOTBETCTBUM C OPraHvM3aLnOHHO-PacnopsanTENbHbIMA OKYMEHTaMN MO
Be3onacHOCTM 3HaYMMOro obbekTa.

14.3. Mpu BbIBOAE 3HAYMMOrO 0ObEKTa 13 IKCMITyaTaumMm AOIMKEH OblTb OCYLLECTBINEH COPOC HAaCTPOeEK
NporpamMMHBIX M NPOrpaMMHO-annapaTHbIX CPpeacTB, B TOM YMCHe CpeacTB 3awuTbl MHdopMauuK, yaaneHa
nHpopmaumsa o cybObekTax ocTyna u obbekTax AOCTyna, yhaneHbl yYeTHble 3anncy norb3oBaTternen, a
TaKke naeHTndmnKauMoHHasa 1 ayTeHTurkaunoHHas nHgopmaunsa cybbekToB goctyna.
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14.4. Mpwn BbIBOAE 3HAYMMOro 06bekTa M3 IKCMNyaTaluM BCS JKCMnyaTauMoHHas OOKYMeHTaumsa Ha
3HaUMMbIN OBBEKT M ero nogcucteMy 6e3omacHOCTW, IKCMSyaTauMoHHas AOKYMEHTauMsi Ha OTAerbHble
cpeacTBa 3alWuTbl HPOPMaLUKN NOANEXNT apXUBHOMY XPaHEHUIO.

CpoKM XpaHeHus1 [OOKyMEHTauMM OnpegensiTcsa CyObeKTOM KPUTUYECKOW WHE(OPMAaLMOHHON
WMHPaCTPYKTYpbl B OpraHM3auMOHHO-PacnopsavTENbHbIX JOKYMEHTax Mo 6e30macHOCTM  3HaYMMOro
obbekTa.

Mo peweHntio cybGbekTa KPUTUHECKOW WH(POPMALIMOHHOM MHPACTPYKTypbl 3KCMlyaTauMoHHas
OOKYMeHTaumMss  Ha  3HauMMbii  oObekT ¥ ero  noacuctemy  6GesonacHocTn, a  TaKkke
OpraH13aLrOoHHO-pacnopsanTenbHble AOKYMEHTbl Mo 6e30nmacHOCTM 3HaYMMOro obbekTa (MHCTPYKUMK,
pyKoBOACTBa) MOTYT ObITb YHUUTOXEHbI. B 9TOM criydae dakT YHUHTOXEHUS NoanexnT AOKYMEHTUPOBaHMIO
CYOBHEKTOM KPUTUYECKOW WHPOPMAaLMOHHON WHPaCTPYKTypbl C YKa3aHWEeM HaMMeHOBaHWs, cocTaBa
JOKYMEHTOB, CNOCOBOB M AaTbl UX YHUUTOXEHUS.

lll. Tpe6oBaHUA K OpraHU3aLMOHHBLIM U TEXHUYECKUM MepaM, MPUHUMaeMbIM Ans obecneyvyeHus
6e30nNacHOCTU 3HA4YUMbIX OO HLEKTOB
15. Uenbto obecneyeHnss 6e3onacHoCTM 3HauMmoro obbekTa sBnsieTcs obecneyeHne ero
YCTONYMBOro hyHKUMOHMPOBAHUS B MPOEKTHBLIX peXxumax paboTbl B YCMOBMSX peanv3auuy B OTHOLLEHUM
3HaunMmoro obbekTa yrpo3 6esonacHocTn MHGopMauuu.

16. 3agavyamn obecneyeHnsi 6e30MacHOCTM 3HAYMMOro OO bEKTA ABMAKOTCS:

a) MpedoTBpalleHne HenpaBOMEPHOro goctyna K uHdgopmaumn, obpabaTbiBaemMon 3Ha4YMMbIM
0OBbEKTOM, YHUUTOXEHUS Takoh WHopMauun, ee MoguduMunpoBaHns, GNOKMPOBaHWS, KOMMPOBaHMS,
NpegocTaBNeHNss U pacnpoCTpPaHEHNS, a TaKkKe WHbIX HEMPaBOMEPHbIX OENCTBMA B OTHOLUEHUW TaKoW
nHdopmaumu;

6) HegonyLieHne MHPOPMALMOHHOIO BO3AEWCTBASA Ha MPOrpaMMHbIE U MPOrpaMMHO-annapaTHble
cpefcTBa, B pesynbrare KOTOpPOro MOXET OblTb HapyweHo u (MnM) npekpawieHo dyHKUMOHMPOBaHME
3Ha4YMMOro o6 bekTa;

B) oGecrneyeHne (yHKUMOHMPOBAHUS 3HAUMMOro O6bekTa B MPOEKTHbIX PexuMax ero paboTbl B
YCINOBUAX BO3OECTBUA Yrpo3 6e3onacHoCTV UHopMaLmu;

r) obecneyeHne BO3MOXHOCTM BOCCTAHOBMEHUS  (DYHKUMOHMPOBAHWUS  3Ha4YMMOro obbekTa
KPUTMYECKON MHPOPMALIMOHHOW MHPPaCTPYKTYpbI.

17. B 3HauMbIx 06bekTax obbekTamu, nognexalmMm 3alimTe oT yrpo3 6e30nacHOCTM MHopMaLmm
(obbekTamu 3aLnThI), ABASAOTCA:

a) B MHOPMaLMOHHbIX CUCTEMAX:

nHpopmauus, obpabaTeiBaemasi B MH(POPMaLIMIOHHOW CUCTEME;

nporpaMMHo-anmnapaTHble CcpeactBa (B TOM  YWCME  MalUMHHbIE  HOCUMTENW  MHGOoPMaUnu,
aBTOMaTu3NpoBaHHble pabouve MecTa, cepBepbl, TeNEeKOMMYHUKALWWOHHOe 0B0pyAoBaHWe, NMHAN CBA3N,

cpencTBa 06paboTkn GyKBEHHO-LMPOBON, rpachmnyeckon, BUAEO- N pe4eBO HhopMaummn);

nporpamMmmHble cpefactBa (B TOM 4MCNe  MUKpOMporpammHoe, oBLLecucTeMHoe, MpuKnaaHoe
nporpammHoe obecrnedyeHune);

cpencTBa 3awmThl MHopMaLmy;
apxXMTeKTypa 1 KOH(UIypaums MHEOPMaLMOHHOW CUCTEMBI;
6) B MHDOPMALIMOHHO-TENEKOMMYHUKALNOHHBIX CETSIX:

nHdopMaLus, nepenasaemMas Mo NUHUAM CBA3N;
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TenekoMMYyHMKaLMoHHOe obopyaoBaHMe (B TOM uucfie nporpaMmmHoe obecneyeHue, cuctema
ynpaBneHus);

cpencTsa 3aluThl MHOpMaLINW;
apxuTeKTypa 1 KoHpUrypauusi MHpopMaLMOHHO-TENEKOMMYHUKALMOHHOW CETMW;
B) B aBTOMaTMU3MPOBaHHbLIX CUCTEMAaX YNpPaBreHUs:

NHdopMaums (AaHHbIe) O NapamMeTpax (COCTOSHWMK) ynpaBnsemMoro (KOHTPOorMpyemoro) obbekra unm
npouecca (B TOM uucne BxogHas (BbixogHasi) MHopmaums, ynpasnstowasa (KkomaHgHas) uHdopMaums,
KOHTPOSbHO-N3MepuTenbHasa MHQOpMaLns, MHas KpUTUYECKN BaxHasi (TEXHoMormyeckas) nHgopmauns);

nporpamMHo-annapaTHble CcpeactBa (B TOM  4Mcne aBTOMATU3NpPOBaHHble paboune MecTa,
NPOMBbILUNEHHbIE CEPBEPbI, TENEKOMMYHUKALUMOHHOE 0OOpyAOBaHWe, NUHUM CBS3W, MporpaMmMupyemble
norMyecke KOHTPONMepbl, MPOM3BOACTBEHHOE, TexHomnormyeckoe obopygoBaHue (MCMOMNHATENbHbIE
YCTPONCTBA);

nporpaMMmHble cpeactBa (B TOM YMCME  MUKPOMPOrpamMMHOe, O0OLIecUCTEMHOE, MpUKIagHoe
nporpammHoe obecnedeHune);

cpeacTBa 3aWwuTbl MHGOpMaLnu;
apxuTekTypa U KoHdUrypaumsi aBToMaTtu3MpoBaHHON CUCTEMBbI yNpaBneHus.

18. ObecneveHne 6e30MacHOCTU 3HA4YAMOro obbekTa AOCTUraeTcsi NMyTeEM TMPUHATUS B pamkax
nogcuctembl 6€30MacHOCTY 3HAYUMMOrO OObEKTA COBOKYMHOCTU OPraHU3auUMOHHBLIX U TEXHUYECKUX Mep,
HanpaBneHHbIX Ha OnokupoBaHue (HeMTpanu3aumio) yrpo3 6esonacHoCTM MHGOpPMauuM, peanuMsauus
KOTOPbIX MOXET MPUMBECTU K MPEKPALLEHWUIO UM HapyLUEHWUIO OYHKUMOHUPOBAHMS 3HA4YMMOro obbekta u
obecneumBaroLlero (ynpaBnsaemMoro, KOHTPONIMPYEMOro) MM MpOLLecCca, a Takke HapyLleHuto 6e3onacHocTu
obpabatbiBaemon  MHGOPMauUM  (HapyLleHuto  OOCTYMHOCTW,  LIeMNOCTHOCTW,  KOH(bMaeHUMansHOCTU
nHdopMaumm).

OpraHn3aumnoHHble 1 TexHuyeckne Mepbl no obecneveHnio 6e3onacHOCTM 3Ha4yMmoro obbekTa
NPUHUMAIOTCS CYOBLEKTOM  KPUTUYECKON WHEDOPMALMOHHON WHAPACTPYKTYpbl COBMECTHO C  MMLIOM,
KCMMyaTUpylOLWLMM 3HaYMMbIn 0ObekT (Npu ero Hanuuum). MNpyu 3TOM Mexay CyObeKToM KpUTUYECKOW
WH(OPMALMOHHON WHMPACTPYKTYpbl M MWLOM, IKCNAyaTupyoWMM 3HauYUMbI OOBEKT, AOMKHO ObiTb
npoBedeHO pasrpaHudeHve yHKUMN no obecneyeHuto 6e30macHOCTM 3HaAuMMoro obbekta B xofde ero
akcnnyaraumu.

19. Mepbl no obecneyeHnto 6e30nMacHOCTU BbLIOUPAIOTCH U peanuayloTcsl B 3HAYMMOM ObbekTe ¢
y4yeToM yrpo3 6e3onacHOCTU UHGOpMaLMU NPUMEHUTENBHO KO BCceM obbekTam U cybbekTam gocTyna Ha
annapaTHOM, CUCTEMHOM, MPUKIaZAHOM U CETEBOM YPOBHSIX, B TOM YMCIIEe B Cpefe BUpTyanusayuu.

20. Mepbl no obecnevyennto ©Oe3onacHOCTM 3HAYMMOro OObekTa MPUHMMAKTCS CYyOBHLEKTOM
KPUTMYECKON  MHAOPMALMOHHOW  MHPPACTPYKTYpPbl  CaMOCTOATENbHO WM MpU  HEOBXoAUMOCTU  C
npuBNeYEeHNEM B COOTBETCTBUM C 3akoHogaTenbcTBOM Poccuiickon degepaummn opraHn3aunm, MMEHLLNX B
3aBUCUMOCTU OT MHpopmaummn, obpabaTtbiBaemMolrt 3Ha4YMMbIM OObEKTOM, NMUEH3NI0 Ha AeATeNnbHOCTb Mo
TEeXHUYECKOW 3alumTe MHOopMaLmMm, COCTaBNALEN rOCYAapCTBEHHYIO TaviHy, U (UNn) Ha AeATeNnbHOCTb No
TEXHNYECKON 3allnTe KoHMAEHUNanbHOM nHdopmalmm

21. TlpuHMMaeMble OpraHM3auMoHHbIE W TeXHMYecke Mepbl No obecnedeHnio Ge3onacHOCTM
3Ha4YMMoro oObekTa [OSKHbl COOTHOCMTLCSE C MepaMu MO  MPOMbILIIEHHON,  (OYHKUMOHaNbHON
Be3onacHoOCTV, MHBIMU Mepamu No obecnedeHno 6e3onacHOCTU 3HauMMoro obbekta u obecneumBaroLLEero
(ynpaBnsiemoro, KOHTponupyemoro) obbekta wumm npouecca. [lpy aToM Mepbl no  obecneyeHuto
OesonacHOCTM  3HAYMMOrO OObeKkTa He [OMKHbl  OKasbiBaTb  OTPUMUATENBbHOrO  BIMSHMA  Ha
by HKLMOHMpPOBaHNE 3HAYMMOro 06 bEKTa B NPOEKTHBIX peXmnmax ero paboTbl.

22. B 3Ha4MMbIX OOBLEKTaX B 3aBMCMMOCTU OT UX KaTeropMuM 3HaYMMOCTU U yrpo3 6e3onacHocTu
WHGOPMaLMM  MOCPEACTBOM WCMOMHEHUST OPraHU3aUMOHHBbIX W TEXHUYECKUX Mep, OrpeaensieMblx B
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COOTBETCTBUM C NPUIIOKEHNEM K HACTOALWMM TpeboBaHNSIM, OCYLLECTBIAOTCS:

a) ngeHTndmkaumnsa n ayteHTudmnkaumsa cybbekToB gocTyna n o6bekToB JOCTYNS;

0) ynpaBneHune JocTynoM cybbEeKToB A0CTyna K 06bekTam 4ocTyna;

B) OrpaHn4eHne NporpaMmHoON cpeabl;

r) 3awmTa MamnHHbLIX HOCUTENeN nHopMaLmm;

4) ayanTt 6esonacHocTy;

€) aHTUBUpPYCHas 3aLnTa;

) NPefoTBpaLLEHNE BTOPXKEHNIN (KOMMbIOTEPHbIX aTak);

3) obecneyeHne LLENOCTHOCTH; 1) obecneyvyeHne 4OCTYMHOCTY;

K) 3almnTa TEXHNYECKNX CPEOCTB U CUCTEM;

n) 3awmuTa NHOpPMaLMOHHON (aBTOMaTU3MpPOBaHHON) CUCTEMbI U €€ KOMIMOHEHTOB;

M) NSIaHMpPOBaHME MepoNpUsaTMIA No obecneyeHno 6GesonacHoCTy;

H) ynpaBneHue KoHdurypaumen;

0) ynpasreHme oOHOBIEHUAMW NPOrPaMMHOro obecnevenms;

n) pearmpoBaHMe Ha NHUNOEHTbI MHOPMaLMOHHON Be30nacHOCTY;

p) obecnevyeHne OENCTBUN B HELUTATHLIX CUTYaLUsX;

¢) nHdopMupoBaHMe 1 o0yyYeHne nepcoHana;

T) 3aliMTa 3HAa4YMMbIX OOBHEKTOB OT aTak, HanpaBfieHHbIX HA OTKa3 B 06CMyXUBaHUN.

(MyHKT B pegakuunm, BBegeHHow B gencTene ¢ 5 Hosiops 2024 roga npukasom ®CTIK Poccun ot 28
aBrycta 2024 roga N 159. - Cm. npegblgyLUuyto pegakumio)

22 1. MNpn pearmsaumm mep no obecneveHuto 6e30NacHOCTM 3HAYMMbIX OOBLEKTOB MPUMEHSIIOTCH
MEeTOAMYECKNE OOKYMEHTbI, paspaboTaHHble PCTIK Poccum B COOTBETCTBUM C MOAMNYHKTOM 4 nyHKTa 8
Monoxenuns o degepanbHOM Cry06€e N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSO, YTBEPXKAEHHOTO YKa3oMm
Mpe3ngeHTta Poccunckon ®epepaumm ot 16 aBrycta 2004 r. Ne 1085.

(MyHKT gononHUTENBbHO BKIMOYEH ¢ 5 Hosbpsa 2024 ropga npukasom ®CTIK Poccum ot 28 aBrycra
2024 ropa N 159)

22 2. Mepbl no obecneyeHnio 3almTbl 3HAYMMbIX OOBEKTOB OT aTaK, HanpaBfeHHbIX Ha OTkas B
obCny>XMBaHUN, LOIMKHbI MPUHAMATLCS B OTHOLLUEHUM 3HAYMMbIX OOBLEKTOB, MMEKLUMX WHTEpPMenchl U
CEepBUCHI, K KOTOPbIM JOmKeH ObITb obecneyeH NMOCTOSIHHbIN AocTyn u3
WHOPMaLMOHHO-TENEKOMMYHMKaUMOHHON cetn "HTepHeT" (ganee - cetb "WIHTepHeT"), n [OMKHbI

npegycMaTpuBeath:

a) BbIsIBMEHME MHTEPdENCOB N CEPBUCOB 3HAYMMbIX OOBEKTOB, K KOTOPbIM AOMmkeH ObiTb obecneyeH
MOCTOSIHHBIN JOCTYN U3 cetn "VHTepHeT", onpegeneHne nx NpuHagexHoCT 1N Ha3HaAYeHWS;

6) BblsBreHNe MyOnUYHbIX CETEBbIX aApPEecoB, 3aPErMCTPMPOBAHHLIX 33 CyObLEKTOM KPUTUYECKO
VH(OPMaLMOHHON NHAPACTPYKTYPbl U (MIK) MOMyYeHHbIX OT MpoBaiigepa XOCTUHra, U AOMEHHBIX WMEH,
ncnonb3yemblx Ans obecnedeHns dyHKUMOHNPOBAHNS 3HAaYMMbIX OO BEKTOB, ONpeferneHne X HasHauyeHus;

B) BbISIBIIEHME U UCKITHOYEHNE U3 3HAYMMbIX OGBLEKTOB MHTEPMENCOB U CEPBUCOB 3HAYUMbIX OOBEKTOB,
K KOTopblM obecne4veH A0CTyn M3 ceTh "VIHTepHeT", NyOnuyHbIX CETEBbIX aapecoB U JOMEHHbIX UMEH, He
ncnonb3yembix Ons obecnevyeHns (yHKLNOHMPOBAHUSA 3HAYMMbIX OOBLEKTOB M (MNM) NPUHAONEXHOCTb
KOTOpbIX HE YCTaHOBIIEHa;
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r) cdopmmpoBaHue nepeyHss pecypcoB ceTu "VIHTEepHET", C KOTOpbIMM MOryT B3aMMOLENCTBOBATbL
3HauYMMble ODbEKTbl, BKMOYAIOLIEro WUCXOAALWMA U BXOAALWMA CEeTeBble MOTOKW, UX XapaKTepuUCTUKU ©
ncnonb3yemMble NPOTOKOIMbI (fanee - MaTpvua KOMMYHUKaUNA 3HAaYMMbIX OOBEKTOB C CETbIO "VIHTEpHET");

) onpedeneHne CeTeBblX adpecoB, C KOTOPbIMM [OMKHO ObiTb obecneyeHoO B3anMopencTeue
3Ha4YMMbIX 0OBEKTOB, (HOPMMPOBAHME CMMCKA Pa3peLLeHHbIX CETEBbIX apecoB B YCOBUSAX peanv3auuun
aTak, HanpaBJIEHHbIX Ha OTKa3 B 0OCMYXMUBaHWW;

€) MCMoNb3oBaHMe MPOrpPaMMHBIX, MPOrPaMMHO-annapaTHbIX CpeacTB, oDecneYnBalLLMX aHamm3 u
UNbTPaLMIO CETEBLIX 3aNpOCOB B COOTBETCTBMN C MaTpULLE KOMMYHMKALMA 3HAYMMbIX OOBEKTOB C CETHIO
"MIHTepHeT" Ha MakcuManbHO BO3MOXHOWM CKOPOCTU ANS 3TUX KaHanoB CBSA3N N BO3MOXHOCTb B110KMpoBaHMs
CeTeBbIX 3anpocoB, 06nagaloLwmx NpraHakaMmmn atak, HanpaeneHHbIX HAa 0TKa3 B 0OCNyXBaHUM, HA CETEBOM
N NPUKNAgHOM YPOBHSX 3HAYMMbIX OOBbEKTOB;

X) HanMuMe [BYKPATHOro pesepBa MNpPOMyCKHOW CMNOCOOHOCTM KaHanoB nepegavv  AaHHbIX
OTHOCUTENbHO 0O6BbEMOB Tpachmka B yCrOBUSIX OTCYTCTBUSI peanv3aumy aTtak, HanpaBrieHHbIX Ha OTka3 B
obcnyXxvBaHnu;

3) NCMonb3oBaHMe [aHHbIX, MNOMlyYEeHHbIX Mpu B3aMmogencTeMm C LIeHTpoM MOHUTOpMHra u
ynpaBiieHn4a CeTblo CBA3N obwero nonb3oBaHus | )

l|_|YHKT 4 TonoxeHnsa o LleHTpe MOHUTOpUHra u ynpaBneHnAa CeTblo CBA3N obuero nonb3oBaHus,

yTBepKOeHHoro npukasom PockomHagsopa ot 31 uiona 2019 r. Ne 225 (3apernctpupoBaH MuHOCTOM
Poccun 22 Hosbps 2019 r., pemcrtpaumoHHbii Ne 56583), ¢ M3MEeHEeHUSIMM, BHECEHHBIMU MPUKA30M
PockomHaasopa ot 24 anpensa 2024 r. Ne 73 (3apeructpypoBaH MuHioctom Poccun 6 mioHa 2024 r.,
perncTpaumoHHbin Ne 78486) (nanee - NonoxeHue o LieHTpe MOHUTOpUHra).

(CHocka gononHuTensHO BkNtodeHa ¢ 5 Hosibpsa 2024 roga npukasom ®CTIK Poccun ot 28 asrycra
2024 ropa N 159)

n) obecrneyeHne xpaHeHWs B TeYeHVe Tpex neT cneayowen nHpopmaumn o gakrax peanusaumu
aTak, HanpaBfiEHHbIX Ha OTKa3 B 0OCNyXMBaHWWU: AaTa U BPEMS Hadarna v OKOHYaHus peanusaumm atami,
TMN aTaku, oobem (MOuT/c, ceTeBbIX MaKeTOB/C), NepeYeHb CETEBbLIX aApPecoB, SBMSIOLUMXCH UCTOYHNKOM
aTak, U CeTeBbIX agpecoB, NOABEPXKEHHLIX aTakaM, MPUHUMaeMble MepbI.

(MyHKT gononHuTenbHO BKItoYeH ¢ 5 Hosbpsa 2024 roga npukasom ®CTOK Poccum ot 28 asrycra
2024 ropa N 159)

23. Bblbop mep no obecneyeHntio 6e30nacHOCTM 3HAaYMMBbIX OOBEKTOB ANS UX peanu3auumn BKIYaeT:
a) onpeaenenne 6azoBoro Habopa Mep No obecnevyeHnto 6e3o0NacHOCTM 3HAYNMMOro OO BHEKTA;
6) agantauuio 6azoBoro Habopa Mep nNo obecnevyeHnio 6e3onacHOCTM 3HAaYMMOro 06 bHEKTa;

B) OOMOSIHEHNE afanTMpPOBaHHOrO Habopa mMep No obecneveHnto 6Ge30NacHOCTU 3HaYMMOro obbekTa
MepamK, YCTAHOBMEHHLIMA WHbIMA HOPMATMBHBLIMKM MPaBOBbIMW akTamMu B obnactm obecneyeHus
©e3onacHOCT! KpUTUYECKOM WHOpMaumMoHHOM WHGpacTpykTypbl Poccunckon Pepepauum u  3awmTbl
WMHopmaumu.

Ba3soBbIi Habop Mep No obecneyeHno 6e30MacHOCTM 3HAaYMMOro 06 beKTa onpeaernsieTcs Ha OCHoBe
YCTaHOBMNEHHOWN KaTeropum 3Ha4YMMOCTM 3HAYMMOro obbekTa B COOTBETCTBUMN C MPUIIOKEHNEM K HACTOSLLMM
TpeboBaHusM.

basoBbin Habop mep nNo obecnedeHnto 6e3onacHOCTM 3HAYMMOro OObEKTa MOANEXMT aganTaumn B
COOTBETCTBMM C  yrposamu GesonacHocTM  MHdopmauuu, MNpUMeHsieMbIMM  MHGOPMALMOHHBIMM
TEXHOMOMMSAMN U 0COBEHHOCTSIMU (PYHKLIMOHNMPOBaAHWUS 3Ha4YMMoro obbekTa. Mpu aTom M3 6asoBoro Habopa
MOryT ObITb MCKMOYEHbl Mepbl, HEMocpeaCTBEHHO CBsi3aHHble C WUH(OPMAaUMOHHBIMKA TEXHOMOTUSIMA, He
NCMoMb3yemMbIM/ B 3HAYMMOM OOBLEKTE, UM XapakTEPUCTUKAMUN, HE CBOMCTBEHHbLIMU 3HAYUMOMY OOBLEKTY.
Mpy apantauum 6a3oBoro Habopa mep Mo obecneyveHnto Ge30MacHOCTM 3HAYMMOrO OObekTa Anst Kaxaow
yrpo3bl 6€30MacHOCTV MHOPMaLUK, BKIOYEHHON B MOAENb Yrpo3, COMNOCTaBNSETCS Mepa Unu rpynna Mep,
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obecneumBaome OMOKMPOBaAHME OOHOM MMM HECKONMbKAX Yrpo3 6e30nacHOCTM WM CHUXKaroLme
BO3MOXXHOCTb €€ peanunaawlmmn UCXOAst U3 YCIoBU dyHKLMOHMPOBaHUS 3Ha4YMMoro oobekra. B crniyyae ecrim
©a3oBbI HAabop Mep He No3BonseT obecneunTb GIOKMpOBaHUE (HENTpPanNu3aLmio) Bcex yrpo3 6esonacHoCcTu
WHopMaumn, B HEro OOMOSNTHUTENbHO BKIKOYAOTCS Mepbl, NpUBEOEHHblE B MPUIOXKEHUM K HacCTOSALUM
TpeboBaHuam.

JononHeHne aganTupoBaHHOro Habopa Mep no obecnedeHnto 6e30nacHOCTU 3HaAYMMOro obbekTa
OCYLLIECTBMNSAETCS C LeNbl0 BbINOMHEHNS TpebOoBaHWIN, YCTAHOBMEHHBIX MHBIMA HOPMaTUBHbLIMM NPaBOBbIMM
akTamn B obnactm obecnedeHns 6e30MacHOCTU KPUTUYECKOA WHEOPMAaUMOHHOM WHAPaCTPYKTYpbl U
3aWwnTbl MHGopMauun. [ononHeHne apanTupoBaHHOrO Habopa Mep npoBOAMTCA B Clydae, €cnv B
OTHOLUEHUM 3Ha4YMMOro obbekTa B COOTBETCTBUM C 3akoHodaTenbCcTBoM Poccuiickon Pepepaumn Takke
yCTaHoBMNEHbI TPeboBaHUA O 3amTe MHPOPMaLUK, CoaepX)allencs B rocyAapCTBEHHbIX MHOPMaLMOHHBLIX
cuctemax, TpeboBaHMs K 3alMTe NepcoHarnbHbIX AaHHbLIX MpY nX 06paboTke B MHOPMALMOHHBIX CUCTEMaX
nepcoHarnbHbIX AaHHbIX, TPeboBaHMSA K KpunTorpadmnyeckon 3awmte nHpopMaumm Unmn nHble TpedoBaHns B
obrnactm 3aumTbl WUHGoOpmMaumm u  obecneveHnsi 6e30NacHOCTM  KPUTUYECKOW  MHAOpMaLMOHHON

WHpPaCTPYKTYpbl.

24, B cny4yae ecnu 3HauMMbI 0OBbEKT SABMSIETCS rOCy4apCTBEHHOM MHAOPMALMOHHON CUCTEMON UM
MH(OPMALMOHHON CUCTEMOM MEepPCOHanbHbIX OaHHbIX, Mepbl M0 obecneyeHnto 6e30MacHOCTN 3HAYMMOro
obbekta M Mepbl 3awmTbl MHpopmaumm (no obecnevyeHuto MnepcoHarnbHbIX AaHHbIX) MPUHUMAOTCA B
COOTBETCTBMM C 0Oonee BLICOKOWM KaTeropven 3Ha4YMMOCTW, KIacCoOM  3alUMLLEHHOCTU WU YPOBHEM
3aLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX.

25. Ecnn npuHsATbIE B 3HAYMMOM 0OBEKTE Mepbl MO 00ECNEYEHNIO MPOMBILLIIEHHOM, (PyHKLNOHANBHON
B6esonacHocT M (Mn) dmanyvecko Ge3onacHOCTM AOCTaTOuHbl Ans GnokMpoBaHUs (HEMTpanuMaaumn)
oTAenbHbIX yrpo3 6e3onacHOCTM MHEOPMaUMKU, OOMOMHUTENbHbIE Mepbl, BblOpaHHble B COOTBETCTBUM C
nyHkTamMn 22 n 23 Hactosawmx TpeboBaHuiA, MOryT He npuMeHsiTbes. Mpu aTomM B xope paspaboTku
OpraHN3auMOHHbIX N TeXHMYeckx mep no obecneyeHmto 6e3onacHOCTN 3HaYUMMOro obbekTa AoMmkHa BbiTb
0B6OCHOBaHa [O0CTATOMHOCTb MPUMEHEHUST Mep Mno obecneyvyeHnto NPOMBbILLIIEHHOM ©e3onacHoCTM WM
duanyeckon 6esonacHoCcTM Ans GnoknpoBaHus (HerWTpanM3auum) COOTBETCTBYIOLUX yrpo3 6e3onacHoCTU
WMHopmaumu.

26. lpn OTCyTCTBUM BO3MOXHOCTM peanusaumm oTaernbHbiX Mep no obecnedyeHuto 6esonacHocTn U
(M) HEBO3MOXHOCTWM MX MPUMEHEHUS] K OTAEnbHbIM ObbekTam M cybbektam Joctyna, B TOM 4ucrne
BCINEACTBME UX HEraTMBHOIO BNNSHWUS HA DYHKUMOHMPOBaHWE 3HAYMMOro o6beKTa B NMPOEKTHBLIX pexMmax
3Ha4YMMoro obbekTa, AOMKHbI OblTb pa3paboTaHbl U BHEAPEHb! KOMMEHCHpyoLMe Mepbl, obecneumBaloLme
OnokupoBaHue (HeWTpanu3aumio) yrpo3 6esonacHoCTM uHopmaumm € HEObXOAMMbBbIM  YPOBHEM
3aLMLLEHHOCTM 3HauMoro obbekTa. lNpy aToM B Xoge pa3paboTkm opraHn3auMOHHBIX U TEXHUYECKUX Mep
no obecneyeHnio 6e30MacHOCTM 3HAYMMOro obbekTa [AOmMKHO ObiTb 0BOCHOBAHO MpUMeEHeHue
KOMMEHCMPYIOLMX Mep, a npv MpUEMOYHbIX MWCMbITaHMsX (aTTecTauuM) oueHeHa [AOCTaTOuHOCTb W
aeKkBaTHOCTb AaHHbIX KOMMEHCMpYoLWMX Mep Ans 6nokmpoBaHus (HemTpanusaumm) yrpo3 6esonacHocTu
WHopmaumu.

B kayecTBe KOMMEHcMpylWMX Mep MOryT ObiTb pacCMOTpeHbl Mepbl Mo  obecrnevyeHuto
NPOMBILLMEHHON,  (PYHKUMOHanNbLHOM 1 (nnu)  dmanyeckon BGe3onacHOCTM  3HAYUMMOro  0bbekTa,
NnoadepXusaroLme Heo6XoaNMBIN YPOBEHb €0 3aLMLLEHHOCTU.

26.1. Mpy ncnonb3oBaHMM B 3HAYNMbIX 0O bEKTaxX HOBbIX MHAOPMALMOHHBLIX TEXHOOMUA N BbISIBITIEHAN
OOnonHUTENbHbIX Yrpo3 6e3onacHocT! HGOPMaumK, AN KOTopbIX He onpeaeneHsl Mepbl N0 obecneyeHuo
Be3onacHoCTV, OOMKHbI pa3pabaTbiBaTbCA KOMMEHCUPYHOLME Mepbl B COOTBETCTBUM C MNyHKTOM 26
HacToswmnx TpeboBaHNN.

(MyHKT gononHMTENBHO BKMHOYEH ¢ 25 ceHTsaopsa 2020 roga npukasom OCTOK Poccum ot 20 dheBpans
2020 roga N 35)

26_2. OpraHu3auuOHHble Mepbl, HarpaBreHHble Ha 3aluTy 3Ha4YMMbIX OOLEKTOB OT aTtak,
HanpaBeHHbIX Ha 0TKa3 B 0B6CNyXMBaHWUU, OOMKHbI NpedycMaTpuBaTh:

a) B3aMMOAENCTBME C rOCYAapCTBEHHOM CUCTEMON OOHapy»XeHWs, npeaynpexaeHus U NMKBuaaumm
nocneacTBMi KOMNbIOTEPHBIX aTak Ha MHOPMaLNOoHHbIE pecypcbl Poccuiickon ®eaepaunm 2,

6) B3aMMogencTeme B aBTOMAaTU3NpPoOBaHHOM pexnme C LleHTpOM MOHUTOPUHIa 1 ynpaslieHUA CETbIO
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cBA3n 06LLero nomnb3oBaHWA 3 B paMKax MPOTUBOAEACTBAS atakam, HanpaBfeHHbIM Ha OTkas B
obcnyXxvBaHnu;

B) B3aMMOOENCTBME C NPOBaAEpOM XOCTUHIA UMM OopraHn3aumen, NpegocTaBnsioLwen yCnym CBaau,
nporpaMmHo-annapaTHble CpefcTBa KOTOpPbIX, YYacTBYylOLIME B KOHTpore, mnbTpauum u GnokMpoBaHum
CETEBbIX 3aMpocoB, obnagjatwLmx Mpu3Hakamu aTak, HanpaBfieHHbIX Ha OTka3 B OOCMyXWUBaHWM, OOMKHbI
ObITb pacnonoxeHbl Ha TepputTopun Poccuiickon ®eaepauuu;

I') onpegeneHne nopsanka B3aMMoOencTsmnsa C nposaﬂ,qepOM XOCTUHra wunn opraHmsaumeVl,
I'Ipeﬂ,OCTaBJ'IFlIOLLI,eVI ycnym CB43n, no CoBMeCTHOMY 6J'IOKI/IpOBaHI/IIO dTaK, HanpaBJleHHbIX Ha OTKa3 B
OGCJ’Iy)KVIBaHVIVI, N pas3rpaHn4eHnto 30H OTBETCTBEHHOCTU MNpPU Takom 6J'IOKVIpOBaHVIVI;

) obecneyeHme gocTynHocTn u3 cetn "MHrepHeT" nHTepgencos n cepBnCOB 3HAYMMbIX OOBHEKTOB,
nognexawmx 3awuTte OT arak, HampaBfeHHbIX Ha OTka3 B OOCNyX#BaHWM, MO COMMacoBaHWIO CO
CTPYKTYpPHbIM MoApasfeneHnemM, crneupanucramm no 3awmrte wuHopMaumm nocne npuHATUS Mep Mo
KOHTPOMIO M unbTpaumm MCXoQsAWero U BXOOSLWEro CeTeBOro Tpadmka B COOTBETCTBAWM C MaTpuuen
KOMMYHMKaLMIA 3HAYUMbIX OOBEKTOB C CETbIO "VIHTEpHET";

€) BO3MOXHOCTb pa3MelLeHUs 3HauYUMbIX OOBLEKTOB B WMHE(OPMaLMOHHO-TENEKOMMYH/KALWOHHON
WH(PaCTPyKType npoBanaepa XOCTUHra, obecneunBarolLero 3aluTy OT aTak, HanpaBfeHHbIX Ha OTKa3 B
obcnyXvMBaHUKU, UMM OCYLLECTBMNEHME 3alUWTbl 3HAYMMbIX OOBLEKTOB MyTEM MepeHarnpaBrieHUsl CETEBOro
Tpadvka Ha nporpamMHo-annapaTHble CpeAacTBa OpraHn3auvu, OkasblBalolwen YCnym Mo KOHTPOIio,
unbTpaumm n GrOKMPOBaHWMIO CETEBbIX 3anpocoB, obnajatolimMx NpUM3HaKamy artak, HanpaBfeHHbIX Ha
OoTka3 B OOCMy>XuWBaHWK, NpU OTCYTCTBMM TEXHWYECKOW BO3MOXHOCTM Yy CyObekta KpUTU4eCKon
VMHOPMAaLMOHHOW MHPACTPYKTYPbl CaMOCTOATENBHO OPraHM3oBaTh 3alUMTY 3HAYMMbIX OObEKTOB OT aTak,
HanpaBneHHbIX Ha OTKa3 B 0OCMYXMBaHUW.

(MyHKT gononHUTENBbHO BKIMOYEH ¢ 5 Hosbpsa 2024 ropga npukasom ®CTIK Poccum ot 28 aBrycra
2024 ropa N 159)

2I'Ionnychr "6" nyHkTa 2 Ykasa lNpeaungeHTta Poccunckon depepaumn ot 22 aekabps 2017 r. Ne 620

"O CcoBEpLIEHCTBOBAHUN [OCYAAPCTBEHHOW CUCTEMbI OOHApyXeHusl, NPeaynpeXXaeHuss M NMKBugaumm
nocneacTBMi KOMMNbIOTEPHBIX aTak Ha MHpopMaunoHHbIe pecypckl Poccuinckon ®egepauumn’.

(CHocka gononHuTensHO BkNtoveHa ¢ 5 Hosiopsa 2024 roga npukasom ®CTIK Poccun ot 28 aBrycra
2024 ropa N 159)

3MyHkT 5 Monoxenunsi o LieHTpe MOHUTOpPUHra.

(CHocka [ononHMTENbHO BKIoYeHa ¢ 5 Hosbpst 2024 roga npukazom ®CTIK Poccum ot 28 aBrycTa
2024 ropa N 159)

26_3. [lporpamMHo-annapaTtHble CpeacTBa, WCMonb3yemble O OCYLLECTBIIEHUS  KOHTPONS,
dunbTpaumm 1 6OKMpPOBaHNSA CETEBBLIX 3anpocoB, 06nafaoLwmMX NpM3HakamMKn atak, HarnpaBrieHHbIX Ha OTKa3
B 0OCNyXMBaHUN, JOMKHbI ObITb pacnonoxeHbl Ha TeppuTopun Poccuiickon ®enepaumn.

(MyHKT gononHMTenbHO BKNtoYeH ¢ 5 Hosbps 2024 roga npukazom OCTIK Poccum ot 28 aerycra
2024 ropa N 159)

IV. TpeboBaHMs K NpOrpaMMHbLIM U NporpamMMHo-annapaTHbIM cpefcTBaM, NPUMeHsAeMbIM Ans
obecne4vyeHns 6€30NacHOCTU 3HAYMMbIX 06 HLEKTOB
(HanmeHoBaHue gononHuTenbHO BKNOYEHO ¢ 25 ceHTabpsa 2020 roga npukazom PCTIK Poccum ot 20
deBpans 2020 roga N 35)

27. Texnuyecke wmepbl no obecnevyeHnto 6e3onacHOCTM B 3HaYMMOM OObLEKTE peanuayrotcs
nocpeacTBOM UCMOMb30BaHASA MpPOrpaMMHbLIX W MporpaMmMHO-annapaTHbIX CpeacTB, MPUMEHsiEMbIX ANs
obecneyeHnss 0e30MacHOCTU 3HaAYMMbIX OOBEKTOB - CPEACTB 3aluTbl MHopmauum (B TOM 4wncne
BCTPOEHHbIX B oObLlecncTemMHoe, npuKNagHoe nporpaMmmMmHoe obecneyeHne), a Tawke obecnedyeHus
©esonacHOCT nporpaMMHoOro obecneyeHuss U MporpaMMHO-annapaTHbIX CpPeacTB, NPUMEHSIEMbIX B
3HAYMMbIX OOBbEKTAX.

(A63au B pegakuun, BBegeHHon B gencteue ¢ 25 ceHtabpsa 2020 roga npukasom ¢CT3K Poccuu ot
20 dbepans 2020 roga N 35. - CM. npegbiayLLyo peaakunio)

I'Ip|/| 9TOM B NPUOPUTETHOM nNopdaKke noaneXxar npuMeHeHUo cpenctea 3alllUThbl I/IH(*)OpMaLI,I/IVI,
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BCTPOEHHblIE B nporpammHoe obecnevyeHne u (MnM) nporpaMMHO-annapaTHble CpeacTBa  3HaYMMbIX
06beKTOB (NpU UX HaNU4uu).

28. [Ona obecneyeHns 6e30nMacHOCTM 3HAYMMbIX OOBEKTOB KPUTUYECKON WHGOPMaLMOHHOM
WHGPaCTPYKTypbl [OMKHbI MPUMEHATLCA CPEeAcTBa 3aWwuTbl MHOpMauuM, npowealine OLUEHKY Ha
COOTBETCTBME TpeboBaHMAM No Ge3onacHoCcTM B popMax obssaTenbHon cepTudmKaunm, NCNbITaHUn UIn
npuemMKm.

CpeacTtBa 3awmtbl MHOpPMauuM, Mpowedlne OLEHKY COOTBETCTBUS B ¢hopme obsazaTensbHon
ceptTudmKkaumm, NPUMEHSIIOTCA B Cry4dasix, yCTAHOBMNEHHbIX 3akoHodaTenbcTBoM Poccuiickon ®egepauum, a
TaKke B Criydae NpUHATUSA pelleHns CybbekToM KpUTUYECKON MHAOPMaLMOHHOM NHAPACTPYKTYpPbI.

B nHbIX criyyasix NpMMeHSATCS CpeacTBa 3allmTbl MHOpMaumn, NpoLUeaLle OLEeHKY COOTBETCTBUSA B
dopMe UCMbITAHUN UMM MPUEMKA, KOTOPble MNPOBOASATCHA CyObekTaMu KpUTMYECKON WH(OpMaLMOHHON
WHPaCTPYKTypbl CaMOCTOATENBHO WM C MNPUBIIEYEHWEM OpPraHM3auui, UMEKLMX B COOTBETCTBAM C
3akoHogaTenbcTBOM Poccunckon degepaumm NUMUEH3MM Ha [OeATENbHOCTb B obnactm  3awmThbl
WHopmaumu.

A63au ytpatun cuny ¢ 1 aneaps 2023 roga - npukas PCTIK Poccmm ot 20 cpepana 2020 roga N 35.
- CM. NpeabiayLyo pedakumio.

29. B crnyyae u1cCnomnb3oBaHUS B 3Ha4YMMOM OObekTe CepTUPULMPOBAHHBIX HA COOTBETCTBUE
TpeboBaHMsaM no 6e3onacHOCTM MHopMaLuK CpeacTB 3almThl MHOPMaLnu:

a) B 3HauMMbIXx OObekTax 1 kaTeropum NPUMEHSIIOTCS CpeacTBa 3alTbl MHOPMaUUM He Huxe 4
Knacca 3aliuTbl, a TakKe CpeAcTBa BbIMUCIUTENBLHON TEXHUKM He Huxe 5 knacca;

6) B 3HaUMMbIX 0ObeEKTax 2 KaTeropuu MpPUMEHSItOTCS CPeacTBa 3almTbl MHOPMaUMM He Huxe 5
Kracca 3all1Tbl, a TakKe CpeacTBa BblMMCUTENBHON TEXHUKN He HUXe 5 knacca;

B) B 3Ha4YMMbIX OObekTax 3 KaTeropum MNpUMEHSIIOTCA CpeacTBa 3awmTtbl MHGOpMauum 6 knacca
3alnThbI, a Takke CPeACcTBa BbIMUCIIUTENBHON TEXHUKU HE HUXe 5 Knacca.

Mpn 3ToM B 3Ha4YMMbIX OObEKTax 1 KaTeropum 3HaYMMOCTU MPUMEHSIIOTCS CEePTURULMPOBAHHLIE
cpencTBa 3awuTbl MHGOPMaLum, COOTBETCTBYOLIME 4 unn Boree BbICOKOMY YPOBHIO JoBepus. B 3HaummbIx
obbekTax 2 kaTeropuMm 3Ha4MMOCTU MPUMEHSIIOTCS cepTUMUMPOBaHHbIE CPeaCcTBa 3awmThl MHopMaumu,
COOTBETCTBYIOWIME 5 mnn ©Oonee BLICOKOMY YPOBHIO AoBepusi. B 3Haummbix oObekTax 3 kareropum
3HAYMMOCTU MPUMEHSIOTCA CepTUMUMPOBaHHbIE CpeacTBa 3awuTbl MHAOPMaLmMM, COOTBETCTBYKOLLME 6
nnm 6onee BbICOKOMY YPOBHIO [OBEPUSI.

(A63ay B pegakunm, BeegeHHon B aevicteme ¢ 30 anpens 2019 roga npukasom ®CTOK Poccum ot 26
mapTta 2019 roga N 60. - CM. npegbiayLLyo pegakumio)

Knacchl 3aWwuTtbl 1 YPOBHU OOBEPUS] ONPELENAOTCA B COOTBETCTBUM C HOPMATMBHBLIMU MPaBOBLIMU
aktamm ®CTOK Poccum, msgaHHbiMM B cooTBeTCcTBAM C nognyHkTom 13.1 nyHkta 8 [lonoxeHnsa o
depnepanbHor cryxbe no TEXHMYECKOMY M SKCMOPTHOMY KOHTPOIO, yTBEPKAEHHOro Ykasom [lpe3ngeHta
Poccuickon ®egepauunm ot 16 asrycta 2004 r. N 1085.

(A63au B pegakumu, BBeaeHHon B genctame ¢ 30 anpensa 2019 roga npukasom OCTIK Poccun ot 26
mapta 2019 roga N 60. - Cm. npegbiayLLyo peaakumio)

Mpy UCNoNbL30BaHWM B 3HAYMMOM OObEKTe CPeacTB 3almThl MHpOpMaLIMK, CePTUMLMPOBAHHbIX NO
TpeboBaHusiM 6e30nacHOCTM UHGOpPMaLMK, YKasaHHble CPeAcTBa AOIMKHbI ObiTb CepTMULUMPOBaHbI Ha
CcoOTBETCTBME ObOsi3aTenbHbIM  TpeboBaHMaM Mo  6GesonacHoCTM  MHAOPMauuM,  YCTaHOBIEHHbIM
HOPMaTMBHBLIMU NPABOBLIMW aKTamu, Ui TpeboBaHUSAM, YKa3aHHbIM B TEXHUHYECKMX YCMOBUSX (3aAaHnsaxX no
6e3onacHocTK).

®PyHkumm  6esonacHOCTM CpeacTB  3awmTbl MHOPMauMyM  OOMKHbI obecrneunBaTte  BbINOMHEHWE
HacTosAwmx TpeboBaHNNA.

29.1. lMpu NpOEKTUPOBaHUM BHOBb CO34ABAEMbIX MM MOAEPHU3MPYEMBIX 3HAYUMbIX 0ObeEKTOB 1
KaTeropnm 3Ha4YMMOCTU B Ka4eCTBE rpaHU4YHbIX MapLIpyTU3aTOpOB, MMELWMX JOCTyN K ceTn "MHTepHeT",
BbIOMpaloTCA MapLupyTU3aTopbl, CEPTUGMLMPOBaAHHLIE HAa COOTBETCTBME TpeboBaHWsAM No ©e3onacHoOCTU
MHopmaumm (B YacTu peann3oBaHHbIX B HUX (OYHKUMIA 6e3sonacHocTn).
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(A63au B pegakuum, BBegeHHon B gencteme ¢ 5 Hosbps 2024 roga npukazom ®CTIK Poccun ot 28
aBrycta 2024 roga N 159. - Cm. npegbiayLuyio peakuuio)

B cnyyae oTCcyTCTBUSA TEXHUYECKON BO3MOXKHOCTU MPUMEHEHWNSA B 3HauMMbIX 0b6bekTax 1 kateropuu
3HAYMMOCTU TPaHMYHbIX MapLUpyTU3aToOpPOB, CEPTUUUMPOBAHHLIX Ha COOTBETCTBME TpeboBaHMsIM Mo
BesonacHocT nHopmaumm, dyHKUUM 6€e30NacHOCTM rPaHNYHbIX MapLUPYyTU3aropoB MOASIEXaT OLEHKe Ha
cooTBeTcTBME TpeboBaHMAM No 6€30MacHOCTM B pamMmKkax MPMEMKU UM UCMNBbITAHUA 3HAYNMMbIX OO BbEKTOB.

OBGocHoBaHMe OTCYTCTBUSA TEXHUYECKON BO3MOXHOCTV MPUBOAUTCS B MPOEKTHOW AOKYMEHTauuu Ha
3HauYMMble 06beKTbl (noacncTreMbl 6€30MacHOCTU 3HaUMMbIX 0OBbEKTOB), pa3pabaTbiBaeMon B COOTBETCTBUM
C TEXHMYECKMM 3aJaHWEM Ha CO34aHMe 3HAYUMbIX OOBLEKTOB U (UNK) TEXHAYECKUM 3agdaHuem (4acTHbIM
TEXHWYECKUM 3afaHMEM) Ha Co34aHne NoacucTemMbl 6€30MacHOCTU 3HAYUMBbIX OO BEKTOB.

(MyHkT gononHuTeneHo BkMtoveH ¢ 1 aHBapsa 2020 roga npukazom ®CTIK Poccun ot 26 mapta 2019
roga N 60)

29.2. CpegctBa 3awutbl MHOpMaumMM, OLEHKA COOTBETCTBMS KOTOPbIX npoBoautcss B dopme
UCMbITAHMA UMM NPUEeMKN, [OOMKHbl COOTBETCTBOBATb TpeboBaHMaAM K pyHKumAm 6GesonacHocTu,
YCTaHOBMEHHbLIM B COOTBETCTBMM € nognyHKToM "X" nyHkTa 10 HacTosawmx TpeboBaHui.

He BCTpoeHHble B 06LLIECUCTEMHOE U MpUKNagHoe nporpaMMHoe obecrievyeHve cpencTBa 3allUWThl
WMH(OPMaLMK, OLIEHKA COOTBETCTBMS KOTOPbIX MPOBOAUTCS B (DOPME WCMbITaHU WM MPUEMKA,
OOMONMHUTENbHO K YKadaHHbIM TpeboBaHMsM OOMmKHbI COOTBETCTBOBATb 6 Unu 6onee BbICOKOMY YPOBHIO
OOBepusi.

VcnbiTanms (nMpvemMka) cpeacTB 3awmTbl MHGOPMaUuM Ha COOTBETCTBME TPeOOBaHMSAM K YPOBHIO
nosepua 1 TpeboBaHMAM K (PYHKUMAM 6e30MacHOCTM NPOBOAATCSA Ha 3Tane NpeaBapuTenbHbIX UCMbITaHWNA B
COOTBETCTBUM C NYHKTOM 12.4 HacToAwmx TpeboBaHUN.

WcnbiTanns (npyemka) NpoBOAATCS OTAENbHO UM B COCTaBe 3HauYMMoro obbekTa. lMporpamma u
METOAMKA  UCMbITaHUN  (MPUEMKM)  YTBEPXKOATCA  CyObEeKTOM  KpUTUYECKOW  MHGOpMaLMOHHON
WMHpPaCcTPyKTypbl B Criy4ae caMOCTOATENbHOrO NPOBEAEHNS UCMbITaHWN. B criyyae npoBegeHns ncnbiTaHui
WHBIM NNLOM, NporpaMmmMa U METOAUKA UCMbITaHMM (NMPUEMKA) YTBEPXKAAKTCS 3TMM NINLIOM MO COrfacoBaHuo
C CybGbeKkToM KpuTU4eckon MHAOPMaLMOHHON NHAPACTPYKTYPbl.

Mo pesynbTaram UcnbiTaHUiA (NPUEMKKM) cpedcTBa 3almTbl MHAOPMaLUMU 0DOPMNSAETCA MPOTOKON
NCMNbITaHWI, B KOTOPOM YKa3bIBalOTCS:

Aata ¥ MecTo NpoBeAeHUs UCTIbITaHUA (NPUEMKN);

onuncaHne NCnbITbIBaEMOro cpeacTBa 3alimTbl MHdopMaLmy;

onuncaHne NpoBeAeHHbIX UCMbITaHWIA;

pe3ynbTaTbl UCMbITAHUIA NO KAXOOMY UCTbITbIBAEMOMY NMapaMeTpy (XapaKTepucTuke);

BbIBOAbI O COOTBETCTBMM (HECOOTBETCTBUM) CPEeACcTBa 3awmThbl UHopMaumm TpeboBaHWSM Mo
©esonacHocTn MHGOpMaUnW.

[MpoToKkon MCNbITaHM YTBEPXKAAETCA CYOBEKTOM KPUTUYECKON MHGOPMALMOHHON MHPPaCTPYKTypbl B
clny4Yyae CaMOCTOSITENbHOrO NMPOBEAEHNS UCTbITaHWA. B MHOM criydae npoTOKON UCMbITaHUA yTBEPXOaeTCs
NMUOM, MPOBOAMBLUMM UCMbITAHWUS, W NPEACTaBnsAeTcs CyObekTy KpUTUYECKON WHAOPMaLMOHHON
WMHPaCTPYKTYpbl Ha aTane NPUEMOYHBIX UCTIbITaHUI ON1S MPUHSTUSA PELLEHNS O BO3MOXHOCTM NMPUMEHEHUS
cpefcTBa 3almTbl MHPOPMaLUKN B 3HAYMMOM OOBbEKTE.

WcnbiTanus (Npuemka), NnpeayCMOTPEHHbIE HACTOALLMM MyHKTOM, MPOBOAATCS B OTHOLUEHUM CpeacTB
3aWMTbl  MHOPMaUUK, MIaHAPYEMbIX K BHEOPEHWIO B paMkax co3daHus (MogepHM3aumm  umm
PEKOHCTPYKLMN, PEMOHTA) 3HAYMMbIX OO BHEKTOB.

(MyHkT gononHutenbHo BkMtodeH 1 aHBaps 2023 roga npukasom ®CTOK Poccumn ot 20 dhespans
2020 roga N 35)

29.3. lMpuknagHoe nporpamMHOe OOecneyYeHue, MIaHUPYEMOE K BHEOPEHWIO B paMKax Co34aHus
(MogepHU3aLMn U PeKoHCTPYKLUMKN, PEMOHTA) 3Ha4YMMoro obbekta u obecneumBaroLlee BhINONHEHWE €ro
dYHKUMIA MO Ha3HayeHuto (ganee - nporpamMmHoe obecneveHune), JOMKHO COOTBETCTBOBATh Criedy oMM
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TpeboBaHnAM o 6e3onacHoCTu:
29.3.1. TpeboBaHus no 6esonacHom paspaboTke NporpammMmHoOro obecneyeHus:
Hanuume pykoBoAcTBa no 6esonacHon paspaboTke NnporpamMHOro obecneveHns;
npoBeaeHVe aHanuaa yrpo3 6e3onacHoOCTM MHGOPMaLMK NporpaMMHOro obecneveHuss;

HanuMuMe OnMcaHusi CTPYKTYpbl NporpamMMHOro obecrnevyeHnss Ha ypoBHE MOACUCTEM U pPe3yrbTaToB
COMOCTaBMNeHNs (YHKLUA MPOrpaMMHOro obecrneyYeHuss 1 MHTEPEENCOB, OMMCaHHbLIX B (OyHKUMOHANbHON
cneumdukaummn, ¢ ero nogcuctemamu (4ns nporpaMMmHoro obecnevyeHns, NaHMpyeMoro K NPUMEHEHNIO B
3Ha4YMMbIX 0ObeKTax 1 kaTeropum 3Ha4MMOCTK).

29.3.2. TpeboBaHMs K NUCMbITAHUAM MO BbISBIIEHNIO YS3BUMOCTEN B MPOrpaMMHOM obecneyeHnn:
NnpoBeAeHNEe CTaTUYECKOro aHanm3a MCXO4HOro koda nporpaMmbl;

npoBefeHne (pas3nMHI-TECTUPOBAHUSA MPOrpaMmbl, HarpaBfiEHHOTO Ha BbIsIBNIEHWE B Hen
YA3BMMOCTEN;

npoBedeHNe OMHaMWYecKOro aHanusa koda nporpammbl (AN MporpaMMHOrO  oGecreyeHus,
NNaHMpPYeMOoro K NPUMEHEHNIO B 3HAYNMbIX 06bekTax 1 KaTeropum saHa4MMocTH).

29.3.3. TpeboBaHus k nogaepxke 6e3onacHOCTM NporpamMmMHOro obecneyeHns:

Hanuuue npouenyp OTCMEXMBAHUA W WCMPaBNEHUS OOHapY>XEHHbIX OWNBOoK U  YS3BUMOCTEW
nporpaMmMHoro obecrne4vyeHns;

onpegenexHve cnocoboB M CPOKOB [0BefeHMs pas3paboTumMkom (mpov3BoguTenem) nporpamMmMHOro
obecneyeHns OO ero nomnb3oBaTenen uHgopmaumm o6 yA3BMMOCTSX MporpamMHOro obecneveHus, o
KOMMEHCUPYIOLWMX Mepax Mo 3awmTe MHOpMaummM UM OrPaHUYEHUsIX MO MPUMEHEHMIO NPOrpPaMMHOro
obecneyeHns, cnocoboB MonyvyeHns nonb3oBaTensaMn nporpaMmMHoro obecneyeHnss ero OBGHOBIEHWN,
NPOBEPKN UX LLENMOCTHOCTU U NOAJSIMHHOCTY;

Hanuuue npouenyp MHPOPMMPOBaHUSA CyObEKTa KpUTUYECKOW MHAOPMALIMOHHOM MHAPaCTpyKTypbl 06
OKOHYaHMM npou3BoAcTBa W (MNKU) MOAOEPXKKM MporpamMHoOro obecneveHns (ONA  NpoOrpaMmmHOro
obecneyeHns, NaHNPYEeMOro K MPUMEHEHMIO B 3HAYMMbIX 06bekTax 1 KaTeropyn 3Ha4MmMocTh).

(MyHkT 29.3 gononHuTeneHo BKNtodeH 1 aHBapsa 2023 roga npukasom $CTIK Poccum ot 20 deBpans
2020 ropa N 35)

29.4. BbinonHeHne TpeboBaHui Mo 6e3onacHOCTU, ykasaHHbIX B noAmyHkTax 29.3.1-29.3.3 nyHkTa
29.3 HacTosAwWwmMX TpeboBaHni, OLEHMBAETCS NMLIOM, BbIMOMHAOLWMM paboTbl NO CO34aHNI0 (MOAEepPHM3aUmu,
PEKOHCTPYKUUM MIM PEMOHTY) 3Ha4YMMOro obbekta u (Mnm) obecneyeHuto ero 6e3onacHoCTW, Ha aTane
MPOEKTMPOBaHNA 3HAYMMOro OObeKkTa Ha OCHOBE pe3yrbTaTOB aHanmMsa MarepuanoB W OOKYMEHTOB,
npegcraenseMbix paspaboTyumkom (npous3BogutenemMm) nporpamMHOro obecnedyeHuss B COOTBETCTBUM C
TEXHUYECKUM 3aaHneM (Y4acTHbIM TEXHNYECKMM 3afaHneM), pa3pabaTbiBaeMbIM B COOTBETCTBUM C MYyHKTOM
10 HacTosAwmx TpeboBaHU.

Pe3synbTaTbl OLEHKU BKOYAOTCS B MPOEKTHYI0 JOKYMEHTALUMIO Ha 3Ha4YMMbI OOBEKT (noacuctemy
fe3onacHOCTM 3HauMMOro o0O6bEekTa) W MNPeacTaBnsaloTCA CyObekTy KpuTMyeckonm MHgopMaunoHHON
NHPaCTPYKTYpbl.

(MyHkT gononHutenbHo BkMtodeH 1 sHBaps 2023 roga npukazom ®CTOK Poccum ot 20 dheBpans
2020 roga N 35)

30. MNprmeHsiemMble B 3HAYUMMOM 0OBEKTE MporpamMMHbIE U MPOrpaMMHO-annapaTHble CpeacTea, B TOM
yucne cpeactsa 3awwmTbl MHCOPMaUMK, AOIMKHLI SKCMyarnpoBaTbCs B COOTBETCTBUM C MHCTPYKUMSIMU
(NpaBmMnamun) no askcnnyatauum, paspaboTaHHbIMKU pa3paboTymMkamm (MPOM3BOAUTENAMU) ITUX CPEACTB, U
WHOW 3KCnyaTaLMOHHON AOKyMeHTaunen.

31. MNprMmeHsiemMble B 3HAUMMOM 0OBLEKTE MporpamMmMHbIE U NMPOrpaMMHoO-annapaTHble cpeacTea, B TOM
yucne cpeacTeBa 3awMTbl MHGOPMaUUK, OOMKHbI Obmb obecneyeHbl rapaHTUNHOM U (MNKM) TEXHUYECKON
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noaaep>KKoun.

Mpy BbLIGOPE MNpPOrpaMMHbLIX U MNpPOrpaMMHO-annapaTHbIX CPeacTs, B TOM 4YMCre CpedcTB 3alumTbl
MHopMaumn, HeobXoAMMO YUNTbIBATb HanM4Me orpaHNYeHnn Ha BOBMOXHOCTb UX NMPUMEHEHUS CyObEeKTOM
KPUTMYECKON MHOPMaLMOHHON MHPPACTPYKTYpbl HAa NMOOOM 13 NpUHaANexawmx eMy 3HauMMbix 06 bEKTOB
KPUTMYECKON MHGOPMALMOHHOW MHPPACTPYKTYPbl CO CTOPOHbI pa3paboTynKkoB (MPON3BOANTENEN) UMM NHBIX
nmu.

B 3HaunmMom obbekTe He OonycKarTCA:

Hanuuue yganeHHoro AocTyna K nporpaMmMHbIM U NporpaMMHO-annapaTHbIM CPeACcTBaM, B TOM Yucre
cpeacTBam 3awwmTbl MHpopMaumn, Ans OOHOBMEHUS UMW YMNPaBIEHUS CO CTOPOHbI UL, HE SIBISHOLLMXCS
paboTHMKaMn cybbekTa KpUTUHECKOM WMHM(OPMAUMOHHON MHGPaCTPYKTypbl, a Takke paboTHMKamu ero
[OYEePHUX U 3aBUCUMbIX OOLLECTB;

(A63au B pegakuum, BBegeHHon B fgencteue ¢ 25 ceHtadopsa 2020 roga npukasom PCTIK Poccum ot
20 cpespans 2020 roga N 35. - Cm. npegbiayLuyo peaakumio)

HanMuMe nokarnbHOro GECKOHTPONbHOrO [OCTyna K MporpaMMHLIM M MPOrpamMMHO-annapaTHbIM
cpedcTBam, B TOM YMCHE CpeacTBaMm 3almTbl MHpopMauun, anst OGHOBNEHWST UM YNPaBMEHNSI CO CTOPOHbI
nuu, He SBMSOWMXCS PabOTHMKaMK cybbekTa KpUTUYECKOW MHMOPMAaUMOHHOM WMHAPACTPYKTYpbl, €ro
[OYEPHUX N 3aBUCUMbIX OOLLECTB;

(Ab63au B pegakuum, BBegeHHon B aencteue ¢ 25 ceHtsops 2020 roga npukasom PCTIK Poccum ot
20 gpeBpans 2020 roga N 35. - CMm. npegpiayLuyto pegakuuio)

nepegadya WMHGOpMauMM, B TOM 4MClle  TEXHOMOMMYECKOW  MHopmauum, pas3paboTumky
(Mpon3BogMTENO) MPOrPaMMHBLIX U MPOrPaMMHO-annapaTHbIX CPEeACTB, B TOM 4MCile CpPeacTB 3almTbl
MHoOpMaLMn, UM UHbIM fMuam 0e3 KOHTPONS CO CTOPOHbI CYObeKTa KpUTUYECKOW WHGOPMaLMOHHOM

WHPacTPYKTYpbl.

B cnyyae TeXHMYECKON HEBO3MOXHOCTM MCKMIOYEHMSI yAaAneHHOro AocTyna K MNporpaMMHbIM - U
nporpaMmMHo-annapaTHbiM cpedcTBam, B TOM 4YUCRe cpeacTBaM 3awmTbl MHGOPMauMK, B 3HAYUMMOM
06bekTe NPUHAMAOTCS OpraHU3alMOHHbIE N TEXHUYEeckMe Mepbl Mo obecrnedyeHuo Ge3onacHoOCTVM Takoro
[0CTyna, npegycmatpyBatoLLme:

(A63ay gononHuTenbHO BkodeH ¢ 25 cenTsbpa 2020 roga npukasom OCTOK Poccum or 20
deBpans 2020 roga N 35)

onpegeneHve nuu M YCTPOMCTB, KOTOPbIM pas3pelleH yAaneHHbli OOCTYN K MPOrpamMMHbIM U
nporpaMmMHo-annapaTHblM  CPeAcTBamM  3HauYMMoro obbekTa, npedocTaBfeHMe WM MUHUMarbHbIX
MOMHOMOYMI NpU AOCTYNE K 3TUM CpeacTBam;

(AB3ay, gononHMTenbHO BKMOYeH ¢ 25 ceHTAOpst 2020 roga npukaszom PCTIK Poccum or 20
deBpans 2020 roga N 35)

KOHTPOJTb 4OCTYNa K MPOrpaMmMHbIM M NMPorpaMMHO-anmnapaTHbIM CpeacTBaM 3HA4YMMOro o6 bekTa;
(AG3aL gononHuTenbHO BKModeH ¢ 25 ceHTsiops 2020 roga npukazom POCTOK Poccum or 20
despans 2020 roga N 35)

3aWnTy MHGOPMaLMK 1M daHHbIX MpU KX nepegade Mo KaHanam CBSi3W Mpu yOareHHoOM AOocTyne K
MporpaMMHbIM 1 MPOrpaMMHO-anmnapaTHbIM CPeACcTBaM 3HAaYMMOro 06bEeKTa;

(AG3au gononHuTenbHO BKModeH ¢ 25 ceHTsiops 2020 roga npukazom PCTOK Poccum or 20
deBpans 2020 roga N 35)

MOHUTOPWHT U PErMCTPaLU0 OENCTBAMA UL, KOTOPbIM paspeLleH yaaneHHbli JOCTYN K NporpaMmMHbIM
N nporpaMmHo-annapaTHbIM CPeacTBaM 3HAYMMOro OObekTa, a Takke WHULMUPYEMbIX UMW MNPOLLECCOB,
aHanu3 aTux OenNcTBUN B LiENSX BbiBNEHNS (hakToB HENPaBOMEPHbLIX AENCTBUN,

(A63ay gononHuTenbHO BKMoYeH ¢ 25 cenTsopa 2020 roga npukasom OCTOK Poccum or 20
despans 2020 roga N 35)

obecneyeHne HEBO3MOXHOCTU OTKasa JML, OT BbIMOSIHEHHbIX AENCTBAN MpU  OCYLLECTBIEHNMU
y4aneHHoro octyna K nporpaMMHbIM M NporpaMMHO-annapaTHbIM cpedcTBam 3Ha4MMoro obbekra.

(AG3aL gononHuTenbHO BKModeH ¢ 25 ceHTsiops 2020 roga npukazom PCTOK Poccum or 20
despans 2020 roga N 35)



06 yTtBepxaeHnn TpeboBaHuin no obecneveHnto 6€30NacHOCTM 3HAaYMMbIX OOBEKTOB KPUTUYECKOWN MHEOPMALMOHHON MHPPaCTPYKTYpbl
Poccwuickon ®epgepaumm (C nsmeHeHusimu Ha 28 asrycta 2024 roga)
lMpuka3z ®CTIK Poccuu om 25.12.2017 N 239

Crpanuua 24

B 3HauMoM oObekTe MOryT NPUHUMATLCS OOMOSNTHUTENbHBIE OPraHN3aUNMOHHbIE N TEXHUYECKNE MEpbI
no obecnedyeHnto 6Ge30MacHOCTU YyAaneHHOro [ocTyna K MporpaMMHbIM M MporpaMMHO-annapaTHbIM
cpegcTBam, B TOM  YUCre cpeacTBam  3aliuTbl  MHOPMaUMKW, HanpaBrieHHble Ha 6rokvpoBaHue
(HemTpanusaumio) yrpo3 ©esonacHOCTM WHpOpMauun, MNPUBEAEHHBIX B MOZENM Yrpo3 ©esonacHoCTU
nHopmaumm, paspadbaTbiBaemMon B COOTBETCTBMM C MyHKTOM 11.1 HacToswmux TpeboBaHnn.

(A63ay, gononHuTenbHO BKMoYeH ¢ 25 ceHTabps 2020 roga npukasom PCTIK Poccum or 20
deBpans 2020 roga N 35)

Bxogawme B cocTtaB 3HauyMmoro obbekta 1 M 2 KaTeropym 3HaYMMOCTV MNPOrpPaMMHbIE U
nporpaMMHo-annapaTHble CPEeACTBa, OCYLLECTBASIOWME XpaHeHWe U 0b6paboTky WHopMaummn, AOIMKHbI
pasmewiatbCa Ha Tepputopum Poccuickon ®Pepepauun (3a UCKMOYEHUMEM CrlyyaeB, Korda pasmelleHue
yKa3aHHbIX CpedcTB OCyLUEeCTBRsieTcs B 3apyOexHbix 00OCOOMEHHbIX nogpasgenenmsax cybbekTa
KPUTMYECKON WH(POPMaUMOHHON UHMPacTPyKTypbl (dunnanax, npegctaBuTENbCTBaX), a Takke Cryyaes,
YCTaHOBINEHHbIX 3akoHodaTternbctBoM Poccuiickon Pegepauum n (Mm) MexgyHapoOHbIMA 0OrOBOpamu
Poccuickon ®egepauunn).

(A63au gononHuTensHo BkModeH ¢ 30 anpens 2019 roga npukazom OPCTOK Poccum ot 26 mapta
2019 roga N 60; B pegakuuu, BBeaeHHon B gencrene ¢ 25 ceHtabpsa 2020 roga npukazom OCTIK Poccum
o1 20 deBpand 2020 roga N 35. - Cm. npegbiayLLyo peaakuunto)

32. MyHkT yTpatnn cuny ¢ 25 centsadpsa 2020 roga - npukas PCTIK Poceumn ot 20 depansa 2020
roga N 35. - CM. npeablayLuyo pegakumto.

Mpunoxexue

K TpeboBaHMsaM no obecnevyeHnto
©e30MacHOCTM 3Ha4YNMbIX OO BHEKTOB
KpUTUYECKOM MHAOPMALMOHHOM
nHppacTpykTypbl Poccuinckon ®epepauum,
yTBepKaeHHbIM npukazom ®CTIK Poccun
ot 25 gekabpsi 2017 roga N 239

CocTtaB mep no obecnevyeHnto 6€30MNacHOCTU AJIA 3HAYMMOro o6 bLeKTa COOTBETCTBYHOLLEN KaTeropum
3HAYMMOCTU
(c n3ameHeHnsimm Ha 26 mapta 2019 roga)

O6o3Ha- Mepbl obecneyeHns 6e30nacHOCTU 3HAa4YMMOro obbekTa Kareropusa aHaunmmocTn
YyeHve n
HOMep Mepbl
3 2 1

I. MopeHTudpmkaumsa n ayteHtudpmkauma (MADP)

NAD.0 PernameHntauusa npasun v npoueayp naeHTudmkaumm u + + +
ayTeHTudurKkauum

(Ctpoka B pegakuwmm, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom PCTIOK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLuyo peaakLumio)

NAD.1 MaeHTudmkauus n ayteHTudmkaumns nonb3osarene u MHULUMpYemblx + + +
MMM NpOLLECCOB

NAD.2 MaoeHTudukaumsa n aytTeHTUdUKkaumsa yCTponcTs + + +

NA®.3 Ynpasnenve mngeHTudukaTopamm + + +

NAD.4 YnpaBneHve cpeactesamu ayTeHTUdMKALNN + + +
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NA®.5 NaoeHTudmkaumsa n ayTeHTudmKaumsa BHELHNX nonb3oBartenen + + +

NAD.6 [1ByCTOPOHHSIA ayTeHTMdMKaL M

NAD.7 3awmra ayTeHTuduKaLunoHHon nHdopmauum npy nepegade + + +
1. Ynpaenenne goctynom (YMA)

yna.o PernameHTauuns npasun v npouenyp ynpasneHns 4OCTYNOM + + +

(Ctpoka B pepakuwum, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019

roga N 60. - Cm. npeablayLLyto peaakLumio)

MIN

YnpaBneHve y4eTHbIMU 3annucsamMm nosib3oBaTenen

ynpa.2

(Ctpoka B pepakuwum, BBegeHHon B aevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019

Peanusauvs mogenu ynpaeneHus 4oCTyrnom

roga N 60. - Cm. npeablgyLLy0 peaakLumio)

+

+

+

yna.3 [oBepeHHas 3arpyska + +
yna.4 PasgeneHne nonHomounii (ponew) nonb3oBaTenemn + + +
yna.s HasHauyeHne MMHMManbHO HeobxoauMbIX NpaB U NPUBUIErN + + +
Ynpa.6 OrpaHnyeHne HeycneLlHbIX NoMbITOK 4OCTYNa B MHGOPMALMOHHY O + + +
(aBTOMaTN3MPOBAHHY0) CUCTEMY
yna.7 MpenynpexaeHne nonb3oBaTenst Npu ero 4ocTyne K MHPOPMaLMOHHbLIM
pecypcam
yrn.8 OnoBelleHVe Nonb3oBaTtens npu ycnewHoM Bxoae o npeablayLiem

(Ctpoka B pegakuum, BBegeHHou B gewnctaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019

[ocTyne K MHpopMaLMOHHON (aBTOMaTU3NPOBAHHOM) CUCTEME

roga N 60. - Cm. npeabiayLUyto pegakLmio)

yna.9 OrpaHndeHne yncna napannernbHbIX CeaHCOB AoCcTyna +
yna.10 BrnoknposaHue ceaHca AocTyna nonb3oBaTens nNpu HeakTUBHOCTU + + +
yng.1 YnpaBneHve SENCTBMAMU Nonb3oBaTenen 40 naeHTudukaLmm m + + +
ayTeHTMdmKaumnm
ynpQp.12 YnpaeneHve atpnbytamm 6e3onacHoCcTu
yna.i3 Peanuzaumns 3awmiieHHoOro yganeHHoro gocryna + + +
ynpo.14 KoHTponb AocTyna U3 BHELLHWUX UHAOPMALMOHHbBIX + + +
(aBTOMaTM3MPOBAHHBLIX) CUCTEM
lll. OrpaHnyeHune nporpammHon cpegbl (OlNC)
onc.o PernameHtauusa npasun 1 npoueayp orpaHUyeH1s NporpaMMHon cpeabl + +

(Ctpoka B pegakuum, BBegeHHou B gevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019

roga N 60. - Cm. npeabiayLLyto peakLmio)
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oricA1 YnpaBneHue 3anyckom (obpalleHnsmMm) KOMMOHEHTOB MPOrpPamMmMHOro +
obecneveHust

orc.2 YnpaBrieHne yCTaHOBKOW (MHCTanmnsumnen) KOMNOHEHTOB NPOrpamMmMHOro + +
obecneveHns

onc.3 YnpaBneHvue BpeMeHHbIMU darinamm

IV. 3awmTa MalwmHHbIX HocuTenen nHcpopmauum (3HN)

3HW.0 Pernamentauua npasun v npoueayp 3awmTbl MaWWHHBIX HOCUTENEN + + +
nHdpopmaLmm

(Ctpoka B pepakuwum, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo peaakLumio)

3HW.1 Y4eT MalMHHbIX HOCUTENen nHdopmaLmm + + +

3HWN.2 YnpaBneHve uanyeckum JOCTYNOM K MalUMHHLIM HOCUTENSAM + + +
MHdopmaumnm

3HN.3 KoHTponb nepemeLleHns MallnHHbIX Hocutenemn uHgopmaummn 3a

npeaesnbl KOHTPONUPYEMON 30HbI

3HN.4 MckntoyeHre BO3MOXXHOCTU HECAHKLMOHNPOBAHHOTO YTEHUS
WHoOpMaLMN Ha MaLLUHHBIX HOCUTENSX MHAOPMaLIMK

3HWN.5 KoHTponb ncnonb3oBaHus nHTepdencoB Beoaa (BbiBoga) MHdopMaLnm + + +
Ha CbEMHbIE€ MaLLMHHbIE HOCUTENMU MHbopMaLum

(Ctpoka B pepakuwum, BBegeHHon B aevictaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablAyLLy peaakLmio)

3HN.6 KoHTponb BBOAA (BbIBOAA) UHDOPMALMM HA CbeMHblE MaLUVHHbIE +
HocuTenu uHgopmaumm

(Ctpoka B pepakuwum, BBegeHHon B aevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyo pefakLmio)

3HN.7 KOHTpOnb NOAKNIOYEHNSA CHEMHBIX MaLUMHHBIX HOCUTENEN nHdopMaLmm +

+ ‘ +

(Ctpoka B pegakuwum, BBegeHHon B aevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyto peakLmi)

3HN.8 YHU4TOXEHUE (CTUpaHMe) MHpopMaL M Ha MaLIMHHBIX HOCUTENSX + + +
MHdopmaLmum

V. Aygut 6esonacHocTtu (AY[)

AY[.0 PernameHntauums npasun n npoueayp ayauta 6e3onacHocTn + + +

(Ctpoka B pegakuwum, BBegeHHon B gevictaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo peaakLumio)

AY[.A1 VHBeHTapusaumnss MHopMaLMOHHbIX pecypcoB + + +

AY[.2 AHanu3 ysa3BuUMOCTEN M UX YCTpaHeHue + + +




06 yTtBepxaeHnn TpeboBaHuin no obecneveHnto 6€30NacHOCTM 3HAaYMMbIX OOBEKTOB KPUTUYECKOWN MHEOPMALMOHHON MHPPaCTPYKTYpbl
Poccwuickon ®epgepaumm (C nsmeHeHusimu Ha 28 asrycta 2024 roga)
lMpuka3z ®CTIK Poccuu om 25.12.2017 N 239

Crpanuua 27

AY[.3 eHepupoBaHne BpEMEHHbIX METOK W (MNN) CUHXPOHM3aLNs CUCTEMHOMO + + +
BpPEMEHM
AY[.4 Perunctpauusa cobbiTuin 6esonacHocTm + + +
AY[.5 KoHTponb v aHanu3 ceteBoro Tpadmka +
AY[.6 3awwmra uHdopmaLmMmn o cobbiTusix 6e3onacHocTh + + +
AyLo.7 MoHuTopuHr 6e3onacHocTu + + +
AY[.8 PearvpoBaHune Ha cOou npu peructpaunm cobbiTuin 6e3onacHoCcTu + + +
AY[.9 AHanu3 gencTBui oTAeNbHbIX Nofib3oBaTenen +

(Ctpoka B pepakuwum, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablgyLLy peaakLumio)

AY[.10 [NpoBeneHne BHYTPEHHMX ayauToB + + +

AYO.11 [poBegeHne BHELLHNX ayouTOB

(Ctpoka B pegakuum, BBegeHHou B genctaue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - CM. npeablayLLy0 peaakLmio)

VI. AHTMBMpYCHaa 3awmTa (AB3)

AB3.0 PernameHTauuns npasun v npouenyp aHTUBMPYCHON 3aluunThbl ‘ + + ‘ +

(Ctpoka B pegakuum, BBegeHHou B genctaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyto peakLmi)

AB3.1 Peanusauna aHTMBMPYCHON 3aLUnTbI + + +

AB3.2 AHTUBUPYCHAas 3aluuTa SNEKTPOHHOM NOYTbl U MHBbIX CEPBUCOB + + +

AB3.3 KOHTpOnb UCNonb3oBaHNs apXmBHbIX, MCAOMHAEMbIX U 3aMPOBaHHbLIX +
channos

AB3.4 O6HoBneHne 6a3bl 4aHHbLIX NPU3HAKOB BPEAOHOCHbBIX KOMMbHOTEPHBLIX + + +

nporpamMm (BUpYCOB)

AB3.5 Vcnonb3oBaHue cpeacTB aHTUBUPYCHOM 3alUmMThl pasnuyHbIX +
npousBoauTenemn

VII. MpepoTBpalleHne BTOpXeHW (KoMnbloTepHbix atak) (COB)

COB.O PernameHntauus npasun 1 npouenyp NpegoTBpaLleHns BTOPXEHUIA + +
(KOMNBIOTEPHBIX aTak)

(Ctpoka B pepakuum, BeegeHHon B genctene ¢ 30 anpens 2019 roga npukasom ®CTOK Poccumn ot 26 mapta 2019
roga N 60. - Cm. npegbiayLUyto pegakLmio)

COB.1 O6Hapy»xeHne 1 npegoTBpaLleHne KOMMbIOTEPHbIX aTak + +

COB.2 O6HoBneHne 6a3bl peluaroLwmx npaeun + +

VIIl. O6ecneyeHune uenoctHocth (OLLIT)
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ous.o Pernamentauus npasun n npouenyp o6ecneveHms LenocTHOCTH ‘ + + ‘ +

(Ctpoka B pegakuumm, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom PCTIOK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLuyo peaakLumio)

ounA KOHTpOMb LIenoCcTHOCTM NporpaMMHOro obecneyeHust + + +
oun.2 KoHTponb LienocTHOCTN uHopmaLmm
oun.3 OrpaHunyennsa no BeBoady uHdopmaumn B MHPOPMaLIMOHHYO +

(aBTOMaTN3MPOBAHHY0) CUCTEMY

oun4 KoHTponb AaHHbIX, BBOAUMbIX B MHCPOPMaLMOHHYO + +
(aBTOMaTU3MPOBAHHY0) CUCTEMY

oun.s KoHTponb owmnbo4HbIX AENCTBUIA Nofb3oBaTenen no BBoAY v (Mnu) + +
nepefaye mHdopmaumn n npegynpexaneHve nones3osarenen ob
OLNBOYHBIX OENCTBUSX

ous.e Ob6e3nuyunBanve u (Mnn) aenaeHtudukaumns nHdopmayum

IX. Obecneuenne goctynHocTtu (OT)

oAaT.0 PaspaboTka nonutukn obecneveHns 4OCTYNHOCTH + + +

(Ctpoka B pepakuwum, BBeaeHHon B aevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLUyto pegakLmio)

oAaTA Vcnonb3oBaHue 0TKa30yCTONUYMBLIX TEXHUYECKUX CPEACTB + +
0Q4T.2 PesepBupoBaHne cpencTs M CUCTEM + +
oAarT.3 KoHTponb 6e30Tka3Horo oyHKLMOHMPOBaHNA CPEACTB Y CUCTEM + +
oAaT.4 PesepBHOe konvpoBaHWe MHgopmMaumm + + +
OAT.5 ObecneyeHne BO3MOXHOCTU BOCCTaHOBIEHNS MHOpMaLum + + +
OAOT.6 Ob6ecneyeHne BO3MOXHOCTU BOCCTAHOBMEHNS NPOrpaMMHOro + + +

obecneyeHus Npn HEWTaTHbIX CUTyauunax

oarT.7 KnacTtepusauusi "HpopMaLMOHHON (aBTOMATU3NPOBAHHOW) CUCTEMBI
OAT.8 KoHTponb npegocTaBnsembiX BblYUCAUTENbHBLIX PECYPCOB M KaHarnos + + +
cBA3N

X. 3awmTa TexHun4ecknx cpegcts n cuctem (3TC)

3TC.0 PernameHTauusa npasun v npoueayp 3almuTbl TEXHUYECKUX CPEACTB U + + +
cucTem

(Ctpoka B pegakumm, BBegeHHon B gevicteue ¢ 30 anpensi 2019 roga npukasom PCTIOK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo peaakLumio)

3TC.1 3awwmTa MHhopMaLnn OT YTEeYKM Mo TEXHUYECKUM KaHanam

3TC.2 OpraHusaums KOHTPOnmMpyemMomn 30HbI + + +

3TC.3 YnpasneHue pusnyeckum 4ocTynom + + +
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3TC4 Pa3melueHne ycTponcTs BbiBoaa (0TODpakeHns1) nHdopmauum, + + +
UCKMtoYaroLLee ee HeCaHKLMOHUPOBAHHbBIA NPOCMOTP

3TC.5 3awmTa oT BHELLIHUX BO3OENCTBUI + + +

3TC.6 MapkunpoBaHue annapaTHbIX KOMMOHEHTOB CUCTEMbI OTHOCUTENLHO
paspeLlueHHoi kK 06paboTke nHdopMaLm

XI. 3awmta MHOpPMaLMOHHON (aBTOMAaTU3UPOBAHHON) cucTeMbl U ee KomnoHeHToB (3UC)

3nC.0 PernameHtauusa npasun v npoueayp 3awwmTsl MHPOPMaL MOHHON + + +
(aBTOMaTU3MPOBAHHON) CUCTEMbI U €€ KOMMOHEHTOB

(Ctpoka B pegakuwum, BBegeHHon B aevictaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo peaakLumio)

31nCA1 PasgeneHve dyHKLMIA NO ynpaBneHuo (agMUHUCTPUPOBAHWIO) + + +
WHOPMALMOHHOW (aBTOMAaTM3MPOBaHHOW) CUCTEMON C UHLIMMU
dYHKLNAMM
3nC.2 3awmta nepumeTpa MHPOPMALMOHHON (aBTOMaTMU3NPOBAHHOM) CUCTEMbI + + +
3nC.3 OLenoHMpoBaHHas 3almTa MHOPMAaLMOHHOM (aBTOMAaTU3MPOBaHHON) + + +
cucTeMbl
3nC.4 CermeHTpoBaHue WMHMOPMALMOHHOM (aBTOMATU3MPOBAHHON) CUCTEMbI + +
3nC.5 OpraHusaums 4eMUnuTapmusoBaHHOW 30HbI + + +
3NnC.6 YnpaBneHne ceTeBbiMU MOTOKaAMM + + +

(Ctpoka B pepakuwum, BBegeHHon B aevicteue ¢ 30 anpenst 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablgyLLy peaakLumio)

3nC.7 Vcnonb3oBaHue amynsaTopa cpeabl PyHKLMOHMPOBaHNS MPOrpamMmMHOro
obecneyeHus ("necoynHmua”)

31C.8 CoKpbITE apXUTEKTYPbI 1 KOHUIypaLmnm HGOpMaLMOHHOW + + +
(aBTOMaTU3MPOBAHHOWN) CUCTEMBI

3nC.9 Co3aaHune retTeporeHHon cpeabl

3nC.10 Mcnonb3oBaHne nporpaMMHOro obecneveHusi, pyHKLNOHMPYIOLLEro B
cpefax pasnuyHbIX OnepaLoHHbIX CUCTEM

31NC.11 |lNpepoTBpalleHve 3aaepXXku Unv NpepbiBaHWs BbIMOMHEHNS MPOLECCOB C
BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLIECCOB C HU3KMM NPUOPUTETOM

3ncC.12 M3onsumsa npoueccoB (BbIMONIHEHNE NPOrpaMM) B BblAEeNeHHON obnacTtu

namsaTn
31C.13 3alumta Hem3amMeHsseMbIX OaHHbIX + +
3nC.14 Mcnonb3oBaHve HenepesanvcbiBaeMblX MaLLUMHHBIX HOCUTenewn
MHpopmaLum
3nC.15 Peanusauma anekTpoHHOro no4ToBoro obmMeHa ¢ BHELUHUMW CETSIMU

yepes orpaHMYeHHOEe KOMMYECTBO KOHTPONMPYEMbIX TOYEK

31C.16 3alumTta ot crnama + +




06 yTtBepxaeHnn TpeboBaHuin no obecneveHnto 6€30NacHOCTM 3HAaYMMbIX OOBEKTOB KPUTUYECKOWN MHEOPMALMOHHON MHPPaCTPYKTYpbl
Poccwuickon ®epgepaumm (C nsmeHeHusimu Ha 28 asrycta 2024 roga)
lMpuka3z ®CTIK Poccuu om 25.12.2017 N 239

Crpanuua 30

3nc.17 3awwmra nHdopMaumm oT yTeyek
31C.18 BnokupoBka gocTyna Kk calTam unu Tunam camToB, 3anpeLLeHHbIX K
MCMONb30BaHNIO
31C.19 3awmTa nHdhopmaLmu npy ee nepegaye no KaHanam CBA3W + + +
31nC.20 ObecneyeHre JOBEpPEHHbIX KaHana, MapLupyTa + + +
3nc.21 3anpeT HeCaHKLMOHUPOBAHHOW yAaneHHOW akTuBauumn nepudepninHbIx + + +
YCTPOWCTB
3nc.22 YnpasneHue atpnbytammu 6e3onacHOCTU Npy B3aMMOLENCTBUM C UHBIMM
WMHOPMALMOHHBIMU (AaBTOMAaTU3MPOBaHHbIMK) CUCTEMaMU
31C.23 KoHTporb ncnonb3oBaHus MOOMITbHOTO Koaa

(Ctpoka B pegakuwnm, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom ®CTOK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyto peakLmi)

(Ctpoka B pegakumm, BBeaeHHon B aevicteue ¢ 30 anpens 2019 roga npukazom PCTIK Poccum ot 26 mapTta 2019
roga N 60. - Cm. npeabiayLLyo pefakLmio)

(Ctpoka B pepakuwuu, BBegeHHon B gevicteue ¢ 30 anpensi 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo pegakumio)

3nC.24 ‘ KoHTponb nepepayn pevyeBon nHgopmaumm ‘

3nC.25 ‘ KoHTponb nepegayv BuaeouHdbopmaunm ‘

31C.26 MoaTBepKaeHne NPOUCXOXOEHNST UCTOYHMKA MHbopMaLLm
3nC.27 Ob6ecneyvyeHve NoASIMHHOCTU CETEBbIX COeANHEHUIN + +
31nC.28 VcKkroueHne BO3MOXHOCTU OTpULL@HNA OTNpaBkn MHdopmaLmm

(Ctpoka B pegakuwum, BBegeHHon B gevictaue ¢ 30 anpens 2019 roga npukazom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyo pefakLmio)

(Ctpoka B pegakuwum, BBegeHHon B aevictaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyto peakLmi)

3nC.29 M ckntoyeHne BO3MOXHOCTU OTpULLAHNS NONyYeHns MHopmauum ‘

31C.30 VMcnonb3oBaHue yCTPONCTB TEPMUHANbHOro AocTyna

3NnC.31 3almTa oT CKpbITbIX KaHanoB nepegayn MHdopmalnm

(Ctpoka B pegakuum, BBegeHHou B aevicteue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyto pegakLmio)

31C.32 3awuta 6ecnpoBOAHbLIX COeQUHEHMN + + +

31C.33 VicknioveHne gocTyna Yepes obLme pecypchl +

3nC.34 3awmTa ot yrpos otkasa B obcnyxmeaHum (DOS, DDOS-aTtak) + + +
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3NnC.35 YnpaBneHue ceTteBbiMU COEANHEHUSIMU ‘ + + ‘ +

(Ctpoka B pegakuumm, BBegeHHon B gevicteue ¢ 30 anpenst 2019 roga npukasom PCTIOK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLuyo peaakLumio)

3nC.36 Cosganue (amynsums) NoXkHbIX KOMMOHEHTOB MHPOPMAaLMOHHBLIX
(aBTOMaTU3MPOBAHHBLIX) CUCTEM

3nC.37 Mepesoa MHAOPMALIMOHHOW (aBTOMAaTM3MPOBaHHOW) CUCTEMbI B
©e3onacHoe CoCTosHME MpY BO3HMKHOBEHUM OTKa3oB (cHoeB)

31C.38 3awmTta nHdopmMaLmm nNpu UCNONb30BaHUM MOBMUIBHBIX YCTPONCTB + + +

31C.39 YnpaBneHue nepemeLleHmeM BUPTyanbHbIX MalnH (KOHTEWHEPOB) n + + +
obpabaTbiBaeMbIX Ha HUX AaHHbIX

XIl. PearnpoBaHune Ha KoMmmnbtoTepHble MHUMAeHToI (HLL)

NHLL.O PernameHTtauus npaeun 1 Npoueayp pearvpoBaHns Ha KOMMbIOTEPHbIE + + +
MHLMOEHTbI

(Ctpoka B pegakuumm, BBegeHHom B aevicteue ¢ 30 anpenst 2019 roga npvkazom PCTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeabiayLLyo pefakLmio)

MHL.1 BbisiBneHWe KOMMNbIOTEPHbIX MHUMOEHTOB + + +

MHLL.2 MHdopmmnpoBaHMe 0 KOMMbIOTEPHbIX UHLMOEHTaX + + +

MHL.3 AHann3 KoMMnbTEPHbIX MHLMOEHTOB + + +

VHL.4 YcTpaHeHne NocneacTBMn KOMNbIOTEPHbLIX MHLUAEHTOB + + +

MHL.5 MpuHATHE Mep NO NPegoTBPAaLLEHNIO NMOBTOPHOTO BO3HUKHOBEHWSA + + +
KOMMbHOTEPHbBIX UHUWAEHTOB

MHL.6 XpaHeHre n 3awmTa MHopMaLMn O KOMMbITEPHbIX MHUMOEHTAX + + +

(Ctpoka B pegakuum, BBegeHHon B aencteme ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLLyo peaakLumio)

XIlI. YnpasneHue koHdurypaumen (YK®P)

YK®.0 PernameHtauus npasun v npouenyp ynpaesneHns KoHUrypaumemn + + +
MHGOPMaLMOHHOM (aBTOMAaTM3NPOBAHHOW) CUCTEMBI

(Ctpoka B pegakuum, BBegeHHou B genctaue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablAyLLyto peaakLmio)

YK®.1 MaeHTudukaums o6beKTOB ynpaBnieHust KOHdUry paLmen
YK®.2 YnpaBneHve naMeHeHnsImMu + + +
YK®.3 YcTaHoBKa (MHCTannaums) TONbKO Pa3peLleHHOro K UCrofib30BaHUIO + + +

nporpamMmmMmHoro obecneyeHus

YKo 4 KoHTponb AeACTBUA NO BHECEHWIO U3MEHEHNI

XIV. YnpaBneHnne obHOBNEeHnssiMu nporpammHoro obecnevenus (OlMO)
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ono.o PernameHntauus npasun 1 npoueayp ynpasneHus 06HOBNEHUsMN + + +
nporpamMmHoro obecneveHus

(Ctpoka B pegakuum, BBegeHHou B gencteue ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablAyLLy peaakLumio)

ono.1 Mouck, nonyyeHve o6HOBNEHUIN NporpammHOro obecneveHns ot + + +
[OBEPEHHOr0 UCTOYHUKA

ono.2 KoHTpOnb LenocTHOCTM OOHOBMEHWIA NPOrpaMMHOro obecneyeHust + + +
orno.3 TecTupoBaHue obHOBNEHUI NporpaMMHOro obecneveHus + + +
orno.4 YcTaHoBka 06HOBMEHMA NporpamMMHOro obecneveHns + + +

XV. MNnaHupoBaHue meponpuaTuii no obecneveHuto 6esonacHocTy (MJTH)

MIH.0 PernameHtauusa npasun v npoueayp nraHMpPOBaHUsE MEpPONPUATUA MO + + +
obecneyeHuno 3aWwmThl MHOpMaLum

(Ctpoka B pegakumm, BBegeHHon B aevicteue ¢ 30 anpens 2019 roga npukaszom PCTIK Poccum ot 26 mapTta 2019
roga N 60. - CM. npeablayLLy0 peaakLmio)

MH.1 Paspabotka, yTBEpXOeHUE 1 aKkTyanusauus nnaHa MeponpusTuin no + + +
obecneyeHunto 3awmTbl MHopmaLum

MnH.2 KoHTponb BbINOMHEHNS MEPONPUSATUIA MO 0BecneyeHnio 3aLumThbl + + +
MHpopmaLum

XVI. ObecneyeHne OencTBUiA B HelTaTHbIX cuTyaumsx (AHC)

OHC.0 Pernamentauus npasun n npouenyp obecnedyeHns AencTeui B + + +
HEeLUTaTHbIX CUTyaLUsIX

(Ctpoka B pegakumm, BBegeHHon B gevicteue ¢ 30 anpens 2019 roga npukazom PCTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablayLuyo peaakLuumio)

OHC.1 PaspaboTka nnaHa 4encTBUIA B HELLTATHbLIX CUTYaUMaX + + +
OHC.2 O6yyeHune n otpaboTka AENCTBUIA NepcoHana B HELUTATHbLIX CUTyaLusix + + +
OHC.3 Co3gaHue anbTepHaTVMBHBIX MECT XpaHeHusi u 06paboTkm nHdopmMaumm + +

Ha cry4ar BO3HMKHOBEHMWS HELUTaTHbIX CUTYyaLuit

OHC .4 PesepBurpoBaHne nporpaMmMHOro ob6ecneyveHusi, TEXHUYECKUX CPEACTB, + +
KaHanoB CBSA3M HA CIyYai BO3HUKHOBEHUSI HELLTATHbIX CUTYyauui

OHC.5 ObecneyeHne BO3MOXXHOCTU BOCCTAHOBMEHNSI MHGOPMaLMOHHOW + + +
(aBTOMaTM3NPOBAHHOW) CUCTEMbI B CIlyYae BO3HUKHOBEHWS HELUTaTHbIX
cuTyaumm
OHC.6 AHanM3 BO3HUKLUMX HELUTATHbIX CUTYyauuin U NPUHATUE Mep Mo + + +

HeaonyLweHno X noBTOPHOro BO3HMKHOBEHWA

(Ctpoka B pegakuum, BBegeHHou B aencteme ¢ 17 ceHTsopsa 2018 roga npukasom ®CTIK Poccum ot 9 aBrycta
2018 ropga N 138. - Cm. npeablayLUyto pefakLmio)

XVII. NHcbopmupoBaHmne 1 obydeHune nepcoHana (UMO)
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nno.o PernameHtauus npasun v npouenyp MHOOPMMPOBaHUS 1 06yYeHns + + +
nepcoHana

(Ctpoka B pegakuum, BBegeHHon B genctere ¢ 30 anpens 2019 roga npukasom ®CTIK Poccum ot 26 mapta 2019
roga N 60. - Cm. npeablAyLLy peaakLumio)

Mno.1 WHdopmmpoBaHne nepcoHana ob yrposax 6e3onacHocTy nHdopmMauum un + + +
0 npaBunax 6esonacHon paboThbl

nrno.z2 O6yuyeHure nepcoHana npaeunam 6e3onacHoin paboTbl + + +

nno.3 MpoBeaeHne NpakTUYECKNX 3aHATUMA C MEPCOHaNoM no npasunam + +
6esonacHomn paboThbl

nno.4 KoHTponb ocBefomMneHHOCTU nepcoHana o6 yrposax 6esonacHocTu + + +
uHcdhopmaLmm 1 o npaesunax 6esonacHon paboTbl

"+" - mepa obecneyeHnsi 6e3onacHOCTM BKIOYEeHa B 6a3oBbI HAboOp Mep Onsi COOTBETCTBYHOLLEN
KaTeropmm 3Ha4nmmMoro obbekTa.

Mepbl o6ecnevyeHna 6esonacHOCT, He 0DO3Ha4YeHHbIe 3HakoM "+", MPUMEHSIOTCS Npy aganTaumn u
pononHeHun 6asoBoro Habopa mMep, a Takke Npu paspaboTke KOMMEHCUPYIOLWLMX Mep B 3HAYMMOM OObekTe
KPUTMYECKON MHOPMALIMOHHOW MHPaCTPYKTYpPbl COOTBETCTBYIOLLEN KAaTEropum 3HaYMMOCTH.



